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Abstract – Internet of Bio‑Nano Things (IoBNT) is envisioned to be a heterogeneous network of nanoscale and biological
devices, so calledBio‑NanoThings (BNTs), communicating vianon‑conventionalmeans, e.g., molecular communications (MC),
in non‑conventional environments, e.g., inside human body. The main objective of this emerging networking framework is to
enable direct and seamless interactionwith biological systems for accurate sensing and control of their dynamics in real time.
This close interaction between bio and cyber domains with unprecedentedly high spatio‑temporal resolution is expected to
open up vast opportunities to devise novel applications, especially in healthcare area, such as intrabody continuous health
monitoring. There are, however, substantial challenges to be overcome if the enormous potential of the IoBNT is to be realized.
These range from developing feasible nanocommunication and energy harvesting techniques for BNTs to handling the big
data generated by IoBNT. In this survey, we attempt to provide a comprehensive overview of the IoBNT framework along with
its main components and applications. An investigation of key technological challenges is presented together with a detailed
review of the state‑of‑the‑art approaches and a discussion of future research directions.

Keywords – Internet of Bio‑Nano Things, molecular communications, nanonetworks, bio‑cyber interfaces, THz‑band
nanocommunications, nanomachines, nanobiosensors, molecular machines, nanoscale energy harvesting

1. INTRODUCTION
As Internet of Things (IoT) approaches technological ma‑ 
turity with growing number of applications on the mar‑ 
ket, new integrative ideas emerge to push the current 
boundaries of IoT and extend its application range. One 
such approach follows a holistic view and regards the 
universe as an interconnected entity which is to be ob‑ 
served, understood, and manipulated with new informa‑ 
tion and communication technologies (ICT). At the center 
of this approach lies an emerging ICT framework, the In‑ 
ternet of Bio‑Nano Things (IoBNT), envisioning the 
heterogeneous collaborative networks of natural and 
artiϐicial nano‑biological functional devices (e.g., 
engineered bacteria, human cells, nanobiosensors), 
seamlessly integrated to the Internet infrastructure [1]. 
IoBNT is positioned to extend our connectivity and 
control over non‑conventional domains (e.g., human 
body) with unprecedented spatio‑temporal resolution, 
enabling paradigm‑shifting applications, particularly in 
the healthcare domain, such as intrabody continuous 
health monitoring and theranostic systems with single 
molecular precision. The broad application prospects of 
IoBNT have attracted signiϐicant research interest at the 
intersection of ICT, bionanotechnology, and medical 
sciences, with the great ma‑ jority of studies directed 
towards (i) the design and implementation of Bio‑Nano 
Things (BNTs) [2, 3], (ii) the understanding of natural 
IoBNTs (e.g., nervous nanonet‑ work) [4, 5], (iii) the 
development of communication and networking 
methods for IoBNT (e.g., molecular communications)

[6, 7, 8], (iv) the design of bio/cyber and nano/macro 
interfaces [9], and (v) the development of new IoBNT 
applications [10, 11, 12].

Along the aforementioned directions, this survey 
presents the most recent advances with respect to the 
theoretical foundations and practical implementation 
of IoBNT. To this end, we ϐirst attempt to provide a 
big picture of the IoBNT framework. Our discussion 
starts with the natural IoBNT systems, which inspire 
the researchers in designing artiϐicial IoBNT systems. 
These include biological human‑body nanonetworks, 
such as nervous nanonetwork, bacterial nanonetworks, 
and plant communication networks. Interfacing these 
systems with artiϐicial IoBNT systems that monitor and 
control their biochemical states is expected to enable 
novel IoBNT applications. We extend our discussion of 
the IoBNT framework with the investigation of various 
types of BNTs, including engineered‑cell based BNTs and 
artiϐicial molecular and nanomachines, which ultimately 
determine the capabilities of IoBNT. This is followed 
by a review of potential IoBNT applications. Although 
most of them concern healthcare, there are many novel 
environmental and industrial applications promised by 
IoBNT, such as smart agriculture, food quality control, 
monitoring of toxic agents and pollutants, which are 
reviewed in this paper.
We also provide a comprehensive review of the key tech‑ 
nical challenges in realizing the IoBNT applications, and 
overview the state‑of‑the‑art solutions and future
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research directions that can target them. Developing new 
communication methods for IoBNT is the foremost chal‑ 
lenge, as the conventional electromagnetic (EM) tech‑ 
niques are either not feasible for the size‑ and energy‑ 
constrained BNTs or not performing well in the envi‑ 
sioned IoBNT application environments, such as intra‑ 
body. Molecular communications have emerged as the 
most promising technique to enable IoBNT, as it is already 
utilized by natural BNTs in a ridiculously energy‑efϐicient 
and robust manner. In addition to the detailed review of 
MC research, we also look into other emerging communi‑ 
cation methods proposed for IoBNT, such as those based 
on acoustic waves, terahertz (THz)‑band EM waves, and 
Fo ̈ rster Resonance Energy Transfer (FRET). The emer-
ging idea of using human body as an IoBNT 
infrastructure is also discussed through an overview of 
thrubody haptic communications, vagus nerve‑based 
communication and microbiome‑gut‑brain‑axis‑based 
communication proposed to connect BNTs within human 
body.

Bio‑cyber interfaces lie at the heart of IoBNT applica‑ 
tions, which consist in the seamless interconnection of 
heterogeneous technologies in diverse application envi‑ 
ronments. We provide an extensive review of electri‑ 
cal and optical bio‑cyber interfacing technologies inclu-
ding biosensing‑, redox‑, optogenetics‑ and ϐluores-
cence‑based techniques as well as the newly emerging 
magnetic and THz‑based methods. IoBNT applications 
with high spatio‑temporal resolutions in control and 
monitoring are expected to generate and handle 
signiϐicant amount of heterogeneous data, imposing 
critical challenges of big data processing, storage, and 
transfer, which are also reviewed in this paper. 
Self‑sustaining BNTs are key to the success of IoBNT 
applications. Although engineered cell‑based BNTs 
might have an inherited metabolism for energy 
management, artiϐicial BNTs such as those based on 
nanomaterials should have dedicated mechanisms for en‑ 
ergy harvesting (EH) and storage for continuous opera‑ 
tion. We review various EH technologies that are suitable 
for the envisioned BNT architectures and IoBNT applica‑ 
tion environments. Wireless power transfer (WPT) tech‑ 
niques and energy storage technologies are also reviewed 
to provide a broader perspective on the energy challenges 
of IoBNT. We also discuss the security, privacy, biocom‑ 
patibility and co‑existence challenges of IoBNT origina-
ting from the unprecedentedly close interaction with 
the complex biological systems, including our own 
human body.

Although there are many recent survey articles focused on 
particular aspects of IoBNT [7, 13, 3, 6, 14, 15, 9, 16], this 
comprehensive review is aimed at providing a broader 
snapshot of the state‑of‑the‑art in the entire IoBNT ϐield 
in order to contribute to an holistic understanding of the 
current technological challenges and potential research 
directions.

2. FRAMEWORK

2.1 Natural IoBNT
In the last several billion years, most basic single cell or‑ 
ganisms evolved into complex systems of multi‑cellular 
organisms composed of living nanoscale building blocks, 
i.e., cells, to perform the most intricate tasks in an
optimized fashion. This highly coordinated structure
of multicellular organisms are indeed a result of self‑ 
organized networks of cells communicating at various
scales. Hence, these networks can be considered as na-
tural IoBNTs and many lessons can be drawn in terms
of effective techniques of communications and
networking at nanoscale by observing the behavior of
these natural IoBNTS. Here, we will describe some of
the most natural IoBNTS, namely, human body
nanonetworks, bacterial nanonetworks, and plant
networks.

2.1.1 Human‑body nanonetworks
Biological systems in the human body are connected to 
each other and communicate primarily through molecu‑ 
lar interactions and action potentials. These commu-
nication pathways enable the coordination of various 
types of cells, which are basic building blocks of life, 
and organization into tissues, organs, and systems 
with different structures and functions. The dense 
network of interconnected cells use signaling at 
various scales such as juxtracrine (signaling among 
cells in contact with each other), paracrine 
(signaling among cells in the vicinity of each other, 
but not in contact), or endocrine (signaling among 
cells distant from each other). The performance and 
reliability of this intrabody networks ensures the 
health of the human body by preserving the equilibrium 
state, i.e., homeostasis, achieved by tight control of 
nervous system reacting to molecular and electrical 
inputs coming from all parts of the body and 
environmental cues coming through ϐive senses. Any 
failure in communication in these networks 
will deteriorate the health and lead to diseases [4]. 
For example, i) problems in electrical signaling of heart 
cells cause arrhythmia, i.e., irregular heartbeat, 
which can end in heart failure, stroke or sudden 
death; ii) communication problems between the 
brain and the body arising from the damage to 
protective sheath (myelin) that cover nerve ϐibers 
by immune system attacks which is the Multiple 
Sclerosis (MS) disease potentially causing paralysis; iii) 
irresponsiveness of cells to insulin which is a molecule 
carrying information re-gulating metabolism in 
endocrine pathways leads to diabetes; iv) 
irregular signaling in the microbiome‑gut‑brain 
axis, where microbes in gut and brain cells exchange 
information through endocrine and nervous 
pathways, is shown to affect mood, neuro-
development, and obesity. The most advanced and 
complex human‑body network is the nervous system 
[5], composed of a very large scale network of neurons 
interconnected through neuro‑spike [17] and synapse 
[18] communication channels. The nervous 
nanonetwork distributed throughout the body
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transfers information about  external stimuli to the brain, 
which is  a  dense  network  of  highly  complex  neuron cells. 
The brain processes all this information and sends 
back commands to the body accordingly to control the 
vital functions, behavior  and  physical  activities. Other 
networks  spanning  the  whole  body  yet  carrying   
information on a slower scale than the electrochemical 
pulses of nervous nanonetworks,  are cardiovascular 
system and the endocrine system both composed of 
vessels carrying information in molecular form in blood 
and lymph, respectively [4].

2.1.2 Bacterial nanonetworks
Besides the IoBNT in multicellular organisms such as hu‑ 
man body, single cell organisms such as bacteria show 
coordination and group behavior enabled by intercellu‑ 
lar signaling. The ϐirst communication mechanism among 
bacteria discovered is quorum sensing (QS), the ability 
to detect and respond to cell population density repre‑ 
sented by the concentration of the signaling molecules 
called auto‑inducers [19]. QS controls bioϐilm forma‑ 
tion, virulence factor expression, production of secondary 
metabolites and stress adaptation mechanisms. Using 
this mechanism, unicellular bacteria coordinate their be‑ 
havior and act as if they are a uniϐied multicellular orga-
nism. Recently, besides the molecular means of QS, 
electrical means of communication among bacteria has 
been shown [20]. The bacterial membrane potentials 
creating potassium waves through bacterial bioϐilms 
synchronize the behavior of bacteria in bioϐilms. In 
case of nutrient depletion in the center of the bioϐilm, 
this signaling mechanism warns the outer circle of 
bacteria in the bioϐilm to slow down growth 
allowing more nutrients to penetrate to the center. 
Using the above‑mentioned communication mechanisms, 
bacteria form spatio temporally organized community 
structures optimizing the growth and ϐitness of the whole 
colony which resembles a decentralized decision‑making 
system of millions of interconnected nodes. Studies also 
show that bacterial colonies engage in social behavior 
such as competition, collaboration, and cheating during 
the production of public goods [21]. Despite the 
limited resources of a single bacterium, tight 
coordination in the bacterial populations containing this 
sheer number of bacteria can be established. Hence, 
bacterial nanonetworks provide lots of clues to IoBNT 
researchers that are looking to form networks of large 
numbers of BNT devices with limited power and 
communication resources [22, 23, 24, 25].

2.1.3 Plant networks
Among the natural IoBNTs, plant networks are the most 
counterintuitive since plants seem to be immobile and 
solitary. However, the growth and development of plants 
are highly dependent on the communication both within 
a plant itself, among different plants, and between plants

and micro organisms in soil. Although there is no physical 
nervous system in plants, electrical communications have 
been observed between the roots and the body of plants 
[26], and capillary networks carry molecular information 
to the various parts of the plant along with water and nu‑ 
trients. Furthermore, nearby plants use pheromone com‑ 
munication to coordinate their behavior to avoid over‑ 
growth and shadowing each other and to warn each other 
against attacks from animals and bugs [27, 28]. Con‑ 
sidering the many species of plants in a forest, various 
weed and grass on top of the soil, ivies and the trees on 
which they live symbiotically, plant networks enable a 
high level coordination to share the resources and opti‑ 
mize growth of each plant. Another element helping this 
coordination is the presence of rhizobiome, i.e., the root 
associated microbiome, which are shaped by the plant 
signaling primary and secondary root metabolites [29]. 
In turn, the rhizobiome consisting of multiple species 
of bacteria helps the roots to reach necessary nutrients 
from the soil and protects the plant against pathogens. 
This rhizobiome‑plant interaction signiϐicantly affects the 
health and growth of the plant.

2.2 Bio‑Nano Things
In IoBNT framework, Bio‑Nano Things are deϐined as ba‑ 
sic structural and functional units operating at nanoscale 
within the biological environment [1]. BNTs are expected 
to have typical functionalities of the embedded compu-
ting devices in IoT, such as sensing, processing, 
actuation, and communication.
To build BNTs, one approach is miniaturizing electrical 
devices with nanotechnology and encapsulating these de‑ 
vices for biocompatibility. However, at such a small size, 
miniaturized electrical BNTs suffer from lack of space for 
batteries to provide sufϐicient power and antenna 
generating usable frequencies. Another approach to 
build BNTs is utilizing biological units as substrates 
such as cells which can be considered standalone devices 
that can harvest its energy from the environment. 
Another important class of BNTs is molecular and 
nanomachines, which are tiny artiϐicial devices with fea‑ 
ture sizes between 1 and 100 nm, that can perform a 
useful task at nanoscale [30, 31]. Recent years have ob‑ 
served the design and implementation of molecular and 
nanomachines with increasing complexity and sophisti‑ 
cation, expanding the range of their applications, which 
now include molecular factories, self‑propelling cargo 
carriers, nanosensors, and molecular computation [32]. 
At a coarse‑grained level, molecular and nanomachines 
can be categorized into three main groups: molecular ma‑ 
chines, self‑assembled nanomachines, and hybrid inor‑ 
ganic nanomachines.
Molecular machines are synthetic molecular systems con‑ 
sisting of single or a few molecules that can undergo a me‑ 
chanical movement upon stimulation resulting in a use‑ 
ful task [33]. This class of BNTs can be further divided 
into two categories: molecular motors and switches.
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Molecular motors are molecular devices, typically imple‑ 
mented with rotaxane‑ or catenane‑type mechanically‑ 
interlocked molecular architectures, that can perform 
work that in turn inϐluences the system as a function 
of trajectory with chemical, light or electrochemical 
energy inputs [34, 35]. Molecular motors are 
promising for biomimicking applications such as 
synthesizing new molecules from individual atoms 
and molecules in a programmable manner, just as 
their biological counterparts, such as ribosome. On the 
other hand, molecular switches reversibly change the 
state of the system upon the application of 
stimuli by producing no net work. Molecular 
switches are being utilized for high‑resolution 
molecular sensing applications and promising for 
future molecular computer architectures capable of 
both digital and analog computing [32].

Self‑assembled nanomachines are nanoscale devices that 
are built based on autonomous or programmed organi‑ 
zation of constituent molecules, and can perform similar 
functions to molecular machines, such as switching, logic 
gating, active propulsion, typically at larger length scales 
[32]. Self‑assembled DNA nanomachines have particu‑ 
larly attracted research interest due to the high‑level con‑ 
trol of their assembly through DNA origami techniques, 
which enable the selective folding of DNA strands into 
particular designs with the use of short staple strands [36, 
37]. Selective targeting and versatile functionalization 
of DNA nanomachines have expanded their application 
areas, which involve bio‑inspired dynamic DNA walkers, 
cargo‑carrying DNA boxes with stimuli‑responsive logic 
gate‑based opening mechanisms, and stimuli‑responsive 
DNA switches [38].
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Fig. 1 – Conceptual drawing of a continuous health monitoring applica‑ 
tion of IoBNT.

Hybrid inorganic nanomachines are sub‑100‑nanometer 
devices that can be made of metal, metal oxide or 
hybrid Nanoparticles (NPs) [32]. In comparison to 
self‑assembled nanomachines and molecular machines, 
which involve soft biomolecular components, they tend 
to be more structurally rigid, however, less biocompa-

tible. Additionally, their interaction with 
external stimuli, such as light, magnetic and electric 
ϐields, tend to be much stronger, which makes them 
attractive for externally controlled applications 
[32]. Janus nanomachines, which are made of Janus 
Nanoparticles (JNPs), nanostructures with two 
chemically distinct parts, are the most popular 
inorganic nanomachines due to their anisotropic 
structures that give rise to exceptional propulsion 
capabilities [39]. This anisotropy results in a chemical 
potential or thermal gradient in JNPs upon 
chemical catalysis or external light irradiation, 
which in turn, leads to the phoretic ϐlow of 
surrounding ϐluid around the entire JNP surface. As a 
result of this phoretic ϐlow, JNPs actively move in the 
opposite direction. There are also proposed 
architectures of self‑propelled Janus nanomotors wor‑ 
king based on the decomposition of hydrogen 
peroxide into oxygen as a driving force. Moreover, 
the use of mesoporous silica nanoparticles (MSNs) 
as JNPs has opened up new biomedical opportunities 
which involve the targeted delivery and contro-
lled release of therapeutic and diagnostic agents 
encapsulated in their porous structure [40]. Although 
much has been done to devise exquisite and 
complex molecular and nanomachine architectures 
that can perform sensing, cargo transport, and 
switching operations, the potential of intercon-
necting these tiny machines for a wider range of 
biomedical applications has only recently 
attracted signiϐicant attention. Seveeral commu-
nication modalities have already been 
considered to enable controlled interaction 
and coordination of these devices, such as 
diffusion‑mediated communication, which is based on 
the exchange of small molecules, e.g., glucose, through 
the signaling cascades triggering enzymatic reactions 
that fuel the movement of the receiver devices, and cell 
or cell‑free genetic circuits that trigger the 
expression of a certain kind of protein, e.g., 
green ϐluorescent protein (GFP), in the receiver 
BNTs [41, 42, 43, 44]. External energy‑
mediated communications have also been widely 
studied to enable the small networks of 
molecular and nanomachines. This form of interac‑ 
tion occurs through several biophysical phenomena, 
such as pore formation and modulation of enzyme 
cascade re‑ actions, which are triggered by external 
stimuli such as light, chemicals, temperature, and 
electric and magnetic ϐields, and provides higher level 
of spatiotemporal control compared to the 
diffusion‑mediated communication [41]. Non‑covalent 
interactions considered for molecular and nano-
machines involve the short‑range electrostatic and 
hydrophobic/hydrophilic interactions, as well as 
complex formation through reversible ligand‑receptor 
binding interactions. Lastly, inducing dynamic collective 
behaviors of active nanomachines, such as Janus 
nanomachines, through external stimuli, e.g., light, 
electric and magnetic ϐields, has also attracted great 
attention due to their emergent out‑of‑equilibrium 
properties resembling natural systems [45, 46, 47]. 
Incorporation of these interacting molecular and 
nanomachines into the larger IoBNT framework as 
heterogeneous BNTs can enable unpre-
cedented therapeutic and diagnostic applications via

ITU Journal on Future and Evolving Technologies, Volume 2 (2021), Issue 3

© International Telecommunication Union, 20214



exquisite external, distributed, or programmed control 
with high spatiotemporal resolution.

2.3 IoBNT Applications
The IoBNT will enable a plethora of applications in many 
ϐields where the connection of biological entities and na-
nodevices to the Internet leads to unprecedented 
ways of interfacing with biology due to IoBNT’s 
inherent biocompatibility, reduced invasiveness, and 
low power consumption. In the rest of this section, we 
discuss the potential of IoBNT in biomedical applications, 
smart agriculture, and environmental applications.

2.3.1 Biomedical Applications
The most promising applications of IoBNT are envisioned 
to be in the biomedical ϐield where IoBNT would play a 
crucial role in healthcare. IoBNT comprising nanonet‑ 
works of biosensors and actuators operating near, on, or 
in the body, will enable real‑time remote monitoring and 
control of patients’ health.
A nanosensor network deployed in cardiovascular sys‑ 
tem monitoring vital signs such as heart rate, blood pres‑ 
sure, EEG signals, and blood oxygen and carbon dio-
xide levels may reveal abruptly occurring diseases such 
as heart attack and automatically alert healthcare 
providers. Meanwhile, continuous long‑term monitoring 
of these vital signs may be used for management of 
chronic diseases as well as data collection to predict 
future attacks. Recently, researchers also considered 
applying IoBNT concept for detection and mitigation 
of infectious diseases [15] where bio‑hybrid BNTs 
constantly monitors for biomarkers released by 
infectious microorganisms. Other biomarkers that would 
be interesting to monitor by IoBNT would be glucose. A 
sudden changes in glucose levels can be deadly for 
diabetic patients, IoBNT can alert the patient against 
low/high glucose levels and can help adjust precise and 
timely administration of insulin automatically. Similarly, 
IoBNTs can be used for hormonal therapy management 
in cancer treatments or hormone replacement 
therapies in sex change [48].
Besides monitoring applications, IoBNT can also lead the 
realization of next generation smart drug delivery appli‑ 
cations. To spare the non‑target organs and tissues from 
the side effects of drugs, BNTs can deliver medicine to tar‑ 
geted regions in human body. BNTs encapsulating drug 
molecules can either actively search for or be directed ex‑ 
ternally to target cells and release the drugs only on target 
location.

2.3.2 Smart Agriculture
Humans are not the only organisms that can beneϐit from 
remote health monitoring with IoBNT. The health of ani‑ 
mals such as cattle and poultry can be also interrogated by 
IoBNT to ensure the health of the animals and the quality 
of their products such as meat, milk, and eggs. Another 
beneϐit of IoBNT to agriculture would be through moni‑

toring of plants by measuring their health through BNTs 
deployed on the plants or in the soil. This can be also 
supported by BNTs monitoring and controlling smart irri‑ 
gation systems, actively fertilizing the soil, and deterring 
bugs and wildlife damaging crops.

2.3.3 Environmental Applications
Another promising area for IoBNT applications is envi‑ 
ronmental monitoring. By deploying IoBNT networks in 
water supply and distribution systems, it might be possi‑ 
ble to detect pollutants in the water and use nano‑ϐilters 
to remove harmful substances and toxic agents contained 
in it. A similar system can be deployed to combat air pol‑ 
lution in crowded cities. Another environmental appli‑ 
cation can be listed as handling the growing problem of 
waste management where IoBNTs can be used to sort and 
process waste. Nanosensors can sense and tag different 
materials and nanoactuators can biodegrade the tagged 
materials or alert service providers to remove potentially 
toxic waste that might pollute water or soil.

3. CHALLENGES

3.1 Communication Methods for IoBNT
Conventional forms of electromagnetic (EM) communi‑ 
cations are deemed not suitable for connecting BNTs, 
mainly due to the antenna size limitations, biocompati‑ 
bility concerns, and the severe attenuation of EM sig‑ 
nals in physiological media relevant for IoBNT applica‑ 
tions [1]. Because of these challenges, researchers have 
started a quest for alternative communication methods 
to extend our connectivity to nanoscales. We can clas‑ 
sify the proposed nanocommunication methods into two 
main types: (i) Molecular communications (MC), (ii) THz‑ 
band EM. Other techniques based on magnetic coupling, 
Fö rster Resonance Energy Transfer (FRET), heat trans‑ 
fer and acoustic energy transfer have also been proposed 
for nanonetworks. In the rest of this section, these tech‑ 
niques will be brieϐly overviewed, with a particular fo‑ 
cus on MC, which is considered as the most promising 
nanocommunication method to enable IoBNT.

3.1.1 Molecular Communications
Molecular communications is a bio‑inspired communica‑ 
tion technique, that uses molecules to transfer informa‑ 
tion. More speciϐically, a physically distinguishable fea‑ 
ture of molecules, such as their type and concentration, is 
used to encode information, and random molecular mo‑ 
tion in a ϐluidic channel is exploited as a means of sig‑ 
nal propagation for information transfer. MC is radically 
different from conventional communication paradigms, 
e.g., EM communications, in various aspects such as the
size and type of network entities, information transmis‑ 
sion mechanisms, noise sources and fundamental per‑ 
formance limits including transmission delay, achievable
data rates, coverage and power consumption.

ITU Journal on Future and Evolving Technologies, Volume 2 (2021), Issue 3

© International Telecommunication Union, 2021 5



Example MC scenarios between pairs of nanomachines 
are depicted in Fig. 2, where the messages are encoded 
into the concentration of molecules, and then transmit‑ 
ted to the receiver via molecular propagation in a ϐluidic 
channel. The information can also be encoded into the 
type, release time, or the electronic state of the molecules 
[8]. Different kinds of propagation methods for mole-
cular messages are investigated in the literature, such 
as passive diffusion, active transport with molecular 
mo‑ tors [49], convection, and transport through gap 
junctions [50]. Among these, passive diffusion is the 
most promis‑ ing, as it does not require energy 
consumption, and thus perfectly suits the energy 
limitations of the envisioned nanomachines.

Transmitter MC Channel Receiver
Transmitted

Signal
Received

Signal

Engineered Bacteria-based
Biological MC-Transceivers

Information
Molecules

Electrical Stimuli-responsive
Hydrogel/Graphene MC Transmitter

Graphene Biosensor-based
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Information
Molecules

Fig. 2 – Components of an MC system with biological and nanomaterial‑ 
based MC transmitter and receiver design approaches.

MC channel has many peculiar characteristics. For 
example, the discrete nature of information carriers, 
i.e., molecules, results in molecular counting noise, which
is of similar nature with the shot noise occurring in
photonic devices [51]. The stochastic nature of the
ligand‑receptor binding process occurring at the receiver
gives rise to colored noise, also leading to a strong
correlation between molecular propagation process and
reception [52]. The slow nature of diffusion leads to a
substantial amount of channel memory, which in turn,
causes severe inter-symbol interference (ISI), and limits
the achievable data transmission rates [53]. The same
reason also causes a signiϐicant delay in the
transmission [54].
Deviations from the conventional means of communica‑ 
tions necessitate radically different ideas for the design
of transmitter and receiver architectures, and communi‑ 
cation techniques for MC, and new approaches to channel
modeling.

a) Transmitter and Receiver Architectures for MC:
There are mainly two design approaches considered for
artiϐicial nanomachines that can perform MC and form
MC nanonetworks within the IoBNT framework. The
ϐirst approach is to build the components of nanoma‑ 
chines using newly discovered nanomaterials, such as
two‑dimensional graphene, and one‑dimensional silicon
nanowire (SiNW) and carbon nanotube (CNT), which all
manifest extraordinary characteristics at the interface of
biology and electronics [55]. The other approach re‑ 
lies on synthetic biology, and envisions the use of en‑ 
gineered, i.e., genetically modiϐied, bacteria as artiϐicial
nanomachines with communication functionalities wired
into their intracellular signaling networks [24].
The physical nature of the BNTs determines the potential
transmitter and receiver architectures. The MC transmit‑ 
ter of a BNT should perform the modulation of MC signals,
and the release of molecules into the channel upon a sti-
mulation by an external source, or as a result of an
internal biochemical or electrical process. The receiver
of a BNT is responsible for detecting the incoming
molecular mes‑ sages, transducing them into a
processable signal, and extracting the encoded
information through signal processing. The decoded
information can then be used by the BNT to perform a
prescribed operation, e.g., modulation of gene
expression or translocation. Therefore, the per‑ 
formance of the transmitter and receiver is critical for the
proper operation of a BNT within an IoBNT application.
Nanomaterial‑based design approaches for MC transmit‑ 
ter mainly draw on the existing drug delivery technolo‑ 
gies, such as stimuli‑responsive hydrogels, molecule re‑ 
lease rate of which is controlled by an electrical or
chemical stimuli. Synthetic biology‑based approaches,
on the other hand, rely on making use of the already
existing molecule release mechanisms of living cells,
and tailoring these functionalities through genetic
modiϐications to realize the desired MC modulation
schemes. There are also theoretical MC transmitter
designs that exploit stimuli‑responsive ion channels to
trigger the release of molecules in an externally
controllable fashion [56]. Nanomaterial‑based receiver
designs are widely inspired by nanobiosensors, which
share a common objective with MC receivers, that is to
transduce biomolecular signals into a signal form
suitable for processing. Although there are many
nanobiosensor designs differing in their transducing
mechanisms and the resulting signal form at the output,
ϐield‑effect‑transistor (FET)‑based nanobiosensors
have attracted the most attention for MC receiver
design due to their scalability, simple design similar to
conventional FETs, internal signal ampliϐication by elec‑ 
trical ϐield‑effect, label‑free operation, and the electri‑ 
cal output signals that allow fast processing of received
signals. More importantly, FET‑based nanobiosensors
provide a wide range of design options. For example,
they can accommodate different types of nanomaterials,
e.g., graphene, SiNW, CNT, as the transducer channel,
the conductivity of which is modulated by the molecu‑ 
lar concentration in its proximity through the alteration
of the surface potential and electrical ϐield‑effect. FET‑
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based nanobiosensors have also a biorecognition layer, 
which replaces the gate electrode in conventional FETs, 
and consists of receptor molecules selectively binding tar‑ 
get molecules via afϐinity‑based ligand‑receptor interac‑ 
tions. Depending on the transducer channel material, the 
biorecongition layer can host a wide range of receptor 
molecules, ranging from proteins to DNAs.
Among other options, graphene FET (GFET) biosensors 
provide unique advantages for the practical design of MC 
receiver. The main advantage of graphene is its high sen‑ 
sitivity to the charged analytes, e.g., proteins and DNAs, 
due to its extremely high carrier mobility and one‑atom 
thickness, exposing all its atoms to the environment. The 
advent of new types of receptors, e.g., aptamers, has 
broadened the target range of nanoscale FET biosensors 
from ions to proteins, peptides, and even whole cells. 
Aptamers are short functional oligonucleotides (typically 
20‑60 nucleotides). Their base sequences for speciϐic tar‑ 
gets are identiϐied from an oligonucleotide library with 
an in vitro process called systematic evolution of ligands 
by exponential enrichment (SELEX). Their application 
in biosensors has gained momentum due to their wide 
target range, chemical stability, and ease of production. 
Combined with the exceptional properties of graphene 
and aptamers, the ability of nanoscale FET biosensors 
to provide selective, label‑free and continuous detection 
makes GFET aptamer‑based biosensors, i.e., GFET ap‑ 
tasensors, very promising candidates for the design of MC 
receiver.
Biological MC receiver designs are based on the enhance‑ 
ment of biosensing and biochemical signal processing 
functionalities of livings cells with synthetic biology tools 
for the receiver operation. This approach consists in the 
design of new synthetic receptors that can provide more 
sensitivity and selectivity in physiological environments, 
for example, through kinetic proof reading mechanisms 
[57], and the implementation of new chemical reaction 
networks within the cell that can realize the required 
computations for decoding the received MC signals. Syn‑ 
thetic biology is already mature enough to allow perfor-
ming complex digital computations, e.g., with networks 
of genetic NAND and NOR gates, as well as analog 
computations, such as logarithmically linear addition, 
ratiometric and power‑law computations, in synthetic 
cells [58]. Synthetic gene networks integrating 
computation and memory is also proven feasible [59]. 
More importantly, the technology enables 
implementing BNTs capable of ob‑ serving individual 
receptors, as naturally done by living cells. Hence, it 
stands as a suitable domain for practi‑ cally 
implementing more information‑efϐicient MC detec‑ tors 
based on the binding state history of individual re‑ 
ceptors.

b) MC Channel Modeling: To design effective and efϐi‑ 
cient MC systems addressing the needs of the envisioned
IoBNT applications, it is important to have a theoretical
framework which can be used to optimize the physical
components of the system with ICT performance met‑

rics. Because of this, there has been tremendous inte-
rest in modeling the MC channels to ϐind the ultimate 
performance limits in terms of information theoretical 
capacity and data rate. In majority of studies, MC 
channel is usually assumed to be unbounded where 
information‑carrying molecules propagate through free 
diffusion with the underlying phenomenon of 
Brownian motion [60, 61]. In a few studies, 
diffusion is accompanied by a ϐlow which directs the 
propagating molecules to a distant receiver [62, 63, 64], 
whereas some studies also consider the existence of 
reactive molecules within the channel which can 
chemically degrade the information carrier molecules 
and reduce the intersymbol interference. A few studies 
consider bounded MC channels, for example mi‑ 
croϐluidic channels where molecules propagate through 
convection‑diffusion. In majority of these studies, it is 
assumed that the molecules are transmitted from a hy‑ 
pothetical point source, which is capable of releasing a 
known number of molecules to the channel in the form 
of an impulse signal at a given time instant. On the other 
hand, the receiver is typically assumed to be a transpa-
rent instrument, which is capable of counting every 
single molecule in a hypothetically deϐined space [63], 
or an ideal absorbing instrument capable of counting 
each molecule that is absorbed [65]. Common to these 
studies is the ignorance of the impact of the physical 
architectures of the transmitter and receiver on the 
communication channel. As such, researchers have been 
able to adopt the EM‑inspired simpliϐications in 
modeling, such as linear and time‑invariant (LTI) 
channel characteristics with additive white Gaussian 
noise, neglecting the effects of interactions and 
correlations resulting from transmitter and receiver 
architectures and channel geometry. This leads to a 
serious discrepancy between theory and practice, as 
revealed by the initial MC experiments performed with 
‘macroscale’ sensors and dispensers utilized as MC 
transmitter and receiver, respectively, showing that the 
nonlinearity and time‑variance caused by the operation of 
transmitter and receiver invalidate the models built upon 
these assumptions [66, 67].
On the other hand, some research groups have studied 
MC receivers that rely on ligand‑receptor binding reac‑ 
tions, the common molecular sensing method in natural 
MC [68, 69]. Deterministic models, assuming free diffu‑ 
sion and point transmitter, have been developed for a vir‑ 
tual MC receiver with ligand receptors. Although the con‑ 
sideration of ligand receptors has advanced the accuracy 
of the models one step further, the employed assump‑ 
tions about the transmitter and channel strictly limit the 
applicability of these models. Additionally, stochastic 
receiver models are developed for FET nanobiosensor‑ 
based MC receivers [69]. In [62], a model for MC with 2D 
biosensor‑based receivers in microϐluidic channels is 
provided. However, these initial models also rely on 
unrealistic assumptions, e.g., equilibrium conditions in 
ligand‑receptor binding reaction, and ignore the 
implications of the receiver geometry.
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Therefore, there is still a need for a bottom-up physical 
modeling approach originating from ϐirst principles, cap‑ 
turing all interactions in practical transmitter, channel 
and receiver architectures, causing nonlinear and 
time‑varying behavior and unconventional noise and 
interference that may have decisive impacts on the 
development of MC techniques for IoBNT.

c) Experimental MC System Testbeds and
Practical Demonstrations: Testbeds are crucial for
validating theoretical models, and practically
evaluating the performance of new communication
techniques. However, research for building expe-
rimental MC systems has just recently gained
momentum. Few studies in MC literature have focused
on ‘macroscale’ implementation of MC systems with
off‑the‑shelf components. For example, in [66, 70], the
isopropyl alcohol (IPA) is used as airborne in‑ 
formation carriers, and commercially available metal
oxide semiconductor alcohol sensors are used as the
MC receiver. The transmission of molecules is
realized by electrically‑controlled spray nozzles. In
[71], the information is encoded in pH level of the
transmitted ϐluid instead of molecular concentration or
type. The acidic and basic ϐluids are injected into
off‑the‑shelf ϐlexible tubes via peristaltic pumps, and a
macroscale pH meter is used as the MC receiver. In
another testbed [67], magnetic nanoparticles (MNs)
are employed as information carriers, which are
injected into off‑the‑shelf mm‑scale ϐlexible tubes by
ϐlow pumps, and propagate through convection and
diffusion. In this study, for the detection of messages
encoded into MN concentration, the authors designed
bulky detector coils placed around the tubes coupled
with capacitors to form a resonator circuit, which
informs about the concentration through a change in in‑ 
ductance and shift in resonance frequency. In this imple‑ 
mentation, the designed receiver acts only as an
observer, and does not physically interact with the
information carrier molecules. The focus of the
aforementioned studies is on macroscale MC using
commercially available channels, and off‑the‑shelf
sensors or bulky detectors as receivers that are not
physically relevant for the application domain of MC and
IoBNT.
Recently, the ϐirst micro/nanoscale demonstration of an 
MC system is reported in [72]. In this study, the au‑ 
thors provide the results of MC experiments using a 
custom‑made microϐluidic testbed with a graphene FET 
DNA biosensor‑based MC receiver integrated into a mi‑ 
croϐluidic channel. A commercially available microϐluidic 
ϐlow control system is used to pump single‑stranded 
DNA (ssDNA) molecules of different molecular 
concentrations into the microϐluidic channel. Graphene 
transducer chan‑ nel of the receiver functionalized with 
complementary ss‑ DNAs transduces the real‑time 
concentration of the propagating DNA molecules into 
electrical signals, which are then used for detection. 
The authors of the study report nM‑level sensitivity and 
single‑base‑pair‑mismatch selec‑ tivity for the receiver. 
However, they also note the very low communication 
rates on the order of 1 bit/minute, mainly resulting 

from the slow association-dissociation kinetics of DNA 
hybridization.
Biological MC testbeds have also been reported by many 
research groups. For example, in [73] and [74], 
authors implement a microϐluidic MC testbed with 
genetically en‑ gineered Escherichia coli (E. coli) 
bacteria acting as receiver nanomachines. The 
bacteria in these studies have been engineered to 
respond to certain biomolecules, e.g., N‑(3‑Oxyhe-
xanoyl)‑L‑homoserine lactone (C6‑HSL) and N‑Acyl 
homoserine lactone (AHL), by expressing green 
ϐluorescent proteins (GFP), which can later be detected 
via ϐluorescent microscopy upon excitation with light 
of certain wavelengths. Both studies report extremely 
low communication rates on the order of 1 bit/hour 
due to the lengthy process of gene expression required 
for each bit transmission. In [75], the authors prefer 
a different approach by exploiting the 
light‑responsive proton pump gloeorhodopsin (GR) 
located in the bacterial membrane to obtain 
an optically controlled MC transmitter that can 
export protons into the ϐluidic channel upon the 
application of external light stimuli. Accordingly, 
protons are used as information carriers, which 
propagate through structural diffusion in water, and 
are detected by a pH sensor acting as the receiver. 
Using this testbed, the authors report commu-
nication rates on the order of 1 bit/
minute. Although biological designs have been 
demonstrated individually for both MC transmitter 
and receiver, there is yet to be any practical 
implementation of an entirely biological testbed 
for end‑to‑end MC.
d) Development of MC Techniques: The unconven‑ 
tional characteristics of MC, such as discrete nature of
information carriers and slow nature of propagation
mechanisms, which bear no similarity to conventional
EM communications, lead to various challenges, such as
high channel memory causing severe ISI, non‑Gaussian
noise sources, time‑variance, and very low communica‑ 
tion rates, as revealed by several theoretical investiga‑ 
tions [62, 13]. The initial experimental studies performed
on both macro‑ and micro‑scales also demonstrated the
high level of nonlinearity mainly resulting from the cha-
racteristics of sensors utilized as receivers [66, 70,
72]. One can expect that practical MC system
implementations for IoBNT applications may face many
more challenges, such as molecular interference due to
existence of different types of molecules in the channel,
environmental ϐluctuations, such as those in ϐlow
velocity and temperature, ionic screening in
physiologically relevant environments preventing the
receiver from detecting the electrical charges of
information molecules, and new noise sources such as
electronic 1/f noise in nanomaterial‑based MC
receivers. Therefore, MC requires new com‑ 
munication methods that account for these peculiarities,
and overcome their detrimental effects on the communi‑ 
cation performance. Considering physical limitations of
the envisioned BNTs, these techniques should be also low‑ 
complexity and low‑energy, i.e., low‑molecule‑use.
We summarize some of the major problems stemming
from the limitations associated with the physical proper‑
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ties of the MC channel, transmitter and receiver architec‑
tures as follows:

• Intersymbol Interference (ISI): Due to the slow na‑ 
ture of molecular diffusion in MC channel, severe
ISI occurs in both forward and backward direction,
which is the main factor limiting the communication
rate. The effect of ISI is less pronounced in ϐlow‑ 
based MC channels; however, the slow reaction ki‑ 
netics at the receiver surface might compound the
ISI, as revealed in [72]. Therefore, MC techniques
should account for ISI, either removing it or redu-
cing its effects.

• Nonlinearity and Time‑variance: The nonlinearity
of the MC system results from the nonlinear trans‑ 
mission and propagation dynamics, and the reaction‑ 
based receiver mechanisms. On the receiver side,
in particular, the saturation of the receiver could
have substantial effect on the detection performance.
Therefore, the developed modulation and detection
techniques should account for nonlinearity. Time‑ 
variance can result from the ϐluctuations in the ϐlow
conditions, as well as from the time‑varying molecu‑ 
lar interference level in the channel.

• Molecular Interference: The existence of other
molecules in the MC channel can originate from an ir‑ 
relevant biological process, or another MC system co‑ 
existing in the same channel. The interference
manifests itself on the receiver side, as the
selectivity of receptors against information
molecules is far from ideal in practice, and thus,
many different types of molecules having ϐinite
afϐinity with the receptors, could also bind the
same receptors, resulting in considerable
interference at the received signal. To overcome this
problem, new detection methods exploiting the
frequency‑domain characteristics of the receiver
reaction and transducing processes can be de‑ 
veloped to increase the selectivity [57]. Moreover,
the receptor cross‑talk resulting from multiple types
of molecules can be exploited to develop new modu‑ 
lation techniques to boost the communication rate.

• Noise: In addition to particle counting noise and
ligand‑receptor binding noise, which are well inves‑ 
tigated in the MC literature, the physical architecture
of the receiver can lead to new noise sources. For
example, in nanomaterial‑based designs, thermal
noise and electronic noise, e.g., 1/f noise, of the
receiver can be expected to severely undermine the
reliability of communication.

• Ionic Screening: One of the main problems parti-
cularly observed at FET biosensor‑based receivers
is the ionic screening in physiologically relevant
ϐluids, which decrease the SNR tremendously. The
ions in the channel ϐluid can cause the screening of
electrical charges of information molecules,
resulting in reduced effective charge per molecule

that can be detected by the receiver via ϐield‑effect. 
The strength of ionic screening depends 
exponentially on the distance of bound information 
molecules from the surface of the receiver’s 
transducer channel. Numerous solutions exist in 
the biosensing literature that partially overcome 
this widely‑observed problem. For example, using 
small‑size receptors, e.g., aptamers, can allow the 
bound information molecules to approach the 
receiver surface, increasing their effective charge 
[76, 77]. Alternatively, high‑frequency AC biasing at 
the receiver, exploiting the oscillating dipole 
moments of the bound information molecules, can be 
employed to overcome the ionic strength in exchange 
for increased complexity on the receiver side [78].

• Low Communication Rate: Slow diffusion and re‑
action kinetics of molecules might result in very low‑
communication rates, as shown in some of the recent
practical MC demonstrations. These physical limi‑
tations call for new modulation and detection tech‑
niques that simultaneously exploit multiple proper‑
ties of molecules, e.g., concentration and type, to
boost the communication rate for MC systems.

Modulation techniques in MC fundamentally differ from 
that in conventional EM communications, as the mo-
dulated entities, i.e., molecules, are discrete in 
nature, and the developed techniques should be robust 
against highly time‑varying characteristics of the MC 
channel, as well as inherently slow nature of the 
propagation mechanisms [8]. Exploiting the observable 
characteristics of molecules, researchers have proposed 
to encode information into the concentration, type, or 
release time of the molecules [13, 79]. The simplest 
modulation method proposed for MC is on‑off keying 
(OOK) modulation, where a binary symbol is 
represented by releasing a number of molecules or 
not releasing any [80]. Similarly, using a single type 
of molecule, concentration shift keying (CSK), that is 
analogous to amplitude shift keying (ASK) in traditional 
wireless channels, is introduced in order to increase the 
number of transmitted symbols by encoding 
information into molecular concentration levels [81]. 
Molecular information can also be encoded into the type 
of molecules, i.e., molecule shift keying (MoSK) [79], or 
into both the type and the concentration of molecules to 
boost the data rate [82]. Additionally, the release order 
of different types of molecules [83], and the release time 
of single type of molecules [84] can be modulated to en‑ 
code information in MC. Finally, in [85], authors propose 
the isomer‑based ratio shift keying (IRSK), where the in‑ 
formation is encoded into the ratio of different types of 
isomers in a molecule, i.e., molecule ratio‑keying.
To overcome the noisy and ISI‑susceptible nature of MC 
channels, several channel coding techniques which are 
adopted from EM communications, e.g., block and con‑ 
volution codes, or developed speciϐically for MC, such 
as the ISI‑free coding scheme employing distinguishable 
molecule types, have been studied. Detection is by far
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the most studied aspect of MC in the literature. 
Several methods varying in complexity have been 
proposed to cope with the ISI, noise, and even the 
nonlinearity of the channel, such as optimal 
Maximum Likelihood (ML)/Maximum A Posteriori 
(MAP) detection methods, noncoherent detection, 
sequence detectors with Viterbi algorithm [86, 87, 63, 
88, 13]. Synchronization problem is addressed by both 
developing self‑synchronizing mod‑ ulation techniques 
and asynchronous detection methods. However, these 
methods are developed based on existing theoretical 
models of MC, which largely lack physical 
correspondence. Therefore, the performance of the 
proposed methods is not validated, which poses a major 
problem before practical MC systems and IoBNT applica‑ 
tions.

3.1.2 Human Body as IoBNT Infrastructure
MC can typically support only very low communication 
rates due to the slow diffusion dynamics of molecules. 
Moreover, MC is prone to errors because of high level of 
noise and molecular interference in crowded physiologi‑ 
cal media, as well as due to attenuation of molecular sig‑ 
nals as a result of degradation via various biochemical 
processes, making it reliable only at very short ranges [8]. 
On the other hand, human body has a large‑scale complex 
communication network of neurons extending to various 
parts of the body and connecting different body parts 
with each other through electrical and chemical signaling 
modalities [4]. A part of the nervous system also senses 
external stimuli via sensory receptors and transmits the 
sensed information to the central nervous system, where 
a reaction is decided [5]. In that regard, the nervous sys‑ 
tem provides a ready infrastructure that can potentially 
connect nanomachines in distant parts of the body with 
each other and with the external devices. In fact, there 
are many proposal in this direction that both theoretically 
and experimentally investigate the idea of using the ner‑ 
vous system as an IoBNT backbone inside human body. 
In [89], authors consider a thru‑body haptic communi‑ 
cation system, where the information encoded into tac‑ 
tile stimulation is transmitted to the brain through the 
nervous system, resulting in a discernible brain activity 
which is detected by ElectroEncephaloGraphy (EEG) and 
used to decode the transmitted information. An analyti‑ 
cal framework based on the computational neuroscience 
models of generation and propagation of somatosensory 
stimulation from skin mechanoreceptors is developed for 
the analysis of the achievable data rate on this communi‑ 
cation system. Authors show that the system can support 
bit rates of 30‑40 bit per second (bps) employing an OOK 
modulation of tactile stimulation taps at the index ϐinger. 
In [90], the authors practically demonstrate a controlled 
information transfer through the nervous system of a 
common earthworm, which stands as a simple model 
system for bilaterian animals including humans. In the 
demonstrated setup, authors use external macroscale 
electrodes to interface with the earthworm’s nervous

system. Accordingly, the stimulation carrying the en‑ 
coded information is applied at one end of the nerve 
cord, and the resulting nerve spikes are recorded at the 
other end. Through the application of different modu‑ 
lation schemes, e.g., OOK, frequency shift keying (FSK), 
the authors demonstrate data rates up to 66.61 bps with 
6.8 × 10−3 bit error rate.
In [91], the authors propose to use vagus nerve to deliver 
instructions to an implanted drug delivery device near the 
brainstem via compound action potentials (CAP) gene-
rated by the application of electrical impulses at the 
neck, known in the literature as the vagus nerve 
stimulation (VNS). Applying an OOK modulation, the 
authors theoretically show that the vagus nerve can 
support data rates up to 200 bps and unidirectional 
transmission ranges between 60 mm and 100 mm, 
which is promising for enabling the communication of 
distant BNTs at a rate that is much higher than the 
typical MC rates.
A different approach to make use of the natural hu‑ 
man body networks for IoBNT is investigated in [92], 
where authors propose to use Microbiome‑Gut‑Brain‑ 
Axis (MGBA) to connect distant BNTs. MGBA is a large 
scale heterogeneous intrabody communication system 
composed of the gut microbial community, the gut tis‑ 
sues, and the enteric nervous system. In MGBA, a bidirec‑ 
tional communication between the central nervous sys‑ 
tem and the enteric nervous system surrounding the gas‑ 
trointestinal track (GI track) is realized via the transduc‑ 
tion of electrical signals in the nervous system into mole-
cular signals in the GI track, and vice versa. The axis 
has recently attracted signiϐicant research interest due to 
the discoveries underlining the relation of MGBA 
signaling with some neurological and gut disorders 
such as depression and irritable bowel syndrome 
(IBS). In the research roadmap proposed in [92], the 
authors envision BNTs as electrical biomedical devices, 
e.g., cardiac pacemaker, brain implants, insulin pumps, 
and biological devices, e.g., synthetic gut microbes and 
artiϐicial organs, interconnected through the MGBA. They 
also investigate the possibility of a link between the 
IoBNT and the external environment via molecular 
(alimentary canal) and electrical (wireless data transfer 
through skin) interfaces.

3.1.3 Other Nanocommunication Modalities for
IoBNT

a) THz‑band Electromagnetic Nanocommunication:
Conventional electromagnetic (EM) communication is
not deemed suitable for IoBNT because the size of BNTs
would demand extremely high operating frequencies
[93]. Fortunately, graphene‑based nanoantennas based
on surface plasmon polariton (SPP) waves have been
shown to support frequencies down to 0.1 THz, much
lower than their metallic counterparts, promising for
the development of high‑bandwidth EM nanonetworks
of nanomaterial‑based BNTs using the unutilized THz‑
band (0.1‑10 THz) [94]. In this direction, several plas‑
monic transceiver antenna designs using graphene and
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related nanomaterials (e.g., CNT), whose properties can 
be tuned by material doping and electric ϐield, have been 
investigated [95, 96]. However, several challenges exist 
for the practical implementation of THz‑band nanonet‑ 
works, such as the very limited communication range re‑ 
sulting from high propagation losses due to molecular ab‑ 
sorption, and low transmission power of resource‑limited 
nanodevices. These challenges are being addressed 
by developing new very‑short‑pulse‑based modulation 
schemes to overcome the limitations of THz transceivers 
in terms of power [97, 98], and designing directional an‑ 
tennas and dynamic beamforming antenna arrays to over‑ 
come the propagation losses [99]. High density of BNTs 
in envisioned IoBNT applications also pose challenges re‑ 
garding the use of the limited spectrum, which are ad‑ 
dressed by new medium access protocols for dense THz 
nanonetworks [100, 101].

b) Acoustic Nanocommunication: Ultrasonic nanocom‑ 
munication has also been considered for connecting 
robotic BNTs inside the ϐluidic environment of human 
body due to its well‑known advantages over its RF coun‑ 
terpart in underwater applications [102, 103, 104]. In 
[102], it is shown that the best trade‑off between efϐicient 
acoustic generation and attenuation is realized when the 
acoustic frequency is between 10 MHz and 300 MHz for 
distances around 100 𝜇m. The authors also show that the 
power harvested from ambient oxygen and glucose can be 
sufϐicient to support communication rates up to 104 bps. 
In [105], the authors provide a testbed design for ultra‑ 
sonic intrabody communications with tissue‑mimicking 
materials and as a result of extensive experiments, they 
report communication rates up to 700 kbps with a BER 
less than 10−6.
An alternative approach proposed in [106] suggests the 
use of optoacoustic effect for the generation and detection 
of ultrasonic waves via a laser and an optical resonator, 
respectively. It is shown that optoacoustic transduction 
brings multiple advantages for ultrasonic nanocommuni‑ 
cations, such as higher miniaturization, bandwidth and 
sensitivity over traditional piezoelectric/capacitive trans‑ 
duction methods.

c) FRET‑based Nanocommunication: Single molecular 
BNTs are not capable of performing active communica‑ 
tions, as in the case of MC and THz‑band EM communi‑ 
cations. On the other hand, external stimuli can supply 
the necessary means of information transfer. One such 
method is based on Fö rster Resonance Energy Transfer 
(FRET), which is a non‑radiative and high‑rate energy 
transfer between ϐluorescent molecules, such as ϐluores‑ 
cent proteins and quantum dots (QDs) [107]. The method 
requires an external optical source for the initial excita‑ 
tion of donor molecules, which then transfer their  
energy to ground‑state acceptor molecules in their 
close proximity. Encoding information into the excited 
state of molecules, short‑range (5‑10 nm) but very 
high‑rate (on the order of Mbps) information transfer 

can be realized by this method [108]. Additionally, 
bioluminescent molecules can be utilized as donors that 
are excited upon binding speciϐic target molecules, 
promising for single molecular sensor networks within 
an IoBNT application [109, 110]. It is shown that the 
limited range of FRET‑based nanocommunication can be 
extended to 10s of nanometers by multi‑step energy 
transfer processes and multi‑excitation of donor 
molecules [111, 112]. Lastly, an experimental study 
demonstrated a high rate data transfer (250 kbps with a 
BER below 2 × 10−5)  between ϐluorescent‑dye 
nanoantennas in a MIMO conϐiguration [113].

3.2 Bio‑Cyber and Nano‑Macro Interfaces
Most of the envisioned IoBNT applications require a 
bidirectional nano‑macro interface that can seamlessly 
connect the intrabody nanonetworks to the external 
macroscale networks, and vice versa [114, 115]. Consi-
dering that the MC is the most promising method for 
intrabody IoBNT, the interface should be capable of 
performing the conversion between biochemical signals 
and other signal forms that can be easily processed and 
communicated over conventional networks, such as 
electromagnetic, electrical, and optical. Several 
techniques are considered for enabling such a 
nano‑macro interface.

3.2.1 Electrical Interfaces

These are the devices that can transduce molecular sig‑ 
nals into electrical signals, and vice versa. Electrical 
biosensors can readily serve the function of converting 
MC signals into electrical signals (see Section 3.1.1 for the 
use of electrical biosensors as MC receivers). The litera‑ 
ture on biosensors is vast, and the ϐirst practical demon‑ 
stration of graphene bioFET‑based MC receiver shows 
promising results in terms of sensitivity, selectivity, and 
reliability in electrical detection of MC signals [72]. How‑ 
ever, challenges posed by physiological conditions should 
be overcome before employing biosensors as electrical in‑ 
terfaces, as detailed in [55, 13]. Conversion from electri‑ 
cal signals into molecular signals is more challenging due 
to the problem of maintaining continuous molecule 
generation or supply. Existing electrical 
stimuli‑responsive drug delivery systems rely on 
limited‑capacity reservoirs or polymer chains, e.g., 
hydrogel, that can store certain types of molecules and 
release them upon stimulation with a modulated rate. 
However, these systems are typical irreversible, i.e., they 
cannot replenish their molecular stock unless they are 
replaced or reloaded externally [13]. In [116], a 
redox‑based technique is proposed and practically 
demonstrated for interfacing biological and electronic 
communication modalities, which can be used to 
connect a conventional wireless network with en‑ 
gineered bacterial BNTs communicating via molecu‑ 
lar signals. The authors introduced the concept of 
electronically‑controlled biological local area network 
(BioLAN), which includes a biohybrid electrode that
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transduces information‑encoded electronic input signals 
into biologically‑recognized signals in the form of hy‑ 
drogen peroxide through an oxygen reduction reaction. 
These signals are recognized by bacterial cells that are at‑ 
tached to the biohybrid electrode, and then biologically 
propagated across a microbial population with quorum 
sensing molecules. The overall electronic‑biology link is 
bidirectional such that a microbial subpopulation in the 
BioLAN generates speciϐic molecules that can be detected 
by the electrode via an electrochemical oxidation reac‑ 
tion.
Wearable and epidermal tattoo biosensors and transder‑ 
mal drug‑delivery systems, which have attracted a sig‑ 
niϐicant research interest for various healthcare applica‑ 
tions, can also be targeted for an macro‑nano interface 
that can connect intrabody IoBNT to the external commu‑ 
nication networks, with the integration of communication 
antennas, such as radio‑frequency‑identiϐication (RFID)‑ 
tag‑antennas [117, 118, 119, 120]. The challenges lie in 
the further miniaturization of these devices as well as 
their continuous operation, since biosensors exposed to 
physiological ϐluids suffer contamination, and drug de‑ 
livery systems require periodic replenishment of their 
reservoir.

3.2.2 Optical Interfaces
Light represents an alternative modality to interface the 
intrabody IoBNT with external networks. In the case that 
MC is utilized in IoBNT, such an optical interface can be 
realized with the help of light‑sensitive proteins and bio‑ 
luminescent/ϐluorescent proteins.
Optical control of excitable cells, e.g., neurons and mus‑ 
cle cells, can be achieved through a well‑known technique 
called optogenetics [121]. The method relies on the ge‑ 
netic modiϐication of natural cells for enabling them to 
express light‑sensitive transmembrane ion channel pro‑ 
teins, e.g., channelrhodopsin. The resulting light‑sensitive 
ion channels open or close depending on the wavelength 
of the incident photons. The technique enables speciϐicity 
at the level of single cells in contrast to conventional elec‑ 
trical interfacing techniques, which generally suffer from 
low level of speciϐicity. It is shown in [122, 123] that 
bacteria can also be engineered to express speciϐic light‑ 
sensitive proteins, e.g., bacteriorhodopsin, that pump out 
protons under illumination, and thus, change the pH of its 
close environment.
In [56], the authors propose that optical control of engi‑ 
neered cells with light‑sensitive ion channels can be ex‑ 
ploited to enable an optical macro‑to‑nanoscale interface 
that can modulate the molecular release of MC transmit‑ 
ters. The authors in [124], experimentally demonstrate 
that synthetic bacteria expressing bacteriorhodopsin can 
convert external optical signals to chemical signals in the 
form of proton concentration at 1 bit/min conversion 
rate. They use the same technique to enable an expe‑ 
rimental MC testbed in [75]. Similarly, in [125], the 
authors propose an implantable bio‑cyber interface 

architecture that can enable the in vivo optical 
stimulation of brain cells to control neuronal 
communications based on external EM signals. Their 
device architecture includes a wireless antenna unit that 
connects the implanted device to external networks, an 
ultrasonic energy harvester, and a micro light emitting 
diodes (𝜇- LED) for optical stimulation.
Fluorescent molecules, such as ϐluorescent proteins, 
quantum dots, and organic dyes, can also be used to rea-
lize a wavelength‑selective optical interface. In [113], 
organic dye molecules have been used as 
nanotransceiver antennas for FRET‑based molecular 
nanonetworks. They act as single molecular optical 
interfaces that receive optical control signals from an 
external source and non‑radiatively transmit them 
into a FRET‑based nanonetwork. They enable an 
nano‑to‑macro interface as well, since the excited 
ϐluorescent molecules return to their ground state by 
releasing a photon at a speciϐic wave‑length that can 
be detected by an external photodetector. Similarly, in 
[75, 126], it is suggested that a nano‑to‑ macro interface 
can be realized with engineered bacteria receivers 
expressing pH‑sensitive green ϐluorescent proteins 
(GFPs) that change excitation/emission characte-ristics 
depending on the pH of the environment. Biolumi‑ 
nescent molecules that are excited upon reaction with a 
target molecule can also be used for the direct conversion 
of MC signals to optical signals to enable a nano‑to‑macro 
interface, as proposed in [127, 108].

3.2.3 Other Interfacing Methods

Depending on the communication modality utilized in in‑ 
trabody IoBNT, there are some other nano‑macro inter‑ 
facing methods proposed in the literature. For example, in 
[128], the authors consider the use of magnetic nanopar‑ 
ticles (MNs) as information carriers in a MC system. They 
propose a wearable magnetic nanoparticle detector in the 
form of a ring to connect the intrabody MC to an RF‑based 
backhaul. In a follow‑up study [129], they also demon‑ 
strate the control of MN‑based MC signals in microϐluidic 
channels with external magnetic ϐields, that could poten‑ 
tially evolve to a bidirectional interface for IoBNT.
In light of the emerging reports on the EM‑based wireless 
control of cellular functions via speciϐic proteins that are 
responsive to electromagnetic ϐields [130], a wireless link 
is proposed to connect THz‑band EM and MC modalities, 
that can translate into an EM‑based nano‑macro interface 
[131]. The authors in [132], develop an information the‑ 
oretical model for the mechanotransduction communica‑ 
tion channel between an implantable THz nanoantenna 
acting as the transmitter and a biological protein as the re‑ 
ceiver undergoing a conformational change upon stimula‑ 
tion by the THz waves. Although THz‑waves are theore-
tically shown to reliably control the conformational 
states of proteins, it remains as a challenge to investigate 
the use of the same modality in sensing the protein 
states to enable bidirectional wireless interface.
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3.3 Energy Harvesting, Power Transfer, and
Energy Efϐiciency

Supply, storage and efϐicient use of energy is one of the 
most crucial challenges towards realizing the envisioned 
IoBNT applications. The energy challenge is currently be‑ 
ing addressed through the development of energy har‑ 
vesting (EH) and wireless power transfer (WPT) tech‑ 
niques to continuously power BNTs, the development of 
high‑capacity energy storage devices at micro/nanoscale, 
and the design of low‑complexity and energy‑efϐicient 
communication methods for IoBNT.
For BNTs based on engineered cells, the challenge of 
energy management is relatively straightforward, as 
living cells have been evolved over billions of years to 
make the most efϐicient use of biochemical energy for 
realizing vital functionalities. Nonetheless, energy 
budget requirements of engineered cells may be 
extended with the introduction of new computation and 
communication functionalities that are demanded by 
complex IoBNT applications. On the other hand, there 
are only a few studies that consider the overall energy 
requirements of MC for only very simple scenarios [133, 
134]. The problem is, of course, more challenging for 
artiϐicial BNTs, such as those that are made up of 
nanomaterials and missing an inherited metabolism for 
energy management.

3.3.1 Energy Harvesting

Leaving aside the continuous efforts to reduce the com‑ 
plexity of communication methods for IoBNT, such as 
modulation and detection techniques [13], in the hope 
of increasing energy efϐiciency, the most promising so‑ 
lution to enable self‑sustaining IoBNT is the integration 
of EH modalities into BNTs. EH has recently received 
tremendous research interest partly due to the energy 
requirements set by emerging applications of IoT and 
IoE. Depending on the application environment and de‑ 
vice architectures, various natural energy sources have 
been considered for harvest by IoT devices [135, 136]. 
For example, solar energy, vibration sources, electroma-
gnetic sources, e.g., ambient RF EM waves, and 
metabolic sources have been deemed feasible for 
harvesting [137]. Concerning the intrabody and body 
area applications, human body stands as a vast source 
of energy in the form of mechanical vibrations resulting 
from body movements, respiration, heartbeat, and blood 
ϐlow in vessels, thermal energy resulting from body heat, 
and biochemical energy resulting from metabolic 
reactions and physiological processes [138]. Literature 
now includes a multitude of successful applications of 
human body EH to power miniature biomedical 
devices and implants, such as thermoelectric EH from 
body heat for wearable devices [139], vibrational EH 
from heartbeats [140] and respiratory movements 
[141] to power pacemakers, as well as biochemical EH 
from human perspiration [142]. These together with 
EH from chemical reactions within the body, such as 
glucose uptake, lactate release, and pH variations

[138, 143], can be exploited to power the BNTs in an intra‑ 
body IoBNT. Among the potential EH mechanisms for in‑ 
trabody IoBNT, mechanical EH has attracted the most in‑ 
terest. Research in this ϐield has gained momentum with 
the use of ϐlexible piezoelectric nanomaterials, such as 
ZnO nanowires and lead zirconate titanate (PZT), in nano‑ 
generators, enabling energy harvesting from natural and 
artiϐicial vibrations with frequencies ranging from very 
low frequencies (< 1 Hz) up to several kHz [144, 145].

3.3.2 Wireless Power Transfer
Another way of powering BNTs and IoBNT applications 
can be WPT from external sources. WPT has seen sig‑ 
niϐicant advances in recent years due to increasing need 
for powering battery‑less IoT devices as well as wea-
rable and implantable devices. Various forms of WPT 
have been considered for powering medical implants 
[146, 147]. For example, near‑ϐield resonant inductive 
coupling (NRIC)‑based WPT, the oldest WPT technique, 
has been in use for widely‑used implants, such as 
cochlear implants [148, 149]. Other techniques include 
near‑ϐield capaci‑ tive coupling, midϐield and far‑ϐield 
EM‑based WPT, and acoustic WPT. Power transfer via 
near‑ϐield capacitive and inductive coupling, however, is 
only efϐicient for dis‑ tances on the order of transmitting 
and receiving device sizes, and for the right alignment 
of devices, and there‑ fore, might not be suitable for 
powering micro/nanoscale BNTs [148]. On the other 
hand, radiative mid‑ϐield and far‑ϐield EM‑based WPTs 
can have looser restrictions depending on the frequency 
of EM waves.
Recent research on mm‑wave and THz rectennas suggests 
the use of high‑frequency EM WPT techniques to power 
BNTs [150]. However, for intrabody applications, the 
higher absorption with increasing frequency and power 
restrictions should be taken into account. Nonetheless, 
simultaneous wireless information and power transfer 
techniques (SWIPT) utilizing THz‑band have been inves‑ 
tigated for EM nanonetworks [151, 152]. Similar SWIPT 
applications have been considered for MC, where the re‑ 
ceiving BNTs use the received molecules for both deco-
ding the information and energy harvesting [153, 
154]. There are also applications of acoustic WPT for 
biomedical implants using external ultrasonic devices 
[155, 156]. Although not implemented yet, ultrasonic 
EH has been also considered for powering BNTs with 
piezoelectric transducers [157, 158, 125].
An interesting research direction in parallel with the 
wider IoE vision is towards hybrid EH systems that can 
exploit multiple energy sources. Prototypes have been 
implemented for ZnO nanowire‑based hybrid cells for 
concurrent harvesting of solar and mechanical energies 
[159], and piezoelectric PVDF‑nanoϐiber NG based hybrid 
cells for biomechanical and biochemical EH from bodily 
ϐluids [160]. A hybrid EH architecture is also proposed 
for IoE comprising modules for EH from light, mechanical, 
thermal, and EM sources [161]. The same hybrid archi‑ 
tectures could be considered for IoBNT as well to main‑
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tain the continuous operation of BNTs. EH from multiple 
resources can reduce the variance at power output with 
the addition of alternative complementary procedures in 
a modular fashion as investigated in [161].

3.3.3 Energy Storage
Storage of energy is also important when BNTs can‑ 
not continuously satisfy their power requirements via 
EH and WPT techniques. There has been conside-
rable interest in miniaturizing the energy storage 
technologies to make them size‑compatible with MEMS 
and NEMS devices. Some of the efforts have been 
devoted to develop micro‑batteries, miniaturized ver-
sions of conventional thin‑ϐilm lithiumion batteries, 
beneϐiting from novel nanomaterials [162]. There are 
even a few studies focusing on nanoscale versions of 
lithium batteries [163, 145]. However, they suffer from 
low energy density, short lifetimes, and potential 
toxicity in in vivo applications. More promising solution 
is micro‑supercapacitors (MSCs), which provide 
signiϐicantly higher energy storage capacity, higher 
charge/discharge rates, and more importantly, scalability 
and ϐlexibility, which are crucial for their integration 
into BNTs [164, 165, 166].
Several types of materials have been considered for the 
design of MSC electrode to improve the energy density. 
Carbon nanomaterials, such as CNTs and graphene, are 
the most widely researched materials due to their abun‑ 
dance and stability, which is reϐlected to an extended life‑ 
time [164]. Due to its extremely high surface‑to‑volume 
ratio, high mobility and ϐlexibility, graphene has attracted 
particular attention [167, 168]. Additionally, conducting 
polymers, such as PEDOT/PSS, and graphene/conducting 
polymer heterostructures are also considered as ϐlexible 
electrodes for MSCs [164]. The research in MSCs is still at 
early stages; however, we believe that with the increase 
of energy density and further reduction of sizes, they can 
be a viable candidate for energy storage units in BNTs.

3.4 Biocompatibility and Co‑existence
Biological processes are complex, and intertwined, often 
through intricate relationships that are yet to be unco-
vered. Perturbation of homeostasis maintained by 
these relationships may result in serious disorders. Even 
more complicated is the fact that the composition of the 
physiological environment and the interactome may have 
a large variance among different members of the same 
species. For example, gut microbiome is known to be 
composed of different types of bacteria in different 
people [169]. Therefore, the evaluation of in vivo 
IoBNT applications in terms of biocompatibility is very 
challenging, however, must be considered seriously.
Biocompatibility constraints for IoBNT can be viewed 
from two angles [170]. First, an IoBNT application, along 
with all the communication methods and devices therein, 
should not disrupt the homeostasis of the organism it is 
implemented in. Such disruption might occur when the

introduced application has toxic, injurious, or adverse ef‑ 
fects on the living cells and biochemical processes. Se-
cond, an implanted IoBNT application should be able 
to operate without its performance being degraded by 
the co‑existing biochemical processes. Performance 
degradation usually follows when an IoBNT application 
alters the metabolic activities, because such alternation 
invokes the immune response that might in turn lead to 
the rejection of the deployed application. Rejection can 
occur in the form of expulsion of the IoBNT application 
from the organism, encapsulation of the BNTs with 
biological cells and tissues, or inϐlammation or death of 
the surrounding tissues. In the case of MC, performance 
degradation may also happen as a result of cross‑talk 
caused by the natural biochemical signaling.
Biocompatibility concerns both materials used in the 
physical architecture of BNTs, and the networking, energy 
harvesting, power transfer, and interfacing processes of 
the IoBNT. In terms of materials, synthetic biology‑based 
BNTs can be considered highly biocompatible, as they 
adopt living cells and cellular components as the sub‑ 
strate [24]. Likewise, ϐluorescent protein‑ and DNA‑based 
BNTs are also of biological origins, and thus, can be ex‑ 
pected to offer similar levels of biocompatibility [108]. 
However, depending on their exact biological origin and 
their overall amount in the body, they may still trigger 
the immune response. For example, a virus‑based syn‑ 
thetic BNT can be labeled as foreign agent and attacked 
by the immune system, unless it is designed to possess 
a kind of stealth proteins that help escape the immune 
control [171]. For artiϐicial BNTs based on nanomateri‑ 
als, biocompatibility is more challenging. There is still 
no consensus on a universal test of biocompatibility for 
nanomaterials, leading to conϐlicting results in the litera‑ 
ture about almost all materials. Complexity of the biologi‑ 
cal systems and reproducibility problem for in vivo and in 
vitro tests are the main causes of the ongoing ambiguity. 
Nonetheless, many polymers (e.g., PMMA, Parylene), gold, 
titanium, and some ceramics are widely known to be bio‑ 
compatible [172, 173, 174]. Carbon‑based materials, e.g., 
CNT and graphene, have been reported as both biocom‑ 
patible and toxic in different works, preventing a gene-
ralization over these nanomaterials. This is attributed 
to large variations in their physicochemical properties, 
e.g., size, shape, surface characteristics, adopted in 
different works [175, 176]. However, it has been 
repeatedly re‑ ported that their biocompatibility can be 
modulated with chemical manipulation [175]. For 
example, surface functionalization with dextran is 
shown to reduce the toxicity of graphene oxide (GO), 
hinting at strategies to make carbon‑based 
nanomaterials suitable for safe in vivo applications 
[177, 176]. Similarly, nanoparticles are shown to be 
detoxiϐied upon the functionalization of their surfaces 
with smart/benign ligands [178].
In terms of processes, attention must be paid to the 
communication, bio‑cyber interfacing, energy harvesting, 
transfer and storage processes. In EM‑based and acous‑ 
tic communication and power transfer processes, for ex‑
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ample, the biocompatibility is crucial for preventing the 
damage on biochemical structures, e.g., tissue damage by 
heating, and closely linked to the frequency and power 
of the EM or acoustic waves. For human body applica‑ 
tions, the exposure limits are regulated by the Food and 
Drug Administration (FDA) in US, as 100 𝜇W/mm2 for 
RF waves and 7.2 mW/mm2 for ultrasound waves, [125, 
179]. These limits should be taken into account in the de‑ 
sign of IoBNT technologies.
In the cases that MC is adopted in IoBNT applications, 
the concentration and type of molecules used for com‑ 
munications is very critical for biocompatibility. First, 
the information‑carrying molecules should not invoke 
the immune response. The degradation of information 
molecules by enzymes should also be taken into account 
to prevent performance degradation. Also, the MC sig‑ 
nals should not interfere with the inherent biological sys‑ 
tems. The type of information molecules must be or‑ 
thogonal to the molecules involved in biological processes 
to prevent interference, or their concentration should 
be low enough not to disrupt these processes. This so‑ 
called co‑existence challenge has recently attracted close 
attention of MC researchers, who suggest different solu‑ 
tion strategies [180, 181, 182]. For example, in [182], 
a cognitive radio‑inspired transmission control scheme 
is proposed to overcome interference between MC net‑ 
works and co‑existing biological networks. In [57], vari‑ 
ous channel sensing methods inspired from the spectrum 
sensing techniques in EM cognitive radio are proposed to 
estimate the instantaneous composition of the MC chan‑ 
nel with ligand receptors in terms of molecule types. The 
effect of biological cross‑talk on the MC is also investi‑ 
gated in [183], where the performance of several detec‑ 
tion methods are investigated in terms of their ability to 
ensure reliability under such biological interference.

4. CONCLUSION
In this survey, a comprehensive overview of IoBNT frame‑ 
work along with its main components and applications 
is provided to contribute to an holistic understanding 
of the current technological challenges and potential re‑ 
search directions in this emerging ϐield. In light of rapid 
advances in synthetic biology, nanotechnology, and non‑ 
conventional communications made possible by inter‑ 
disciplinary approaches, we believe that the enormous 
potential of the IoBNT will soon be realized with high‑ 
impact medical, environmental and industrial applica‑ 
tions.
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[39] Samuel Sańchez, Lluı́s Soler, and Jaideep Katuri. 
“Chemically powered micro‑and nanomotors”. In: 
Angewandte Chemie International Edition 54.5 
(2015), pp. 1414–1444.

[40] Mingjun Xuan, Jingxin Shao, Xiankun Lin, Luru 
Dai, and Qiang He. “Self‑propelled janus meso‑ 
porous silica nanomotors with sub‑100 nm di‑ 
ameters for drug encapsulation and delivery”. In: 
ChemPhysChem 15.11 (2014), pp. 2255–2260.

[41] Jiabin Luan, Danni Wang, and Daniela A Wil‑ 
son. “Leveraging synthetic particles for commu‑ 
nication: from passive to active systems”. In: 
Nanoscale (2020).

[42] Beatriz  de  Luis,  A.ngela  Morella‑́Aucejo,  Antoni 
Llopis‑Lorente, Tania M Godoy‑Reyes, Reynaldo 
Villalonga, Elena Aznar, Feĺix Sancenoń, and 
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Abstract – With the advancement of nanotechnology, there has been fervid research activity on new communication
paradigms suitable for new challenging contexts, such as biological systems. Among different approaches, the most
considered has been artiϔicial Molecular Communication, where entities such as synthetic molecules, enzymes, hormones,
bacteria etc. are functionalized in order to implement information exchange with the surrounding system and with other
entities. In this context, it is interesting to analyze speciϔic features that could be exploited for effective communication
paradigms. In this paper, we focus on chiral molecules (a.k.a. enantiomers) as novel enablers for a molecular commu‑
nication paradigm. Chirality is an interesting and appealing feature existing in nature and that can be replicated with
strong emphasis in new types of materials, such as metasurfaces and metamaterials. A deep knowledge of chirality fea‑
tures and how chiral molecules interact with each other or with achiral molecules provides insights into designing a new
molecular communication technique suitable for biological environments. In this contribution, we will highlight themain ap‑
plications of chiral molecules andwewill present chiral features as the viable way for realizing a nanocommunication system.

Keywords – Chiral molecules, chirality transfer, enantiomers, molecular communications, optical activity

1. INTRODUCTION

A Molecular Communication (MC) paradigm consists of
using molecules to encode, transmit and receive infor‑
mation. It has recently received a lot of attention by
the research community since it is considered as the
viable alternative of electromagnetic (EM) communica‑
tions, thanks to the speciϐic features of biocompatibility.
MC is mostly inspired by existing communication mecha‑
nisms occurring between biological entities and is devel‑
oped by considering small molecules, peptides, lipids, as
well as bacteria, viruses, pheromones and so on [1].

An MC paradigm is based on the transmission and recep‑
tion of information encoded into molecules (i.e., messen‑
ger molecules) [2, 3]. These entities freely propagate in
the medium by connecting a transmitter with a receiver
nanomachine. Typicalmolecular communication systems
are based on the free diffusion process of molecules, such
as calcium signaling, microtubules, pheromone signal‑
ing, and bacterium‑based communications [4]. Different
biological entities allow reaching different communica‑
tion ranges and performance. For instance, the use of
pheromones (i.e., molecules of chemical compounds re‑
leased by plants, insects, and other animals) triggers spe‑
ciϐic behaviors among the receptor members and reaches
long‑range communications i.e., approximately one me‑
ter. On the other side, both ϐlagellated bacteria and cat‑
alytic nanomotors are able to carry DNA messages and
allow short‑range communications. The use of DNA as
information messages allows achieving an information
rate that is relatively high (i.e., up to several kilobits per
second). In contrast, the propagation of information by

means of guided bacteria or catalytic nanomotors is rela‑
tively very slow (i.e., a few millimeters per hour).

A special type of molecules that is expected to be very
promising in the ϐield ofmolecular communications is the
chiral molecule. Chiral molecules show the chirality effect
i.e., a physical phenomenon that pervades the universe.
The term chirality was introduced in 1884 and refers to
objects that are not equivalent to theirmirror images, and
the two images are not superposed to each other. A typ‑
ical example of such a geometrically chiral object is the
human hand, so that the left and the right hands are mir‑
ror images of each other, but it is impossible to superpose
them.

Chiral molecules, a.k.a. enantiomers, can show their dif‑
ferent handedness in many ways, including the way they
affect human beings. For instance, one enantiomeric form
of a compound called limonene is primarily responsi‑
ble for the odor of oranges, while the other enantiomer,
for the odor of lemons. Molecules of the amino acids
of which our proteins are built have the property of be‑
ing non‑superposable on their mirror image. In contrast,
objects (and molecules) that are superposable on their
images are achiral. The chirality of molecules can be
demonstrated with relatively simple compounds. For in‑
stance, consider a 2‑butanolmolecule i.e., an organic com‑
pound with formula CH3CH(OH)CH2CH3. The structure
of 2‑butanol is chiral, that means that there are actually
two different 2‑butanols and they are enantiomers. An‑
other example is the amino acid alanine, which is in the
form of left‑handed and right‑handed enantiomers i.e.,
(S)‑alanine and (R)‑alanine, respectively. Fig. 1 depicts
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the two enantiomers, whosemirror images are not equiv‑
alent and non‑superposable on each other. Another ex‑
ample of enantiomers are themolecules of natural sugars,
almost all classiϐied as being right handed, including the
sugar that occurs in DNA. Also DNA is a chiral structure,
since its two helixes are not superposable to each other,
as well depicted in Fig. 1 (b).

In this paper we address how to exploit chiral molecules
as messenger molecules for molecular communications.
The use of similar molecules i.e., isomers, as enablers of
molecular communications has already been investigated
in [5], where Kim and Chae proposed three novel mod‑
ulation techniques, i.e., concentration‑based, molecular‑
type‑based, and molecular‑ratio‑based. However, in [5]
it did not emerge the main features of such special
molecules and how it is possible to exploit them for
molecular communications by means of their inner fea‑
tures. For example, one of the main features of chiral
molecules is their behavior towards plane‑polarized light.
When a beam of plane‑polarized light passes through an
enantiomer, the plane of polarization rotates. Also, sepa‑
rate enantiomers rotate the plane of plane‑polarized light
at equal amounts but in opposite directions. Then, sepa‑
rate enantiomers are optically active compounds.

In this paper, we focus on the features of chiral molecules
such as (i) the rotation of the polarization plane of the
impinging EM wave and (ii) the chirality transfer effect,
in order to model a chiral channel comprised of enan‑
tiomers that forward data information via a multi‑hop
protocol. Speciϐically, in our vision, data information is
represented by exploiting the chirality phenomenonwith
a chiral molecule emitting a rotated EM wave when a
light input impinges on an initial transmitter node after
a steady state is achieved. Dissemination of data infor‑
mation inside a chiral medium occurs through the chiral‑
ity transfer mechanism that considers the non‑covalent
bonds between a chiral and an achiral molecule. Chiral‑
ity is exploited to encode the information in the chiral
molecules, and it is decoded at the receiver as a 1 bitwhen
anEMwave (i.e., an optical signal) is applied. WhennoEM
wave is applied, the information is decoded as a bit 0.

This paper is organized as follows. Section 2 intro‑
duces the concept of chirality effect and describes the
main enantiomers that can be found in nature, specif‑
ically in the biological context. The features of chiral
molecules are then presented in Subsection 2.1. In Sec‑
tion 3 we characterize the chiral transfer effect from a
chiral molecule to an achiral molecule. In Section 4, we
deϐine a chiral medium as a channel for molecular com‑
munications. Data information is encoded in the chiral
molecules that transport the chirality effect, which can be
forwarded hop‑by‑hop in the overall system. Finally, con‑
clusions are drawn at the end of this paper.

Fig. 1 – Examples of chiral molecules in case of (a) alanine amino‑acid,
and (b) DNA chains. Enantiomers are non‑superposable mirror images
to each other.

2. CHIRAL MOLECULES

A chiralmolecule shows the chirality effect thatmakes the
molecule not equivalent to its mirror image. The chiral
molecule and its mirror image are enantiomers, and the
relationship between the chiral molecule and its mirror
image is deϐined as enantiomeric. The word chiral comes
from theGreek, andmeans “hand”. Indeed, a classic exam‑
ple of chiral objects are the hands, since the mirror image
of the left hand is exactly the right hand. However, the left
hand is not superposable on the right hand.

From the etymology of chiral, chiral objects are said to
possess “handedness”. Although bothmirror image forms
are theoretically possible, such as those for the amino acid
alanine, they have evolved in a way that amino acids are
mainly of the mirror image said to be “left‑handed” (see
Fig. 1 (a)). The reason that most amino acids are of the
left‑handed form is not known, however.
Chirality is an important phenomenon in the universe.
Several plants show chirality, bywinding around support‑
ing structures. The human body is structurally chiral and
it is not clearwhy, butmost people are right‑handed. Usu‑
ally, only one form of chiral occurs in a given species. Just
as an example, the molecules of white sugars are right
handed. Enantiomers of a chiral molecule have identi‑
cal physico‑chemical properties, and also the same elec‑
trochemical behavior. The enantioselective electrochem‑
istry represents the ability of discriminating enantiomers
of chiral molecules (i.e., electroanalysis), or to selectively
activate or achieve a givenenantiomerof a chiralmolecule
(i.e., electrosynthesis) and is an issue particularly impor‑
tant in the biological and pharmaceutical ϐields [6].

2.1 Features of chiral molecules
The speciϐic rotation is a property of a chiral molecule. It
is deϐined as the change in orientation of monochromatic
plane‑polarized light, per unit distance‑concentration
product, as the light passes through a sample of a com‑
pound in solution. Fig. 2 describes the property of ro‑
tation of the polarization plane of an EM ϐield that im‑
pinges on a chiral channel. At the output of the channel,
the polarization plane has been rotated. Speciϐically, chi‑
ral molecules can rotate the plane of polarization of an
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Fig. 2 – Property of rotation of the polarization plane of an EM pulse
impinging a chiral channel.

EM ϐield both clockwise and counterclockwise. If the ro‑
tation is clockwise, chiral molecules are said to be dextro‑
rotary, and correspond to positive rotation values, while
chiral molecules rotating the plane of polarization coun‑
terclockwise are said to be levorotary, and correspond
with negative values of the speciϐic rotation.
Another important feature of chiral molecules is the chi‑
rality transfer that occurswhen a chiralmolecule encoun‑
ters an achiral molecule. In such a scenario, the chirality
effect is extended over the whole molecular system i.e., it
propagates from a chiral to an achiralmolecule, which be‑
comes chiral. The induction of the chirality in the achiral
components is of utmost importance. In order to induce
the chirality of the achiral components, the interaction
between the chiral molecules and the achiral molecules
plays a very important role.
The induced chirality generally refers to those chiral
supramolecular systems where chirality is induced in an
achiral guest molecule as a result of asymmetric informa‑
tion transfer from a chiral host e.g., a chiral molecule or
a chiral nanostructure. In order to produce the induced
chirality, it is necessary for the achiral molecule to have
a strong interaction with the chiral host through a non‑
covalent bond. A typical example of induced chirality is
the encapsulation of a chromophore into the cavity of cy‑
clodextrin [7]. Finally, a very important aspect related
to chirality is the chiral communication that is a common
phenomenon occurring in many biological processes [8],
strictly tied with the chirality transfer property.
In this paper, we will exploit the chirality transfer effect
by the means of diffusion of chiral molecules which come
into contact with achiral molecules in a biological solu‑
tion.

3. CHIRALITY TRANSFER EFFECT
As already introduced in Subsection 2.1, the chirality transfer 
effect is observed between organic and inorganic molecular 
structures. The modeling of macroscopic chi‑ rality emerged 
from the chiral molecular elements is a challenge for theory, 
computations, and experiments. Nu‑ merous experimental 
results demonstrated the transfer of chirality among different 
length scales ranging from di‑ mensions of the elementary 
particles to the macro‑scale (i.e., the length of the axon). In 
particular, it was shown that the chirality at the molecular 
scale (i.e., amino acids, proteins, and polysaccharides) could be 
transferred to the macroscopic and macro level (i.e., 
neuroϐilaments and in‑organic crystals).

In general, chirality transfer occurs through chemical 
bonds, but recently it has been observed that chiral 
biomolecules may impart some of their optical proper‑ 
ties to a spatially separated achiral dye [9]. Knof and von 
Zelewsky [10] have characterized the chiral transfer as 
through the use of organic ligands chiral information can 
be transferred.

In the context of chirality transfer it is important to high‑ 
light chiroptical properties. Among the most important 
properties are the chiral luminescent lanthanide com‑ 
plexes used as probes for the characterization of chiral 
environments [11, 12, 13] or as chiral luminescent com‑ 
plexes [14, 15, 16, 17]. Lanthanides are ideal candi‑ dates 
as luminescent probes, based on speciϐic features such as 
their long lifetimes and large Stokes shifts. CP 
luminescence has great potential to investigate the con‑ 
ϐigurational, as well as conformational changes, in bio‑ 
logical systems in solution, since it combines the gen‑ eral 
sensitivity of luminescence measurements and the high 
speciϐicity of the signal for the chiral environment. 
Furthermore, using very simple chiral ligands and lan‑ 
thanide ions, chiral nanoballs were obtained where the 
array of lanthanide ions are arranged as in the ferritin bi‑ 
ological molecule [18, 19]. With very simple chiral lig‑ 
ands used as synthons (i.e., a synthon is a component of a 
molecule to be synthesized, playing an active role in 
synthesis) in coordination chemistry, it is possible to ob‑ 
tain sophisticated chiral assemblies which mimic biologi‑ 
cal systems. These considerations are encouraging in the 
development of “artiϐicial” molecular communication sys‑ 
tems.
Chirality is also important in molecular switches [20, 21]. 
A switch is a molecule that can reversibly interconvert 
be‑ tween two stable states upon an external stimulus. In 
[22] Dai et al. described a chiroptical switch based on 
pho‑ tochromes that exhibit two different states with 
signiϐi‑ cantly different optical rotations. Finally, chiral 
transfer phenomena can be used for sensing chirality of a 
wide range of chiral molecules, as well as for developing 
novel chiroptical devices and chiral materials.
The wider application of chiral sensing continues to be 
hampered by the involved chiral signals being inherently 
weak. To avoid this issue, plasmonic and dielectric nanos‑ 
tructures have recently been shown to offer a viable 
route for enhancing weak circular dichroism (CD) effects. 
Re‑ cently, in [23] Mohammadi et al. presented an 
analytical study of the problem of substrate CD 
spectroscopy for an arbitrary nanophotonic substrate
(either, chiral or achi‑ ral, plasmonic or dielectric) and 
clarify the interplay be‑ tween key affecting parameters, 
such as the thickness and chirality of the substrate, as 
well as the near‑ϐield optical chirality enhancement. From 
the telecommunications point of view, chirality 
transfer can be exploited by the means of a diffusion 
process of the chiral molecules.
When the “chirality effect” is transferred to an achiral 
molecule and an optical signal is applied, it will be able to
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Fig. 3 – Chirality transfer property of chiral molecules (black circles) to‑
wards achiral molecules (light blue molecules).

show an optical activity, and become a chiralmolecule. As
a result, the chirality transferworks aspoint‑to‑point data
forwarding among heterogeneous molecules (i.e., from
chiral to achiral molecules).
Speciϐically, when a chiral molecule encounters an achiral
component, it forms a non‑covalent bond and the chiral‑
ity effect is transferred into the achiral molecule, which
becomes chiral. Finally, the chirality transfer propagates
in the whole system.
Fig. 3 depicts the chirality transfer feature of chiral
molecules in a heterogeneous channel (i.e., comprised of
both chiral and achiral molecules). In this scenario, the
chiral molecules are used as messenger molecules re‑
leased by a transmitter nanomachine (e.g., a eukaryotic
cell) through themediumvia diffusion (i.e., Brownianmo‑
tion). They are used as messengers, since they allow
the transmission of a light signal applied to a transmitter
molecule and transferred from a molecule to the neigh‑
bors through the chiroptical properties when the system
will reach a steady state. The motion is basically driven
by diffusion, meaning that the particles move from areas
of higher concentration to areas of lower concentration,
and the displacement of messenger molecules follows a
normal distribution with zero mean.
The overall chiral molecule concentration ϐlux is given
by the sum of the 𝑁 chiral molecules concentration gra‑
dients, with 𝑁 as the number of apertures of the Tx
nanomachine. The ϐlux of chiral molecule concentration
depends on both time andposition through the Fick’s ϐirst
law i.e.,

𝐽 (𝑥, 𝑡) = −𝐷
𝑁

∑
𝑖=1

∇𝐶𝑖,𝐶𝑀 (𝑥, 𝑡), (1)

where ∇ is an operator used in vector calculus as a vec‑
tor differential operator, 𝐶𝑖,𝐶𝑀 [mol/cm3] is the 𝑖‑th chi‑
ral molecule concentration with 𝑖 = {1, 2, … , 𝑁}, and 𝐷
[cm2/s] is the diffusion coefϐicient, assumed as a constant
value for a given ϐluidic medium as:

𝐷 = 𝑘𝐵𝑇
3𝜋𝜂𝑑 , (2)

where 𝑘𝐵 is the Boltzmann constant equal to 1.38 ×
10−23[𝐽/𝐾], 𝑇 is the temperature [𝐾], 𝜂 is the viscosity of
the liquid [𝑚𝑃𝑎⋅𝑠], and 𝑑 is the size of the chiralmolecules
expressed in [𝑛𝑚]. Finally, Eq. (1) can be rewritten as:

𝐽 (𝑥, 𝑡) = 𝑄𝐶𝑀 + 𝑄𝐴𝑀𝑃 𝑟(𝐴𝑀 → 𝐶𝑀)
√(4𝜋𝐷𝑡)3

𝑒− 𝑥2
4𝐷𝑡 (3)

where 𝑄𝐶𝑀 is the initial concentration of chiral
molecules, 𝑄𝐴𝑀 is the initial concentration of achi‑
ral molecules and 𝐽(𝑥, 𝑡) represents the Brownian
particles at time 𝑡 at point 𝑥, with ϐirst moment as:

𝑥2 = 2𝐷𝑡, (4)

and standard deviation:

𝜎 =
√

2𝐷𝑡. (5)

In Eq. (3), we account for the achiral molecules that are
“inducted” to become chiral with a certain probability
that is proportional to the helical twisting power of the
chiral molecules, i.e.:

𝑃 𝑟(𝐴𝑀 → 𝐶𝑀) ∽ 𝛽, (6)

where 𝛽 is the helical twisting power and is expressed
as [24]

𝛽 = Δ𝜇
8𝜋𝐾2𝑘 , (7)

where Δ𝑢 is the chemical potential difference between a
chiral molecule and its enantiomer when they are placed
in the solution, 𝐾2 is twist elastic constant, the wavevec‑
tor 𝑘 = 2𝜋/𝑃 and 𝑃 is the elical pitch, which is inversely
proportional to the concentration of chiral molecules in‑
jected by the transmitter.

4. CHIRAL OPTICAL CHANNEL
In the context of molecular communication, we envision
that chiral molecules will be expected to be largely ex‑
ploited [25]. Due to the feature of changing the polariza‑
tion plane of an impinging optical signal, data information
can be encoded into chiral molecules, and carried out via
the chiral transfer mechanism. Speciϐically, when an opti‑
cal pulse impinges a (biological) chiral channel, an optical
activity as output of the channel will be observed. The op‑
tical activity is expressed as a rotation of the polarization
plane of the impinging EM wave. On the other side, if no
pulse impinges the chiral channel, no optical activity will
be observed at the output of the chiral channel, and then,
there will be no rotation of the polarization plane of the
EM wave.
In Fig. 4 we show how the chiral molecules are arranged
after the diffusion process, in a steady state. We assume
that a certain concentration of chiralmolecules is injected
in the system and these molecules diffuse in the solution
and “transfer” their chirality to other achiral molecules.
Speciϐically, a Tx nanomachine releases a concentration
of chiral molecules that transfer chirality to neighboring
achiral molecules, which become chiral as well. Blue cir‑
cles represent chiralmolecules (both enantiomers), while
gray circles are the achiral molecules. In this work, we
treat chiral molecules as chiral optical antennas and we
focus on some speciϐic parameters allowing the charac‑
terization of the chiral optical ϐield generated. In particu‑
lar, as demonstrated in [26], we consider the chirality ϐlux
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Fig. 6 – Mutual information related to the enantiomer Z‑channel model.

other side, the channel will be optically inactive if the spe‑
ciϐic rotation will be null i.e., there will be both 50%(+)
and 50%(−) of enantiomers. This conϐiguration is a race‑
mate or racemic mixture.
According to the transmission probabilities of the Z‑
channel, the associated transition matrix is

P = [ 1 0
1 − 𝑃𝑂𝐴 𝑃𝑂𝐴

] , (11)

and then we can derive the mutual information between
𝑋 and 𝑌 as:
𝐼 (𝑋; 𝑌 ) = 𝐻 (𝑃𝑂𝐴 (1−𝑃𝑁𝐸))−(1−𝑃𝑁𝐸) 𝐻 (1−𝑃𝑂𝐴) ,

(12)

where 𝐻(⋅) represents the binary entropy. From Eq. (12),
we can compute the channel capacity of the chiral
medium as the maximum of the mutual information i.e.,
𝐶𝑐ℎ𝑖𝑟𝑎𝑙 = max

𝑃𝑂𝐴
[𝐻(𝑃𝑂𝐴 (1−𝑃𝑁𝐸))−(1−𝑃𝑁𝐸) 𝐻(1−𝑃𝑂𝐴)],

(13)

where the probability distribution of input that maxi‑
mizes the capacity will change according to speciϐic chiral
molecule concentrations.
Finally, Fig. 6 depicts the mutual information versus
the probability of no excitation, for different values of
𝑃𝑂𝐴. Notice that we consider only values of 𝑃𝑂𝐴 higher
than 0.5, as it depends on the concentration of posi‑
tive/negative enantiomers that comprise the channel. As
expected, the highest value of the capacity (i.e., 0.758 bit)
is obtained for a high value of 𝑃𝑂𝐴.

5. CONCLUSIONS
This paper presents an overview of the chirality effect
in biomolecules. Chiral molecules i.e., enantiomers, are
present in nature everywhere, and therefore themain ap‑
plications range from pharmaceutical to chemical and bi‑
ological ϐields, including also communications and elec‑
tronics. Apart from natural enantiomers, artiϐicial chiral

materials (i.e., chiral metamaterials) can be accordingly
designed in order to exhibit an enhanced optical activity
i.e., the Giant Optical Activity (GOA) effect.
In the context of communications, the use of natural chiral
molecules, as well as chiral metamaterials, is envisioned
as a potential enabler for novel communication tech‑
niques. Speciϐically, in an MC paradigm, chiral molecules
have been analyzed as viable candidates for chiral com‑
munications, where information is encoded into chiral
molecules. The features of rotation of the polarization
plane and the chirality transfer have been exploited in
order to derive a communication model based on chi‑
ral molecules. Information is represented by the optical
activity, which can propagate inside a chiral medium by
means of chirality transfer.
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Abstract – Recent studies have shown that designing communication systems at nanoscale and microscale for the Inter‑
net of Bio‑Nano Things (IoBNT) applications is possible using Molecular Communication (MC), where two or multiple nodes
communicate with each other by transmitting chemical molecules. The basic steps involved in MC are the transmission of
molecules, propagation of molecules in the medium, and reception of the molecules at the receiver. Various transmission
schemes, channel models, and detection techniques have been proposed for MC in recent years. This paper, therefore, presents
an exhaustive review of the existing literature on detection techniques along with their transmission schemes under various
MC setups. More speciϔically, for each setup, this survey includes the transmission and detection techniques under four differ‑
ent environments to support various IoBNT applications: (i) static transmitter and receiver in a pure‑diffusive channel, (ii)
static transmitter and receiver in a ϔlow‑induced diffusive channel, (iii) mobile transmitter and receiver in a pure‑diffusive
channel, (iv) mobile transmitter and receiver in a ϔlow‑induced diffusive channel. Also, performances and complexities of
various detection schemes have been compared. Further, several challenges in detection and their possible solutions have
been discussed under both static and mobile scenarios. Furthermore, some experimental works in MC are presented to show
realistic transmission and detection procedures available in practice. Finally, future research directions and challenges in the
practical design of the transmitter and receiver are described to realize MC for IoBNT health applications.

Keywords – Detector design, Internet of Bio‑Nano Things, modulation schemes, molecular communication, micro‑scale
and nanoscale communication

1. INTRODUCTION

Molecular Communication (MC) is one of the fastest 
emerging research ϐields in the recent times where chem‑ 
ical signals are used to communicate between the trans‑ 
mitter and the receiver. It is worth noting that MC is a nat‑ 
ural phenomenon and has been used by micro‑organisms 
such as bacteria to communicate among themselves [1]. 
However, recent advancements in the ϐield of nanotech‑ 
nology enable the development of nano‑scale devices that 
can also utilize MC to support several potential applica‑ 
tions where conventional wireless communication using 
Electromagnetic (EM) waves is not feasible. Apart from 
this, biological cells can also be synthetically modiϐied 
or generated to develop bio‑nanomachines to support 
various applications within Internet‑of‑Bio‑Nano Things 
(IoBNT) where the information can be easily encoded us‑ 
ing the concentration, release time, and type of molecules.

It is important to note that since the capabilities of indi‑ 
vidual bio‑nanomachines may be limited to simple sens‑ 
ing and actuation, the IoBNT [2] is envisioned to enable 
the interconnection of several bio‑nanomachines to per‑ 
form complex tasks. Applications of IoBNT include intra‑ 
body sensing and actuation, gene therapy, intra‑body con‑ 
nectivity control, artiϐicial blood cell production, and hu‑ 
man body monitoring by an external healthcare provider

[2]. This paradigm also poses several research challenges
in terms of communication and networking using bio‑
chemical infrastructure while enabling an interface to the
Internet. Development of efϐicient and safe techniques
for information exchange, interaction, andnetworking be‑
tween the biological nano‑machines within the IoBNT, is
one of the major research challenges. In this context,
MC has attracted signiϐicant research attention to support
several health applications. Some of the other important
applications of MC i.e., Lab‑on‑a‑Chip (LOC) devices [3],
[4], Targeted Drug Delivery (TDD) [5], [6], and the diag‑
nosis and mitigation of infectious diseases at the cellular
level [7], [8], [9] are described below.

The detection of biomolecules for LOC has been proposed
in [3] using the Radio Frequency inductance capacitance
(RF LC) resonator. The principle behind the biomolecule
detection was detecting the changes in the RF signal due
to the permeability and the resistance of the biomolecule.
For LOC application, a relay‑assisted MC based on di‑
electrophoresis was proposed in [4] where the molecules
propagate from the transmitter to the receiver under the
inϐluence of a periodic electric ϐield generated inside the
relay. In this work, the inter‑relay segment is modeled
using the transmission line technique in which the re‑
lay provides drift to the molecules in the direction of the
intended receiver. In [10], a wearable susceptometer
(on ϐinger) for detectingmagnetic nanoparticles has been
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proposed. In this work, a nano‑machine beneath the ϐin‑
ger (inside body) could sense one type of molecule and
release another type of molecule (i.e., magnetic nanopar‑
ticles), which can be detected by the wearable suscep‑
tometer. The principle behind this system is that the cur‑
rent through the coil changes if the magnetic nanoparti‑
cles pass through it. The equivalent circuit for this detec‑
tor using the induction and the operational ampliϐier has
also been presented therein.

A novel method was proposed in [11] to transmit the
digitally encoded Deoxyribonucleic Acid (DNA) using the
bacteria‑based nano‑networks. In this work, motile bac‑
teria moved towards non‑motile bacteria that stored the
digital information using plasmid (a DNA molecule). The
motile bacteria then conjugates with the non‑motile bac‑
teria to pick up the stored information. Finally, the motile
bacteria deliver the information to another location. The
movement of the motile bacteria was governed through
a molecular positioning system containing trilateral bea‑
cons, emitting chemo‑attractants.

For TDD applications, the authors in [5] proposed a
method for target delivery of nano‑sensors by using the
bacteria‑based coordination. Their proposedmethod uti‑
lized multi‑hop communication along with two different
chemicals for guiding the nano‑sensors in a particular di‑
rection. This setup can be useful in TDD applications
where drug delivery inside the cancerous tumor is re‑
quired. Further, for TDD and monitoring the drug con‑
centration, an implantable drug delivery system was pro‑
posed in [6] where the anti‑cancer drug molecules were
released by the transmitter towards the cancer cells that
may form a lump or tumor. The drug molecules are as‑
sumed to propagate inside the Extracellular Space (ECS).
For analysis purposes, spherical transmitter and receiver
models are considered and theChannel ImpulseResponse
(CIR) is derived and veriϐied through particle‑based simu‑
lation. In this work, the drug concentration proϐile at any
point inside the tumor is also obtained by solving the con‑
volution of the release rate and the derived CIR.

Furthermore, a scheme for reducing the effect of propa‑
gation delay in a simultaneous drug delivery system was
proposed in [12], where a controller nano‑machine sent
signaling molecules to the drug‑carrying nano‑machines
which could be at unequal distances from the controller
nano‑machine. Upon receiving the signaling molecules,
the drug‑carrying nano‑machines were expected to re‑
lease the drugmolecules simultaneously. However, due to
unequal distances from the controller nano‑machine, the
drug‑carrying nano‑machines could not release the drugs
simultaneously. Apart from the TDD applications, vari‑
ous MC systems for health monitoring in IoBNT are also
present in the literature. For example, the work in [8]
proposed an MC‑based health monitoring system which
detects the biomarkers of heartattacks through the im‑
planted nano‑sensors. The nano‑sensors were designed
to sense the endothelial cells circulating in the body.

Also, the early detection of neurogenerative diseases such
as Alzheimer’s was presented in [13] considering the
MC. Thiswork considered an intercellular communication
systemwhere the calciummolecules were used as signal‑
ingmolecules and their oscillationpatternswere different
in the astrocyte (biological tissue) of a person suffering
fromdementia in comparison to ahealthyperson. Thedif‑
ference between the other metrics such as the molecular
delay, the channel gain as a function of distance (i.e., the
number of cells between the transmitter and receiver),
and the calcium oscillationswere also presented. Further,
a Microbiome‑Gut‑Brain‑Axis IoBNT communication net‑
work was studied in [14]. Note that the MGBA refers
to the bidirectional communication network between the
brain and the gastrointestinal tract, which in general in‑
cludes central, autonomic, and enteric nervous systems
of the body, the gastrointestinal tract, and its microbiome
(human microbiomes are responsible for launching the
immune system, affecting inϐlammatory homeostasis and
immune regulation). Also, electrical andmolecular infras‑
tructure to realize the communication through MGBA has
been discussed in [14].

For monitoring the viscosity of blood, a wearable smart
device was presented in [9] where a transmitter released
molecules (in particular aptamers) inside the blood ves‑
sel through a needle and these molecules were received
by the sensors. These sensors then sense the level of ab‑
sorption and differentiate between the levels of absorp‑
tion for high and normal viscosity scenarios. Further, a
method for detecting cancer usingmobile nano‑sensors in
the blood vessels was proposed in [15]. In this work, mo‑
bile nano‑sensors are used to detect the presence of can‑
cer biomarkers in the blood vessels. Finally, these mobile
nano‑sensors reach a fusion center (FC), which decides
the presence or absence of an anomaly after detecting the
concentration of biomarkers and comparing against the
threshold using the Log‑Likelihood Ratio (LLR) test. In all
the above studies, the transmitter and receiver were ei‑
ther static ormobile under pure diffusive or ϐlow‑induced
diffusive channels. Also, the scenarios and applications of
MC systems differ in each of the works. Hence, a struc‑
tured survey of transmission and detection under differ‑
ent scenarios and applications is required.

1.1 Related works
A survey on recent advancements in MC was presented
in [16] in which microscale and macroscale communi‑
cation along with modulation techniques, channel mod‑
eling, error correction codes, and simulation tools have
been discussed. In [17], an MC‑based nano‑network has
been studied for TDD applications. Particularly, the com‑
munication between different entities in a simple nano‑
network based TDD has been highlighted. Apart from
this, several challenges in modeling the cardiovascular
system, extracellular space, and cellular surface as a com‑
munication channel were presented. Apart from this, an
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overview of transmitter and receiver nano‑systems has
been provided in [17]. A survey related to transmitter and
receiver architectures has been published in [18], where
some of themodulation, coding, and detection techniques
have been discussed. In addition to these techniques, a
Graphene‑based transmitter and bio‑Field Effect Transis‑
tor (bio‑FET)‑based receiver have been described to real‑
ize the MC based systems.

A cooperative drug delivery systemwas discussed in [19]
where multiple mobile nano‑machines communicate and
deliver drugs in cooperative manner. More speciϐically,
the leader nano‑machines sense the presence of a tar‑
get and release the attractant molecules in the environ‑
ment. The follower nano‑machines subsequently sense
the attractant molecules and move towards the target
for releasing drugs. Channel modeling for an MC‑based
system considering different types of transmitters (e.g.,
point, volume and ion channel based), and receivers (e.g.,
passive, fully absorbing and reactive) has been studied
in [20]. A survey on biological building blocks for MC
has been presented in [21] where the transmitter and
receiver for different types of signaling particles (i.e.,
cations, neurotransmitters, and phosphopeptides) have
been described. This work also discussed the biologi‑
cal approach for Inter‑Symbol Interference (ISI) mitiga‑
tion. Further, a survey on modulation techniques for
molecular communication has been presented in [22].
In [22], the modulation techniques have been classiϐied
as concentration‑based, type‑based, release‑time‑based,
spatial techniques and higher order modulations. More‑
over, the metrics used for evaluating the performance of
modulation schemes are also presented therein.

In contrast to these existing survey papers, this survey
paper comprehensively focuses only on the transmission
and detection techniques present in the existing litera‑
ture under different channel conditions. It is worth not‑
ing that themodeling of the channel is different for differ‑
ent applications. Therefore, this paper also classiϐies the
transmission and detection techniques based on the ap‑
plications. Broadly we discuss four different scenarios as
shown in Fig. 1: (i) static nano‑machines communicating
in pure‑diffusive channel without drift or ϐlow, (ii) static
nano‑machines under a ϐlow‑induced diffusive channel
which experiences diffusion as well as drift, (iii) mobile
nano‑machines under a pure‑diffusive channel, and (iv)
mobile nano‑machines under the ϐlow‑induced diffusive
channel. Further, we discuss the transmission and de‑
tection for relay‑assisted‑based MC systems, cooperative
or distributed‑detection‑based MC systems, MIMO‑based
MC systems, andmachine‑learning‑basedMC systems un‑
der all four possible scenarios described above.

The ϐirst static transmitter and receiver scenario is shown
in Fig. 2, where nano‑machines reach the cell surface re‑
ceptor and can communicate over the cell surface. Such
a conϐiguration of nano‑machines is present in the ap‑
plication of TDD over a cell surface [23], [24]. Here the

drugs can be delivered to the malignant cell while min‑ 
imizing the drug delivery to healthy cells. Fig. 3 shows 
the static nano‑machines bound to the endothelial cells. 
However, the signaling molecules reach the receiver via 
drift and diffusion inside the blood vessel. This case can 
be found in the application of blood viscosity monitoring 
[9] and other health monitoring applications. In Fig. 4 
the nano‑machines and the signaling molecules are mo‑ 
bile and follow Brownian motion (free diffusion). This 
scenario can arise in the TDD application within the Ex‑ 
tracellular Fluid (ECF) [25] as the movement of transmit‑ 
ter/receiver within ECF is governed by free diffusion. Fig. 
5 shows that the nano‑machines and signaling molecules 
are mobile under the inϐluence of drift and diffusion in‑ 
side the blood vessel. Mobile nano‑machines inside the 
blood vessels can be used for early detection of biomark‑ 
ers released by cancer cells in the blood vessels [15]. This 
is also a health monitoring application.

Also, different types of MC systems have been proposed in 
the literature in which the simplest case considers a single 
transmitter and receiver. An example of a single transmit‑ 
ter and receiver communicating in a ϐlow‑based channel 
is shown in Fig. 6. A wearable device with a transmitter 
and receiver is implanted over human skin for monitoring 
the blood viscosity. The transmitter releases molecules 
through a needle and these molecules pass through the 
blood vessel. On the other hand, the statistics of the re‑ 
ceived signal are monitored at the receiver since the diffu‑ 
sion coefϐicient of the released molecules varies with vis‑ 
cosity of blood which in turn change the statistics of the 
received signal. This setup can be useful for detecting the 
hyper‑viscosity syndrome [9].

This simple case is further extended for the Multiple‑ 
Input Multiple‑Output (MIMO) scenario to enhance the 
data rate by dividing the bit stream among multiple trans‑ 
mit antennas. As shown in Fig. 7, these MIMO‑MC sys‑ 
tems can also be used for improving the rate of drug de‑ 
livery by using multiple transmitters and receivers. Here a 
transmitter (e.g., controller nano‑machine) can sense the 
amount of drug required over the cell surface and sends a 
signal to the receiver for drug delivery [26]. The receiver 
carrying drug molecules can deliver the drug molecules 
at the cell surface after receiving the signaling molecules 
from the transmitter. This process can be faster if more 
than one transmitter and receiver are used for drug deliv‑ 
ery. Further, note that in diffusion‑based MC, the range 
of communication is limited due to the loss of molecules 
caused by the random Brownian motion. Therefore, to in‑ 
crease the range of communication, an intermediate relay 
node is introduced in between the transmitter and the re‑ 
ceiver.
On the other hand, cooperative or distributed detection 
is proposed mostly for abnormality detection problems, 
where multiple receivers send their individual decision to 
a Fusion Center (FC) to make a global decision. 
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• Single transmitter/receiver-based MC systems
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Mobile nano-machines
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Fig. 1 – Various aspects of MC systems discussed in this paper.

An example of abnormality detection [15] has been 
shown in Fig. 8. This is a cooperative MC system for 
detecting the presence of a cancer cell. The cancer cell 
releases biomarkers inside the blood vessel. The 
concentration of biomarkers are sensed by multiple 
nano‑sensors and ϐinally the FC placed at a suitable 
location inside the blood vessel collects the reading of 
nano‑sensors to decide whether cancer cells are 
present or not. For a global decision at FC, various 
decision rules at FC (e.g., AND, OR, and K out of N 
rules) have been proposed in the literature. In the AND 
rule, the FC makes a positive decision if all the receivers 
send a positive decision. In the OR rule, if any one of the 
receivers sends a positive decision then the FC makes a 
positive decision. In the K out of N rule, the FC makes a 
positive decision if K out of N receivers send a positive 
decision. Note that each of the decision rules results in 
different system performance.

Further, various machine‑learning‑based MC systems 
[27], [28], [29], [30] are also proposed in the literature. 
The advantage of machine‑learning‑based MC systems is 
that the receiver does not need any channel knowledge 
since it can directly learn from the data [31]. These ma‑ 
chine learning based algorithms are particularly suitable 
for detection in a complex environment e.g., more than 
two receivers in 3‑D medium.

Furthermore, every MC system discussed above is in‑ 
tended for different applications. An example showing the 
possible applications of the different MC systems in IoBNT 
has been shown in Fig. 9. In this example, if an abnor‑ 
mality detection system detects an abnormality such as 
cancer cells, it can send molecular signals to the bio‑cyber 
interface. The bio‑cyber interface can be a wearable de‑ 
vice that can convert molecular signals to electromagnetic 
(EM) signals [17] and vice versa. The bio‑cyber interface 
further sends the signal to an access point. 
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Fig. 2 – Schematic diagram of static transmitter and receiver over cell
surface receptors.

Fig. 3 – Schematic diagram of static transmitter and receiver bound to 
endothelial cells. Signaling molecules undergo drift and diffusion.

The signal reaches the medical personnel at a remote 
place through the Internet. The medical personnel can 
initiate the drug delivery process by sending appropriate 
commands to the drug delivery system inside the body. 
The signal propagates in the reverse order for this case. 
Further, different MC systems have to be used for the 
aforementioned scenario.

For example, cooperative MC systems are most suitable 
for abnormality detection and MIMO‑MC systems can be 
used for drug delivery. The requirement of a router to 
send signals between different networks is also men‑ 
tioned in [17]. Further, machine‑learning‑based MC sys‑ 
tem can be used at the FC and the bio‑cyber interface as 
the computational complexity of machine learning algo‑ 
rithms may not be feasible to implement on the nano‑ 
machines with limited computational complexity. Ir‑ 
respective of the complexity, this survey also covers the 
transmission and detection schemes proposed for all the 
aforementioned MC‑based systems. Further, the perfor‑ 
mances and the complexities of some important detection 
schemes have also been discussed and compared in this 
survey.

Fig. 4 – Schematic diagram of mobile transmitter and receiver inside ex‑
tracellular ϐluid.

Fig. 5 – Schematic diagram of mobile transmitter and receiver inside the 
blood vessel. Transmitter, receiver, and signaling molecules propagate 
under the inϐluence of drift and diffusion.

The rest of the paper is organized as follows: Section 2 
describes the transmission and detection techniques 
when communicating   nano-machines  are  static.  
Section 3 discusses the transmission and detection 
techniques for mobile nano-machines. Transmission and 
detection used in some of the experimental works are 
presented in Section 4. Challenges of practical 
transmitter and receiver design as well as future 
research directions are presented in Section 5. Finally, 
Section 6 concludes the paper. Also, the complete list of 
acronyms used in this paper is given in Table 1.
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Table 1 – List of Acronyms

Acronym Description Acronym Description

Ach Acetylcholine MAP Maximum A posteriori Probability
ANN Artiϐicial Neural Network MC Molecular Communication
ASK Amplitude Shift Keying MF Matched Filter
AWGN Additive White Gaussian Noise MIMO Multiple‑Input Multiple‑Output
BA Biological Agent MISO Multiple‑Input Single‑Output
BCDA Block Coordinate Descent Algorithm MMC Mobile Molecular Communication
BCZ Bovine serum albumin protein conjugated ZnO

nano‑sphere
MMSE MinimumMean Square Error

BER Bit Error Rate MoSK Molecule Shift Keying
BFGS Broyden‑Fletcher‑Goldfarb‑Shanno mRNA Messenger Ribonucleic acid
BSA Bovine Serum Albumin MSSK Molecular Space Shift Keying
CDF Cumulative Distribution Function MTSK Molecule Transition Shift Keying
CIR Channel Impulse Response NP Neyman‑Pearson
CNT Carbon Nano‑Tube OOK On‑Off keying
CSI Channel State Information OSK Order Shift Keying
CSK Concentration Shift Keying PAM Pulse Amplitude Modulation
CTAT Count‑To‑A‑Threshold PDF Probability Density Function
CTMP Continuous Time Markov Process PDMS Polydimethylsiloxane
DFE Decision Feedback Equalizer PMF Probability Mass Function
DFF Decision Feedback Filter PNN Probabilistic Neural Network
DNA Deoxyribonucleic acid PPM Pulse Position Modulation
ECF Extracellular Fluid PSO Particle Swarm Optimization
ECS Extracellular Space QMSSK Quadrature Molecular Space Shift Keying
EGFETs Electrolyte‑Gated Field‑Effect Transistors RF LC Radio Frequency inductance capacitance
FC Fusion Center RKHS Reproducing Kernel Hilbert Space
FCM Fuzzy C‑mean RNN Recurrent Neural Network
FET Field‑Effect Transistor RS Reed‑Solomon
FRET Forster Resonance Energy Transfer RTSK Release Time Shift Keying
G‑LOD Generalized‑Local Optimum Detector SBRNN Sliding Bidirectional Recurrent Neural Network
G‑LRT Generalized‑Likelihood Ratio Test SEP Symbol Error Probability
HCl Hydrochloric acid SIMO Single‑Input Multiple‑Output
IG Inverse Gaussian SINR Signal‑to‑Interference plus Noise Ratio
ILI Inter‑Link Interference Si‑NW Silicon‑Nano Wire
IoBNT Internet‑of‑Bio‑Nano Things SISO Single‑Input Single‑Output
ISI Inter‑Symbol Interference SNR Signal‑to‑Noise Ratio
LED Light Emitting Diode SPIONs Super‑Paramagnetic Iron Oxide Nanoparticles
LLR Log‑Likelihood Ratio SVM Support Vector Machine
LM Levenberg‑Marquardt SWCNT Single‑Walled Carbon Nano‑Tube
LMS Least Mean Square TDD Targeted Drug Delivery
LOC Lab‑on‑a‑Chip TS Takagi‑Sugeno
LSTM Long Short Term Memory ZF Zero Forcing

2. TRANSMISSION AND DETECTION WITH
STATIC NANO‑MACHINES

2.1 Static nano‑machines in pure diffusive
channel

2.1.1 Single transmitter and single receiver‑
based MC systems

In [32], authors employed an On‑Off Keying (OOK) mod‑
ulation scheme at the transmitter where a ϐixed number
of molecules were transmitted for bit‑1 and no molecules
were transmitted for bit‑0. For this setup, optimal and

suboptimal detection schemes1 were derived by maximiz‑ 
ing the mutual information between transmitted and re‑ 
ceived symbols in the presence of ISI. In this work, per‑ 
fect synchronization between the transmitter and the re‑ 
ceiver is assumed to simplify the analysis. In contrast to 
OOK, the work in [33] considered a Molecule Shift Key‑ 
ing (MoSK modulation scheme in which different types of 
molecules are sent to transmit different symbols. In this 
work, a linear and time‑invariant model for signal prop‑ 
agation is assumed and the noise is modeled as the ad‑ 
ditive, uncorrelated, and non‑stationary random variable 
with zero mean and variance dependent on the magnitude 
of the signal.

1In contrast to suboptimal detection scheme, optimal detection scheme
requires a priori probability.
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A general block diagram of an MC system proposed in [33] 
has been shown in Fig. 10, where y(t) is the received sig‑ 
nal, Ntx is the number of transmitted molecules, p(t) is the 
pulse shaping ϐilter, h(t) is the CIR, and n(t) is the signal‑ 
dependent noise (other external noise sources can also be 
included). The received number of molecules is assumed 
to be binomial which is approximated as a Gaussian dis‑ 
tributed random variable to derive the maximum likeli‑ 
hood detector. In addition to the maximum likelihood‑ 
based detector, a sequence detection scheme (i.e., Viterbi 
detector) is also derived since the channel with ISI adds 
memory to the signal which is similar to a convolutional 
encoder using the shift registers.

For improving the BER performance compared to [33], 
the authors in [34] introduced a noise whitening ϐilter at 
the receiver for binary MoSK modulation‑based transmis‑ 
sion. In this work, the reception process was modeled as a 
Low Pass Filtering (LPF) operation where the LPF trans‑ 
fer function was derived using the ligand‑receptor bind‑ 
ing equation at the receiver. Moreover, the Brownian and 
residual noises corrupting the signal have been assumed 
to be signal‑dependent. Finally, the system bit error rate 
performance is shown to improve by using a noise whiten‑ 
ing ϐilter.

The work in [35] derived an energy‑based detector con‑ 
sidering the binary Pulse Amplitude Modulation (PAM) 
based transmission using a square pulse instead of an im‑ 
pulse of molecules. For this setup, the mean and vari‑ 
ance of the number of received molecules have been cal‑

culated by integrating the propensity function of concen‑
tration signal intensity over a symbol duration. Finally,
at the receiver, the threshold‑based detection was per‑
formed where the test statistic2 was shown to be com‑
posed of a constant, two Normal random variables, and a
Chi‑square random variable. Further, in [36], binary and
3‑ary PAM transmission schemes have been used. In this
work, the detection at the receiver was carried out based
on the response generated by the bacteria to the input
molecular signals. Four different sampling strategies of
the response were studied. These strategies were based
on the total response, peak response, positive and nega‑
tive slopes in which the BER for positive slope sampling
was found to be the worst.

In [37], the performance of NP and matched ϐilter (MF)
detectors were analyzed for the detection of a nano‑
biosensor signal corrupted with thermal and shot noises.
It is shown that these twodetectors result in identical per‑
formance in the presence of thermal noise only. However,
as the shot noise increases, theNP‑based test outperforms
the MF detector. Also, when the binary signals to be dif‑
ferentiated, are very close or farther from each other, both
NP and MF detectors have identical performance other‑
wise theNP rule outperforms. Further, binary and quater‑
nary ASK were used as the transmission schemes in [38]
and the receiver based on an NP test was proposed. In ad‑
dition to this, suboptimal detection schemeswith reduced
complexity were also reported.

On the other hand, OOK modulation and two different
methods of detection based on pulse amplitude and pulse
energy with ϐixed threshold have been proposed in [39].
In this work, analytical expressions of communication
metrics such as pulse delay (i.e., peak time), pulse am‑
plitude (i.e., the concentration at peak time), and pulse
width (i.e., the time difference between two points when
concentration falls to 50% of its peak value) were de‑
rived for the pulse amplitude‑based detector. Similarly,
the analytical expressions of pulse energy (i.e., the inte‑
gral of concentration with respect to time) and pulse du‑
ration (i.e., the time when the energy becomes a speci‑
ϐied fraction of total energy) have been derived for a pulse
energy‑based detector. It is observed therein that the
pulse amplitude and energy‑based detectors are suitable
for a high transmission rate and large transmission dis‑
tance, respectively.

In [40] the transmitter used a rectangular pulse of con‑
centration. Four differentmethods of detection have been
proposed at the receiver. More speciϐically, Maximum A
posteriori Probability (MAP) and maximum likelihood‑
based sequence detection schemeswere proposed, which
maximize the joint Probability Density Function (PDF) of
received samples and the transmitted bits, and use the
Viterbi algorithm. Let bj denote the information bit trans‑

2The test statistic is derived by taking the logarithm of the likelihood
ratio that uses the Neyman‑Pearson (NP) formula.
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mitted in the jth bit interval. TheMAP sequence detection
corresponding to the transmitted bit sequence of length
N + 1 can be done according to the following equation

b̂N0b̂
N
0b̂
N
0 = argmax

bN0b
N
0b
N
0

f(yN0y
N
0y
N
0 , bN0b

N
0b
N
0 ), (1)

where b̂N0b̂
N
0b̂
N
0 represents the estimated sequence (of length

N + 1) for the transmitted sequence bN0bN0bN0 , and f(yN0y
N
0y
N
0 , bN0b

N
0b
N
0 )

is the joint PDF of the received signal samples yN0yN0yN0 and the
transmitted bits bN0bN0bN0 , which can be expressed as

f(yN0y
N
0y
N
0 , bN0b

N
0b
N
0 ) =

N∏
k=0

P(bk)
N∏

k=0

f(yk|bkk−Ibkk−Ibkk−I), (2)

if bk ’s are independent, I is the ISI length, P(bk) is the PMF
of the transmitted bit bk , and f(yk|bkk−Ibkk−Ibkk−I) denotes the con‑
ditional PDF of yk .

Further, in [40], a linear equalizer based on the Mini‑
mum Mean Square Error (MMSE) criterion and a non‑
linear Decision Feedback Equalizer (DFE) were also pro‑
posed. Performancewas evaluated for time‑invariant and
time‑varying3 channels. It is shown that the maximum
likelihood‑baseddetectorperformedbetter thanDFE, and
theMMSE equalizer performed theworst among all other
detectors. On the other hand, different concentration
levels of molecules for binary and quaternary Amplitude
Shift Keying (ASK) transmission schemes have been pro‑
posed in [41]. At the receiver, a signal detection rule based
on NP tests has been derived for both schemes. Perfor‑
mance of both detectorswas evaluatedwith increasing ISI
and BER was found to be lower in the case of binary ASK
than the quaternary ASK transmission.

A method of ISI mitigation using enzymes in the environ‑
ment was presented in [24]. For system setup, OOK at
the transmitter and a single sample‑based detector with
a ϐixed threshold at the receiver were employed. In this
work, a lower bound on the number of receivedmolecules
3Two different cases of time‑varying diffusion coefϐicient were selected:
i)D(t)=2.2×10−9+0.8×10−9 cos(2πt)m2/s, ii)D(t)=2.2×10−9+
0.8× 10−9 cos(10πt)m2/s. The channel variation is 5 times faster in
the latter case.

in the presence of enzymes was derived. Moreover, it was
shown that ISI, as well as useful signals, reduce by using
enzymes. For analysis purposes, the number of received
molecules was shown to be binomial distributed and its
approximation as Poisson distribution was shown to be
more accurate than the Gaussian distribution when cal‑
culating the detection probability at the receiver.

Similar to [24], the work in [42] also used an OOK mod‑
ulation scheme. However, the number of molecules re‑
leased by the transmitter was modeled as a random vari‑
able whose mean was known to both transmitter and re‑
ceiver. For signal detection at the receiver, a one‑shot
detector with three different signal processing schemes
based on sampling, correlation (multiplying the received
concentration by a correlation function which was con‑
stant or based onMF), and ISI cancellation (the difference
between the peak concentration or concentration at sym‑
bol end time whichever is minimum and the concentra‑
tion at starting time of the received concentration) were
proposed. Each of the schemes results in a different test
statistic. In this work, the ISI cancellation approach was
found to perform better than the schemes based on sam‑
pling and correlation techniques.

In [43], a transmission scheme similar to Release Time
Shift Keying (RTSK) was proposed to send a pattern of
molecules based on different time‑instants. For example,
the pattern δt,1 + δt,1.5 + 3δt,5 can be used for transmis‑
sion of bit‑1. As shown in Fig. 11, this pattern implies
that one molecule is sent at t = 1 s and t = 1.5 s time‑
instant, and three molecules are sent at t = 5 s time‑
instant. In thiswork, transmission, diffusion ofmolecules,
and reception were modeled using the Continuous‑Time
Markov Process (CTMP). For the reception, aMAPdemod‑
ulator has been employed which maximizes the posterior
probability that a symbol was sent given the history of
ligand‑receptor complexes formed at the receiver.

Further, the bit transmission based on the release time of
the molecule was proposed in [44]. In [44], three differ‑
ent detection schemes based on the maximum likelihood
detector, linear detector, and the detector based on the
ϐirst arrival were considered. The propagation time of a
particle was assumed to be Lévy distributed for a pure‑
diffusive channel and inverse Gaussian (IG) for a ϐlow‑
induced diffusive channel. The performance of each de‑
tection scheme was evaluated for different propagation
proϐileswhere arrival time ismodeled as (i) uniformly, (ii)
exponentially, (iii) IG, and (iv) Lévy distributed random
variable. Further, it is shown that the detection based
on the ϐirst arrival achieved the performance close to the
maximum likelihood‑based detection if the noise density
has zero mode4.

Further, for reducing ISI, a novel transmission scheme
based on Molecule Transition Shift Keying (MTSK) was
4The value of a random variable where the PDF is maximum is deϐined
as the mode.
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proposed in [45], where type‑A and type‑B molecules
were used for bit‑1 and nomolecule for bit‑0. As shown in
Fig. 12, in contrast to theOOKmodulation scheme, type‑B
molecules were released for bit‑1 before each bit‑0 to re‑
duce the effect of ISI. In addition to the MTSK modulation
scheme, receiver‑based ISI mitigation using a Decision
Feedback Filter (DFF) was proposed where the compu‑
tational complexity of DFF was independent of the num‑
ber of ϐilter taps. Further, the DFF is less complex than
the conventional DFE and MMSE equalizers. The results
showed that DFF signiϐicantly reduced the ISI from the
received signal before comparing it with a threshold for
detection. On the other hand, Impulse Transmission (IM)
and pulse transmission (PAM) schemes were proposed in
[46]. In this work, the energy‑based detection using the
binary hypothesis testing was proposed in the presence
and absence of ISI. The results therein demonstrated that
the IM transmission scheme has a higher probability of
detection in comparison to PAM.

A low complexity adaptive threshold detection scheme
has been proposed in [47] where the received signal in
the current bit‑interval was compared with the received
signal in the previous bit‑interval to decide in the favor

of bit‑1 or bit‑0, which was transmitted using the OOK
modulation scheme. Further, in [48], memory‑less and
memory‑based receiverdesignsbasedonaMAPrulewere
proposed for OOK modulated symbols. In this work, the
received signal PDF was considered as a Gaussian mix‑
ture model in presence of ISI and the detection thresh‑
old was evaluated iteratively by minimizing the proba‑
bility of error. Furthermore, the authors in [49] consid‑
ered rectangular pulse transmission using an OOK mod‑
ulation scheme, where a non‑coherent5 detection was
proposed which utilized the difference between the ac‑
cumulated concentration of molecules in successive bit‑
intervals. This scheme also provides ISI mitigation ca‑
pability. Further, this scheme gives better BER perfor‑
mance than the coherentMAPandMMSE schemes if chan‑
nel memory length is restricted to 10.

In [50], an OOKmodulation scheme has been employed at
the transmitter, while asynchronous peak detection and
energydetection schemeswith andwithoutdecision feed‑
back were proposed at the receiver. In an asynchronous
peak detector without decision feedback, all the sam‑
ples within a symbol interval were compared to ϐind the
maximum value, and the maximum value was compared
against the threshold for detection. Further, in the case
of detection with decision feedback, the expected ISI was
subtracted from the total received signal and then asyn‑
chronous peak detectionwas performed. A similar proce‑
dure was considered for energy detection with and with‑
out decision feedback. It is shown that the energy‑based
detectionwith ISI cancellation outperforms the other pro‑
posed schemes.

A convex optimization problem that minimizes the er‑
ror probability for determining the detection threshold
5In contrast to the coherent detector, a non‑coherent detector does not
require Channel State Information (CSI) at the receiver nano‑machine.
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Fig. 12 – MTSK modulation scheme, where two different colors represent two types of molecule.

was proposed in [51]. The logarithmic barrier function
was used in optimization. Further, the Newton‑Raphson
method was employed for updating the threshold in each
iteration. Authors in [52] proposed a non‑linear and non‑
coherent signal detection scheme for amplitude modu‑
lated symbols, where a combination of different decision
metrics was used for detection. The ϐirst decision met‑
ric was constructed using the convex property of the ϐil‑
tered signal, whereas the second decisionmetricwas con‑
structed using energy6 difference between the successive
symbols. In Fig. 13, the convex nature of the signal for bit‑
1 transmission can be observed. Further, in Fig. 14, the
energy difference is positive if bit‑1 is transmitted (e.g.,
energy difference of 2nd and 1st bit‑intervals) and nega‑
tive if bit‑0 is transmitted (e.g., energy difference of 3rd
and 2nd bit‑intervals). Most importantly, the detection
threshold at the receiver is obtained adaptively. The pro‑
posed scheme was shown to achieve BER performance
6Energy in a bit‑interval is deϐined as the sum of all samples within a
considered bit‑interval.
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identical to MAP and MMSE detection schemes at a sig‑
niϐicantly low Signal‑to‑Noise‑Ratio (SNR) range.

In [53], OOK was used at the transmitter and an adap‑
tive threshold‑based detection in presence of noise and
ISI was proposed at the receiver. Half of the total re‑
ceived molecules in the previous bit‑interval was used as
the threshold for detection in the current bit‑interval. It
is shown that the ϐixed threshold scheme does not work
well since a varying number of molecules (depending on
previous bit transmissions) due to ISI is added in the cur‑
rent bit‑interval. A transmission scheme similar to [53]
was also considered in [54]. However, at the receiver, the
authors proposed energy‑based and sampling‑based de‑
tection schemes. For the energy‑based detection scheme,
an optimal time‑interval was determined to minimize the
error rate at the receiver. For sampling‑based detection,
the total number of samples and the sampling point were
optimized to minimize the error rate.

The Pulse Position Modulation (PPM) scheme was pro‑
posed in [55] where molecules were released at the be‑
ginning and middle of the bit‑interval in case of bit‑1 and
bit‑0, respectively. A novel low complexity MAX detection
scheme was proposed where the time at which the maxi‑
mum concentration occurs is determined. In the case of
bit‑1 and bit‑0, the maximum concentration occurs be‑
fore and after the midpoint of the bit‑interval, respec‑
tively. The performance of the MAX detector was close
to the maximum likelihood detector except for scenarios
that experience signiϐicant ISI. Further, similar to [55], the
work in [56] also employed PPM modulation scheme at
the transmitter. However, in contrast to [55], two asyn‑
chronous detectorswere proposed in [56], where the ϐirst
detection scheme approximated the observation vector to
a linear weighted quantity and used a maximum likeli‑
hood estimate for detection. In the second method, only
the ϐirst arriving molecule was considered for detection.

Thus, the ϐirst element of the observation vector was set
to one, and the rest of the entries were set to zero. Based
on this observation vector, a maximum likelihood estima‑
tion was carried out at the receiver.

The Reed‑Solomon (RS) coding scheme for MC was intro‑
duced in [57] to enhance the error rate performance at
the receiver. In this work, the system using RS coding
was shown to achieve better BER than the system which
uses hamming codes. Thework in [58] proposed constant
weight codes along with a maximum likelihood sequence
detection scheme at the receiver. This detection scheme
was non‑coherent, i.e., CSI free detection.

A soft detection schemeusing subtraction and genetic am‑
pliϐier circuits modeled via chemical reactions was pre‑
sented in [59]. In this work, LLR was computed assuming
noise as Poisson (or Gaussian) distributed random vari‑
able. It was found that BER performance under both Pois‑
son and Gaussian models was identical thereby justifying
the Gaussian assumption. A sequence detection scheme
for OOK modulation has been proposed in [60]. Two‑
layered detection was performed where the ϐirst layer
found the number of bit‑1 in the received sequence of 7‑
bits. A different group of 7‑bit patterns was divided into
zones based on a logarithmic metric. Zones containing
more number of bit‑1 had a higher metric. Then the sec‑
ond layer found the locations of bit‑1 in a speciϐic zone by
using a Pearson correlationmetric. This process need not
search all the 7‑bit states thereby reducing the complex‑
ity.

On the other hand, a detector based on the derivative of
the received signal considering the OOK‑based transmis‑
sionwas proposed in [61]. More speciϐically, for detection
of bit bj at the receiver, all the derivative values within jth
time slot of duration T were calculated using the received
signal y(t), and then themaximum of these derivative val‑
ues was compared against the ϐixed threshold ω as shown
below.

b̂j =

{
1 if maxy(kTs)−y((k−1)Ts)

Ts
≥ ω,

0 otherwise,
(3)

where jNs ≤ k < (j + 1)Ns, sampling time Ts is deϐined
as Ts = T/Ns andNs is the number of samples taken in a
bit interval. Note that the threshold ω can be determined
empirically, where minimum BER is achieved. Simulation
results showed that theproposeddetectorperformedbet‑
ter than the MAP detector at a high data rate or small bit
duration.

Further, a preprocessing scheme based on higher order
derivatives has been proposed in [62]. Note that higher
order derivatives can be used if a high transmission rate
is required compared to the ϐirst order derivative used in
[61]. This is because of the fact that the peak time reduces
with an increase in the derivative order. Also, higher or‑
der derivative processing offers better ISImitigation since

ITU Journal on Future and Evolving Technologies, Volume 2 (2021), Issue 3

© International Telecommunication Union, 2021 43



the amplitude of the signal reduces quickly. However,
higher order derivatives may amplify the noise. Hence
the optimal derivative order is required for a trade‑off be‑
tween the noise ampliϐication and ISI mitigation. For de‑
coding, maximum likelihood sequence detection with re‑
duced channel memory was used in [62].

In [63], a variant of OOK was proposed in which two dif‑
ferent types of molecules were considered for transmis‑
sion of bit‑1, and no molecules were released for bit‑0.
For bit‑1, the type‑Amolecule was transmitted at the be‑
ginning of a bit‑interval, and the type‑B molecule was
transmitted at the peak time of the type‑Amolecule. Fur‑
ther, in [63], another modulation scheme was the Order
Shift Keying (OSK) in which type‑A molecule was trans‑
mitted at the beginning of a bit‑interval, and the type‑
B molecule was transmitted at the peak time of type‑A
molecule for bit‑1 and the order of molecules transmis‑
sion was reversed for sending bit‑0. These procedures
reduced the ISI at the receiving nano‑machine as type‑
A and type‑B molecules were assumed to react together.
The schemes proposed are shown in Fig. 15. In addition
to these schemes, a suboptimal maximum likelihood de‑
tection scheme and ISI neglecting detection scheme were
also proposed.

The authors in [64] proposed an optimal detec‑
tion scheme based on Accelerated‑Particle Swarm
Optimization (A‑PSO). This scheme used an ac‑
celeration factor to ϐind the optimal weights
www = [wjNs , wjNs+1, · · · , w(j+1)Ns

], such that the er‑
ror probability is minimum as described below.

www = argmin
www

Pe. (4)

Finally, using these optimal weights, a weighted sum de‑
tector was employed at the receiver i.e., each sample
within a bit‑interval was multiplied by a weight and all
the weighted samples were added to compare against the
threshold θ for detection,

b̂j =

{
1 if∑(j+1)Ns

k=jNs
wkyk ≥ θ;

0 otherwise,
(5)

wherewk ≥ 0. This detectorwas shown toperformbetter
than the MF detector.

Further, a suboptimal detection scheme was presented in
[65], where the CSI was modeled as a Gamma distributed
random variable. A non‑coherent decision feedback de‑
tection was also proposed therein, which utilizes statisti‑
cal CSI. The proposed decision feedback detector consid‑
ered a ϐixed detection window of sizeK where a constant
CSI was assumed. Further, a blind CSI estimation‑based
detection was also proposed in which CSI estimates were
found by averaging over the expected positions of bit‑1
and bit‑0.

In [66], two different detection schemes based on the
maximum likelihood criterion were presented for a

ligand‑receptor type communication. The ϐirst technique
considered the likelihood of observing bound receptor
molecules given the current transmitted bit and the esti‑
mate of ISI bits. The other one considered the likelihood
of observing the unbound time of receptors for detection.
The latter technique experiencedbetterBERperformance
because the bound state of receptors can provide little in‑
formation when the receiver saturates due to the ISI.

Further, three different detection techniques based on the
number of bound receptors, unbound time (around the
sampling time) of the receptors, and bound time of the
receptors were proposed in [67]. The detection based
on the bound time of the receptors was better in perfor‑
mance than the other two schemes. In this work, an esti‑
matorbasedon the log‑likelihoodof the ratio of ligandand
total concentration was also proposed for the detection.
In [68], chemical reaction networks for detecting binary
MoSK signals were proposed. In this work, sampling was
based on transcription networks and the demodulation
process used an integral feedback controller that senses
whether a chemical signal is above the threshold or not.
The demodulator output is used for detecting symbols us‑
ing the biological XOR gate.

In [69], OOK with rectangular pulse shaping was used
at the transmitter. The transmitted pulse was convolved
with the CIR to obtain the received signal. Further, at the
receiver, the detection process was carried out in three
steps: (i) stochastic resonance‑based nonlinear ϐiltering
(processing based on local transient features), (ii) calcula‑
tion of the non‑coherent metric, and (iii) threshold‑based
detection. The decisionmetric was constructed by adding
the metrics of the convex property of the ϐiltered signal,
transient shape among the symbols, and the energy dif‑
ference between the successive symbols.

The derivation of an event (e.g. presence of a cancer cell)
detection probability was presented in [70], where the
eventwas deϐined as the hitting of a singlemolecule at any
one of the multiple receivers within a certain period. The
detection probabilities were derived for both degradable
and non‑degradable molecules. In this work, the centers
of the receivers were assumed to be distributed as a Pois‑
son point process. Also, the number of molecules to be
transmitted for a speciϐied probability of event detection
was derived.

Rectangular pulse‑basedOOKwasused as themodulation
in [71]. Further, a weighted sum method with optimal
weights was proposed for detection and ISI mitigation at
the receiver. Optimal weights were obtained by maximiz‑
ing the Signal‑to‑Interference‑plus‑NoiseRatio (SINR) i.e.,
differentiating SINRwith respect to weights and setting it
equal to zero. Also, a block‑wise data detection‑based it‑
erativemethod for ISImitigationwas proposedwhere the
expected ISIwas subtracted from the total received signal.
Simulation results showed that the iterative method out‑
performed the weighted summethod for ISI mitigation.
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Fig. 15 – A variant of OOK and OSK modulation schemes.

For better ISI mitigation in comparison with [71], a
scheme based on non‑linear mapping was proposed in
[72]. This scheme ϐirst calculated the peak time of the CIR
and then the CIR before peak timewasmultiplied by a fac‑
tor such that the peak value of the CIR should increase.
Also, for ISI mitigation, the CIR after peak time was mul‑
tiplied by a different factor to reduce the CIR tail. Fur‑
ther, for OOK‑based transmission, a threshold‑based de‑
tection was performed using signal energy as a decision
metric. In this case, the threshold at the receiver was se‑
lected as themean of the signal energies of the previousP
bit‑intervals. Note that this selection of threshold is valid
only if P is signiϐicantly large. Simulation results demon‑
strated that this non‑linear mapping scheme had better
BER performance compared to the scheme proposed in
[71].

In [73] CSK modulation similar to [74] was used at the
transmitter. The detection was done by maximizing the
Probability Mass Function (PMF) of the number of re‑
ceived molecules. A similar detection procedure was
also presented considering the presence of an additional
source. This additional source generated interference
which was modeled using a uniformly distributed ran‑
dom variable for mathematical analysis. Also, an optimal
detection interval was found, which minimized the error
probability. Itwas shown that the optimal detection inter‑
val was less than the transmission bit‑interval. Authors
in [75] proposed coded modulation for binary OOK and
4‑ary CSK. Moreover, at the receiver, threshold‑less de‑
tection of data symbols was proposed since the thresh‑
old was set to zero due to the orthogonal coding scheme.
However, the data rate was limited7 for the proposed sys‑
tem due to channel coding.

Further, a generalized MoSKmodulation was proposed in
[76] to improve the data rate using less types ofmolecules

7Since the channel coding schemes append some coded bits to the infor‑
mation bits, the amount of information transmitted in a given time is
reduced in comparison to the scenario which does not consider chan‑
nel coding.

compared to the conventional MoSK modulation [33].
The generalized MoSK can transmit ⌊log2(M !/(MI !(M −
MI !))⌋ bits per symbol where MI out of M types of
molecules were required to send a symbol. While the
MoSK scheme can only transmit ⌊log2(M)⌋ bits per sym‑
bol usingM types of molecules. For example,M=16 is re‑
quired in MoSK whileM=6 andMI=3 is required in gen‑
eralized MoSK to achieve a data rate of 4 bits per symbol.
Apart from this, maximum likelihood detection consider‑
ing the presence/absence of ISI fromprevious one symbol
duration was used at the receiver. The simulation results
demonstrated that the proposedmodulation schemewith
amaximum likelihood detector achieves better error per‑
formance compared to MoSK, CSK and D‑MoSK schemes.

2.1.2 Relay‑assisted‑based MC systems

The work in [74] proposed CSK modulation where Q1

molecules were emitted to transmit bit‑1 and Q0(< Q1)
molecules were emitted to transmit bit‑0. This re‑
duces the Peak‑to‑Average‑Molecule Ratio that is suit‑
able for nano‑machines having limited storage. Further,
an estimate‑and‑forward relaying scheme was proposed,
which was shown to perform better than the decode‑and‑
forward, and amplify‑and‑forward relaying schemes. In
contrast to decode‑and‑forward relaying, this improve‑
ment arises since the estimate‑and‑forward relay trans‑
mits a soft decision. Also, the estimate‑and‑forward re‑
lay does not amplify the noise as seen in the amplify‑and‑
forward relaying scheme. The maximum likelihood esti‑
mation of the number of transmitted molecules was per‑
formed at the intermediate relay node which was also
used to ϐind the error probability at the destination re‑
ceiver. The optimization of the decision threshold in [74]
was similar to the one proposed in [51].

The work in [77] considered an amplify‑and‑forward re‑
laying scheme to increase the communication range. In
this work, a detection scheme based on the MAP rule has
been proposed for OOKmodulated transmission. The de‑
tection threshold was determined by differentiating the
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expected error probability with respect to the threshold
and substituting the resulting expression equal to zero.
Further, in [78], equal gain combining was used at the ϐi‑
nal destination which could sense the molecules sent by
both the transmitter and the decode‑and‑forward relay
node. In this work, the optimal position of the relay and
optimal detection threshold at each of the receivers were
derived by using a Block Coordinate Descent Algorithm
(BCDA)whichminimizes the end‑to‑endprobability of er‑
ror. Note that single type of molecules transmission at
both the nodes causes ILI that in turn decreases the chan‑
nel capacity. Thus, to improve the channel capacity of a
decode‑and‑forward relay‑assisted‑basedMC system, dif‑
ferent types of molecules were used for transmission at
the source and the relay in [79]. For decoding, a joint op‑
timal detection threshold problem was also solved using
the Gradient Descent algorithm, which minimizes the er‑
ror probability with respect to thresholds at the interme‑
diate relay and the ϐinal destination.

2.1.3 MIMO‑based MC systems
The work in [80] proposed a binary ASK modulation
scheme for the MIMO‑MC system. For the proposed
system, a Zero‑Forcing (ZF)‑based equalizer, as well as
ϐixed and adaptive threshold‑based detection schemes,
have been proposed. Simulation results demonstrated
that both ZF and adaptive threshold‑based detectors had
identical BER performance, however, the ϐixed threshold‑
based detection experienced the worst BER performance
at the receiver.

Derivative‑based detection for 2×2 MIMO‑MC consider‑
ing OOK modulation was proposed in [81]. In this work,
the detection was based on the premise that when a bit‑1
was transmitted the received signal had consecutive pos‑
itive derivative values due to an initial rise in the num‑
ber of received molecules, and in the case of bit‑0, the re‑
ceived signal either had consecutive negative slope values
or small positive values due to a weak rising edge caused
by the Inter‑Link Interference (ILI). Further, for detection
in a severe ILI scenario, a ZF detection scheme was pro‑
posed in [82] assuming asymmetric topology (different
number of transmit/receive antennas). The received sig‑
nal was multiplied by the Moore‑Penrose pseudo inverse
of the channel matrix to counter the ILI and also to yield
an estimate of the transmitted signal. Simulation results
showed that ZF detection with signal sampling at peak
times of respective receive antennas achieved lower BER
than the ZF detection with signal sampling at the same
time for all receive antennas.

AMIMO‑MCsystemwhere a transmitter could senddiffer‑
ent types ofmolecules was proposed in [83]. In this work,
optimizing the drug dosage (i.e., number of molecules
emitted by the transmitter) was considered. For perfor‑
mance analysis, BER was evaluated for four different con‑
ϐigurations i.e., Single‑Input Single‑Output (SISO), Single‑
Input Multiple‑Output (SIMO), Multiple‑Input Single Out‑

put (MISO), and MIMO. Further, the work in [84] derived
approximate analytical expression of hitting probability
considering the the presence of two fully absorbing re‑
ceivers in 3‑Dmedium. Based on this expression, authors
demonstrated that a signalingmolecule has higher hitting
probability if two fully absorbing receivers at a distant lo‑
cation are used instead of a single fully absorbing receiver.
Further, considering null and alternative hypotheses with
OOK modulated symbols, the area under the ROC curve
was derived to analyze the detection performance at both
receivers. The insights developed in this work can be fur‑
ther used for designing the detection schemes with two
receivers.

2.1.4 Distributed detection‑based MC systems
Thework in [85] considered cooperative detectionwhere
more than one receiver detects the OOKmodulated trans‑
mitted bit and send their decision to an FC, which makes
a global decision using the majority, AND, and OR rules.
Simulation results demonstrated that the error probabil‑
ity for the majority rule was the lowest. In the noisy sce‑
nario, the OR rule performed better for high threshold
values. A square pulse transmission based on OOK was
proposed in [86] for abnormality detection. In this work,
the abnormality detection scheme considered a two‑tier
structure, where several sensor nano‑machines sensed
the abnormality and sent their decisions to anFC todecide
the presence or absence of abnormality. TheNP criterion‑
based generalized likelihood ratio testwas used for detec‑
tion in the ϐirst tier and the OR‑based fusion rule [85] was
used at FC in the second tier.

Authors in [87] formulated a convex optimization prob‑
lem to determine the threshold at each of the receivers
and FC, which minimizes the expected end‑to‑end prob‑
ability of error. The performance of the system was eval‑
uated under perfect and noisy reporting by the receivers
to the FC. A similar systemof sensor nano‑machines send‑
ing molecular signals to an FC for cooperative abnormal‑
ity detection was proposed in [88]. In this work, two dif‑
ferent transmission schemes emitting the same type of
molecules and different types of molecules by sensors to
the FCwere considered. For detection, LLRwas compared
against the threshold to decidewhether an abnormality is
present or not. In addition to this, suboptimal detection
schemes for different types of molecules were proposed,
where only themaximumvalue inside the logarithm func‑
tion was considered. Moreover, the maximal ratio com‑
bining of the sensor outputs and two‑stagedetectionwere
also proposed therein.

Further, to reduce the number of samples and subse‑
quently decision delay at the FC, a detection technique
was proposed in [89]. This technique used a sequential
average probability ratio test, which employed two differ‑
ent thresholds for binary hypothesis testing. A decision
was made in favor of the ϐirst hypothesis if LLR was less
than the lower thresholdotherwise the secondhypothesis
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was chosen if LLR was greater than the upper threshold.
If the LLRwas in between the lower and the upper thresh‑
olds, then only one more sample was collected and LLRT
was repeated again. A communication system similar to
[85] was proposed in [90]. In this case, multiple receivers
emitted the same type ofmolecules to convey information
to the FC and at the FC, a simple detection based on a con‑
stant threshold was proposed for decoding information
bits. This schemewas slightly inferior to themajority rule
considered in [85], which however had low complexity.

A communication system based on several nano‑sensors
sending information to the FC was proposed in [91]. This
system was for detecting the presence or absence of tar‑
get (malignant tissue) considering the unknown secre‑
tion rate of biomarkers and unknown location of the ma‑
lignant tissue. In this work, the LLR test was used at
the nano‑sensors for detection, whereas the Generalized‑
Likelihood Ratio Test (G‑LRT) and Generalized‑Local Op‑
timumDetector (G‑LOD) were proposed at the FC. In con‑
trast to G‑LRT, G‑LOD was less computationally complex
since it maximized the decision variable with respect to
target location only. A MIMO communication system was
proposed in [92] where multiple transmitters sent dif‑
ferent molecules to the receivers. A signal processing
scheme to ϐind the global peak out of various impulse re‑
sponses received at a single receiver was presented. Fur‑
ther, an NP test was performed at each of the receivers to
decide in favor of bit‑1 or bit‑0. Finally, the central node
i.e., FC collected all the individual decisions from each re‑
ceiver and made the decision usingK out ofN rule i.e., if
K or more thanK receivers decide bit‑1 then FC decides
bit‑1.

On the other hand, three different variations of maximum
likelihood detection were proposed in [93]. In a perfect
reporting scenario: i) the FC assesses each observation
by the receiver to calculate the likelihood. This is termed
as Full‑maximum likelihood. ii) The FC assigns equal
weight to all the samples within a bit‑interval at each
receiver. This is Limited‑maximum likelihood detection.
In noisy reporting, the FC adds all the observations that
arrive from different receivers and ϐinds the likelihood.
All the receiver’s use single molecule and decode‑and‑
forward strategy to send information to the FC. Hence this
technique was termed as SD‑maximum likelihood. SD‑
maximum likelihood had the worst performance and the
Full‑maximum likelihood detection performed the best.

Abnormality detection and monitoring schemes using
sensor networks with FC have been presented in [94].
Sensors used the OOKmodulation scheme to transmit in‑
formation to the FC. After collecting observations from
all the sensors, the FC makes a ϐinal decision on the
state of abnormality. Note that this system was based
on a partially observable Markov decision process (non‑
homogeneous Markov model). In this model, the system
state was deϐined as the location and time of occurrences
of abnormalities at multiple sites, and how they propa‑

gate. Different situations in the system were mapped to
some states of the Markov process. Further, the proba‑
bility for each state was calculated and updated. Based
on these probabilities, the changes in the system were
monitored. More speciϐically, the spreading of changes in
the environment (e.g. gradual tumor growth)was studied
for monitoring. On the other hand, suboptimal detectors
based onmyopic policywere proposed. For detection, the
aimwas to minimize the delay in reporting to the FC. Fur‑
thermore, binary and non‑binary stopping time scenarios
were investigated.

In [95], two maximum likelihood detection schemes (sin‑
gle molecule type and multiple molecule types) at FC
based on decode‑and‑forward relaying and an maxi‑
mum likelihood detection scheme based on amplify‑and‑
forward relaying was proposed. It was shown that the
multiple molecule type scheme outperformed the other
two proposed schemes for the considered cooperativeMC
system.

2.1.5 Machine‑learning‑based MC systems
An adaptive threshold‑based detection using an Artiϐi‑
cial Neural Network (ANN) was proposed in [27]. In
this work, the Gradient‑Descent algorithm was used for
weight optimization. Moreover, elements of the output
vector of the neural network were used as an adaptive
threshold for detecting the bits, e.g., if the number of re‑
ceived molecules in jth bit duration was Nrxj and oj was
the corresponding output of ANN thenNrxj > oj was the
rule for detecting bit‑1 and vice‑versa. In this work, BER
performance better than state‑of‑the‑art detectors was
claimed at a reduced number of transmitted molecules.

In [96], curve ϐitting for the received molecules is done,
where the LeastMean Square (LMS)method is used to up‑
date the polynomial coefϐicients. Moreover, the weighted
sum of polynomial coefϐicients is used as the adaptive
threshold for detecting the information in the presence
of ISI. Further, Takagi‑Sugeno (TS) fuzzy model has been
employed,which can approximate complex nonlinear sys‑
tems with fewer rules and higher modeling accuracy, and
express the local dynamics of each fuzzy rule. The TS
model, which is comprised of an optimized structure (the
number of rules and inputs), optimized parameters for
membership function. This strategy can minimize the er‑
ror between the fuzzy output and the desired output. This
work also proposed anANNdetectorwith two hidden lay‑
ers, which combines the adaptive fuzzy threshold (in the
ϐirst hidden layer) and polynomial approximation (in the
second hidden layer).

Further, for a CSK‑based modulation scheme, a deep
learning‑based detector was proposed in [28] that min‑
imized the difference between detected and transmitted
symbol vectors. The detector had 70 neurons in the ϐirst
hidden layer and 10 neurons in the second hidden layer.
This detector performed well at SNR values of 18 dB and
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15 dB for ISI and ISI free scenarios respectively. Further‑ 
more, to reduce the number of hidden layer neurons, a 
different architecture of the feed‑forward ANN detector 
has been proposed in [29] where the training of a neural 
network was carried out for zero‑bit, one‑bit, and K‑bit 
memory receivers using the number of received particles 
and the corresponding transmitted bit. The number of 
hidden layers was 10 with 5 neurons in each layer. More‑ 
over, the Levenberg‑Marquardt (LM) optimization algo‑ 
rithm has been used for updating the weights. The detec‑ 
tion was based on whether the probability of observing 
a bit‑1 given the number of received particles and previ‑ 
ously estimated bits was greater or less than 0.5.

Further, two different detectors using feed‑forward NN 
having one hidden layer of 16 nodes and RNN having one 
Long Short‑Term Memory (LSTM) layer of 16 nodes at a 
fusion center in a distributed detection system was pro‑ 
posed in [97]. This system was proposed for a binary hy‑ 
pothesis testing to detect the presence or absence of an 
abnormality considering OOK‑based transmission. These 
detectors were trained using the received signal at the 
FC from all the sensors and the corresponding hypothe‑ 
sis. Adam optimizer and Gradient Descent with momen‑ 
tum were used for feed‑forward NN and RNN, respec‑ 
tively. These schemes avoid the requirement of an ana‑ 
lytical channel model and CSI estimation particularly for 
distributed MC systems. It was shown that an RNN de‑ 
tector performed well than the feed‑forward NN. Table 2 
summarizes the modulation and detection techniques in 
static MC without drift in the channel.

2.2 Static nano‑machines in ϐlow‑induced 
diffusive channel

2.2.1 Single transmitter and single receiver‑
based MC systems

In [98], a MAP rule‑based signal detection scheme with 
ISI cancellation was presented for binary and M‑ary trans‑ 
missions. The ISI cancellation was achieved by subtract‑ 
ing the expected ISI molecules from the number of re‑ 
ceived molecules in the current bit‑interval. In this work, 
positive drift velocity has been assumed and the PDF of 
ϐirst hitting time of a molecule is considered as IG. The 
maximum likelihood sequence detection along with two 
variations of a weighted sum detector i.e., equal weight 
detector and MF detector were proposed in [99] for differ‑ 
ent types of ϐlow present in the environment. It is shown 
that the maximum likelihood sequence detection outper‑ 
formed the other two detectors for most of the scenar‑ 
ios. However, both weighted detectors performed well if 
a mild ϐlow was present opposite to the direction of infor‑ 
mation ϐlow. Further, the work in [105] considered OOK 
modulation and proposed an MF detector which maxi‑ 
mizes the SINR to calculate the optimal weights to be 
multiplied by each sample within a bit‑interval. 
However, the selection of the detection threshold was not 
specified therein.

In [112], binary and 4‑ary amplitude modulation schemes 
have been presented. Apart from these two schemes, au‑ 
thors also proposed a third modulation scheme where 
symbols 01 and 10 were considered as 1, and 00 and 
11 were considered as 0 and 2, respectively. For each 
scheme, Symbol Error Probability (SEP) expression was 
derived considering maximum likelihood detection at the 
receiver. Authors demonstrated that in positive drift sce‑ 
nario, SEP for all three schemes decreased with an in‑ 
crease in ϐlow velocity. Moreover, SEP performance of the 
third modulation scheme was in between the other two 
modulation schemes. Extending the previous work [99], 
the authors in [113] proposed Viterbi sequence detection 
to obtain a lower bound on the BER. Further, a family 
of weighted sum detectors (i.e., MF and equal weight de‑ 
tectors) were also proposed and their BER performances 
were compared with the Viterbi detector. Analytical ex‑ 
pressions were also derived for different weighted sum 
detectors. Further, ISI mitigation by using the enzymes 
in the environment was also included to enhance the per‑ 
formance at the receiver.

In [100], an OOK modulation scheme was considered for 
transmission. However, for detection, the variance of 
the propagation time of molecules was calculated and 
subtracted from the current time to ϐind the emitting 
time of the molecules. This detection process was asyn‑ 
chronous. In this work, the PDF of propagation time 
for superior vena cavae at 120 mm/s blood ϐlow veloc‑ 
ity and capillaries at 790 µm were shown. Further, for 
performance analysis, the error probability expression in 
terms of the Chi‑square Cumulative Distribution Function 
(CDF) is derived. Finally, the authors showed that the 
variance of propagation time PDF was lesser in superior 
vena cavae than the capillaries. Therefore, the commu‑ 
nication in superior vena cavae was slightly more reli‑ 
able than in capillaries. In [101], MoSK modulation was 
used for transmission where N molecules of type‑A and 
type‑B were released for sending bit‑1 and bit‑0, respec‑ 
tively. A novel asynchronous detector named Count‑To‑A‑ 
Threshold (CTAT) was designed which counted both types 
of molecules and then decided in favor of a particular bit 
if the number of molecules corresponding to that bit was 
above a predeϐined threshold. In the presence of ISI, this 
detector resulted in a better performance than the simple 
binary detector, which compared the number of type‑A 
received molecules with type‑B received molecules.
The work in [103] proposed a binary timing‑based mod‑ 
ulation scheme for conveying the information between 
two communicating nodes. Also, three different detection 
schemes were proposed at the receiver. The ϐirst detec‑ 
tion scheme was based on MAP criteria where a condi‑ 
tional PDF of output was maximized for detection; how‑ 
ever, it was very complex as the multiplication of several 
IG distributions were required. The second technique was
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Table 2 – Summary of transmission and detection in static MC without drift

Reference Modulation Detection Symbol‑
by‑symbol
(Sbs)/Sequence
(Seq) detector

Coherent/
Non‑coherent
detection

Complexity

[33] MoSK i) MAP detection without ISI
ii) Viterbi detection with ISI

Sbs for i) and
Seq for ii)

Coherent i) High
ii) Very high

[35] Binary PAM Log LRT for energy detection scheme Sbs Coherent High
[37] OOK NP test (for separating very close bi‑

nary signals) and MF detector
Sbs Coherent Low

[39] OOK Amplitude and energy detection with
ϐixed threshold

Sbs Non‑coherent Low

[34] MoSK MAP detection with noise whitening
ϐilter

Sbs Coherent High

[40] Rectangular pulse
based OOK

Adaptive receiver based on steepest
descent algorithm for i) MAP detec‑
tion ii)Maximum likelihooddetection
iii) MMSE equalizer iv) DFE

Seq for i), ii) and
Sbs for iii), iv)

Coherent i) Very high
ii) High
iii) Low
iv) Moderate

[41] Binary andquater‑
nary ASK

Log LRT for binary and M‑ary detec‑
tion

Sbs Coherent High

[43] Modulation based
on chemical reac‑
tion rate

MAP rule using CTMP Sbs Coherent Moderate

[45] MTSK DFF Sbs Coherent High
[86] OOK Cooperative detection with GLRT at

1st tier and OR fusion rule at 2nd tier
Sbs Coherent High

[52] Rectangular
pulsed based OOK

Nonlinear adaptive threshold detec‑
tion based on local geometry and en‑
ergy difference of received signal

Sbs Non‑coherent Low

[60] Rectangular
pulsed based OOK

Two layered detection for reduc‑
ing the number of sequences to be
searched

Seq Non‑coherent High

[27] OOK ANN with Gradient‑Descent opti‑
mization for weights

Seq Non‑coherent High

[61] OOK Derivative based detection Sbs Non‑coherent Moderate
[63] OOK and OSK Suboptimal maximum likelihood de‑

tector and ISI neglecting detector
Sbs Non‑coherent Moderate

[96] OOK ANN with fuzzy threshold detection
and polynomial approximation

Sbs Non‑coherent High

[29] OOK ANN detection with LM optimizer Sbs Non‑coherent Moderate
[71] Rectangular pulse

based OOK
Binary detection with iterative
method of ISI mitigation

Sbs Non‑coherent Moderate

average detection i.e., an average of the output was calcu‑ 
lated then fed to the MAP detector for reducing the com‑ 
plexity of the receiver. In the third technique, ϐirst‑order 
arrival time was used as the test statistic.

In [104], the transmitter emitted molecules using the OOK 
modulation scheme. In this work, the channel was similar 
to the vein and at the receiver, maximum likelihood se‑ 
quence detection was used. The BER performance was 
evaluated in the presence of a periodic force generated 
due to heart pumping, where periodic force was modeled 
as a sinusoidal wave. Also, the performance evaluation 
was done considering different sinusoidal phases and the 
different size of transmitted molecules. Simulation re‑ 
sults demonstrated that performance improvement can 
be achieved by the appropriate selection of release time 
of molecules and their size.

Synchronous and asynchronous sensing techniques were 
proposed in [114]. In this work, two different nano‑ 
networks (each consisting of a single transmitter and re‑ 
ceiver pair) were assumed inside a blood vessel. At the 
receiver, energy detection was employed for detecting the 
molecules. Besides, sensing based on long and short sens‑ 
ing windows in the case of synchronous sensing was also 
proposed. Moreover, the Bayesian approach was used to 
derive the likelihood ratio test in the case when the two 
networks were not synchronized. In [115], sampling time 
i.e., the number of samples taken at the receiver was opti‑ 
mized to minimize the error probability with OOK modu‑ 
lated transmission. For decoding, an energy detector was
used at the receiver.
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Table 3 – Summary of transmission and detection in static MC with drift

Reference Modulation Detection Symbol‑
by‑symbol
(Sbs)/Sequence
(Seq) detector

Coherent/ Non‑
coherent detection

Complexity

[98] Binary and M‑ary
quantity based
modulation

MAP detection Sbs Coherent High

[99] Binary PAM Weighted sum detector Sbs Coherent Low
[100] OOK Detection based on variance

of arrival times of molecules
Sbs Coherent Moderate

[101] MoSK CTAT Sbs Coherent Low
[102] OOK i) Optimal distributed detec‑

tion using weighted Log LRT
ii)K out ofN fusion rule at FC

Sbs Coherent i) High
ii) Low

[103] Binary timing
based modulation

i) MAP detection
ii) Average detection
iii) Order statistic detection

Sbs Coherent i) High
ii) Low
iii) Moderate

[104] OOK Maximum likelihood se‑
quence detection

Seq Coherent Very high

[105] OOK MF detector Sbs Coherent Low
[106] OOK SBRNN with ADAM optimizer Seq Non‑coherent High
[107] MSSK and QMSSK i) Maximum count decoding

ii) Maximum likelihood se‑
quence detection
iii) Maximum likelihood de‑
tection

Seq for i), ii) and
Sbs for iii)

Non‑coherent in i)
and Coherent in ii),
iii)

i) Low
ii) High
iii) Moderate

[108] Release time shift
keying with con‑
volutional coding

Viterbi detection with asym‑
metric metric

Seq Coherent High

[30] OOK Parzen‑PNN based detection Sbs Non‑coherent High
[109] OOK Detection based on i) MAP

criterion ii) Mean square er‑
ror iii) Error probability min‑
imization

Sbs Non‑coherent i) Moderate
ii) Low
iii) High

[110] Rectangular pulse
based OOK

Sparse dictionary learning
and Kernel LMS algorithm

Sbs Non‑coherent High

[111] CSK Fuzzy C‑means clustering Sbs Non‑coherent Moderate

The channelmodeling for active andpassive receiverswas
proposed in [116], where reception probability for a pas‑
sive receiver and the PDF of ϐirst hitting time at an ab‑
sorbing point located on an inϐinite plane were derived.
In addition to this, the reception probability of a molecule
was also derived for a receptor on an absorbingwall. Also,
maximum likelihood sequence detection using hard deci‑
sion Viterbi decoding was used at the receiver. In [122],
maximum likelihood detection and the detection based of
ϐirst arrival time ofmolecules were considered for release
time modulation at the transmitter. Authors showed that
for the scenarios when the number of released molecules
is small, the detector based on ϐirst arrival performed
very close to the maximum likelihood detector. On the
other hand, if the number of releasedmolecules are large,
the maximum likelihood detector outperformed the ϐirst
arrival‑time‑based detector.

The maximum likelihood sequence detection has been
proposed for the M‑ary transmission scheme in [123]. In

this work, it is shown that the performance can be en‑
hanced by using a shift register of log2M bits at the trans‑
mitter. The state of shift register determined the num‑
ber of molecules to be emitted by the transmitter. A slid‑
ing bidirectional recurrent neural network has been pro‑
posed in [106] for sequencedetection. This procedure can
be useful when the channel model is unknown. In this
work, a sliding window is used over which the estimated
PMFs are averaged to ϐind the ϐinal PMF.

Super‑Paramagnetic Iron Oxide Nanoparticles (SPIONs)
were used as the information particles in [124]. In this
work, OOK modulation and simple threshold‑based de‑
tection were used at the transmitter and receiver, re‑
spectively. Interestingly, an external magnetic ϐield was
used to guide the particles towards the receiver. Thus,
the movement of particles was studied under different
magnetic ϐield gradients and the system performancewas
characterized in terms of error rate under different parti‑
cle size distributions. It is worth noting that this scheme
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Table 4 – Comparison of different modulation schemes proposed in the literature

Reference Modulation Abbreviation Based on ISI miti‑
gation

Types of
molecule

[32], [39], [24], [50], [61],
[77], [117], [118], [119]

On‑off keying OOK Concentration No 1

[73], [74], [75], [120] Concentration shift keying n‑CSK Concentration No 1
[33], [68], [101] Molecular shift keying n‑MoSK Molecule type Medium n
[35], [36] Pulse amplitude modulation PAM Concentration No 1
[55], [56] Pulse position modulation PPM Molecule release time No 1
[45] Molecular transition shift key‑

ing
n‑MTSK Concentration and

molecule type
Yes 2n

[63] Order shift keying OSK Order of molecules Yes 2
[107] Molecular space shift keying MSSK Spatial position Yes 1
[107] Quadrature molecular space

shift keying
QMSSK Spatial position and

molecule type
Yes 2

[121] Depleted‑molecular shift key‑
ing

D‑MoSK Molecule type Yes n/log2n

can be useful in a negative drift environment where the
molecules move away from the receiver. In [108], re‑
lease time shift keying combinedwith convolution coding
and Viterbi decoding based on asymmetric distance met‑
ric was proposed. The basic premise of employing this
new metric was the asymmetry of the molecular chan‑
nel, unlike the symmetric Additive White Gaussian Noise
(AWGN) channel. In this work, encoders and decoders
based on biological circuits were also proposed, where li‑
posomes capable of receiving and sendingmoleculeswere
used.

A release time‑based modulation scheme was used in
[125] for amicroϐluidic channel with drift. In this scheme,
a molecule generator for synthesizing molecules and an
oscillator to control their release time were used at the
transmitter. On the other hand, the receiver used an os‑
cillator that was not synchronized to the transmitter and
NAND gate which could be designed using messenger Ri‑
bonucleic acid (mRNA) cells for generating any logical
function. For decoding, the receiver employed a max‑
imum likelihood‑based detection scheme. The authors
demonstrated that in the case of negligible background
noise, the variance of the arrival time ofmolecules follows
a non‑central Chi‑squared distribution. However, for the
case when the background noise was present, the PDF of
the sample variance of the arrival time was shown to be a
linear weighted function of non‑central Chi‑squared dis‑
tributions, where the weighting factors followed a hyper‑
geometric distribution.

In [120], three‑dimensional molecular cooperative com‑
munication system performance was analyzed under the
ϐlow‑induced diffusive channel. In this work, binary CSK
has been used at the transmitter and the equal gain com‑
bining was used at the receiver, which combined the sig‑
nals received from the transmitter and the intermediate
cooperative nano‑machine. The LRT‑based rule was used
to determine the detection threshold at the cooperative

nano‑machine. Moreover, the detection threshold at the
ϐinal destination was obtained by minimizing the end‑
to‑end error probability using the Gradient‑Descent al‑
gorithm. In addition to decision thresholds, the optimal
number of molecules to be transmitted by the source and
the cooperative nano‑machinewas also determined using
the Gradient‑Descent algorithm. A method for estimating
various system parameters in the presence of drift was
proposed in [126]. In this work, maximum likelihood es‑
timation was used where the log‑likelihood function was
maximized to ϐind the diffusion coefϐicient, the distance
between the transmitter and the receiver, and the drift
velocity of the medium. The Cramer‑Rao lower bound as
well as the mean‑squared error in the estimation of dif‑
ferent parameters were also determined.

A linear ϐilter‑based receiver design was proposed in
[127] for the time‑varyingPoisson channel. In thiswork, a
sampled average of expected observed molecules for bit‑
1 and bit‑0 was found over all permutations of sequences.
Then, the ratio of these sampled average values was cal‑
culated to evaluate ϐilter coefϐicients. A worst‑case ϐilter
design was also proposed therein where all previous bits
were either 1 or 0. Finally, ϐilter design based on linear
programming was also discussed for a high transmission
rate. A fuzzy clustering algorithm called Fuzzy C‑mean
(FCM)was proposed in [111]where each bitwas detected
based on its closeness to the center of a particular cluster.
Themetrics used in this work for calculating the center of
the clusters were similar to the ones considered in [69].

2.2.2 Relay‑assisted‑based MC systems

AnMC systembased on decode‑and‑forward relayingwas
analyzed in [128] considering positive drift velocity. For
communication and also to avoid interference at the inter‑
mediate relay node, type‑A molecules were used by the
transmitter in the ϐirst phase and type‑B molecules were
usedbya relaynode in the secondphase. The errorproba‑
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bility expression at the destination was derived which was 
shown to be a function of detection thresholds employed 
at the relay and destination nodes. Therefore, the authors 
determined: (i) the threshold at the relay node by using 
the likelihood‑ratio test and (ii) the threshold at the des‑ 
tination by minimizing the end‑to‑end error probability. 
This end‑to‑end error probability minimization problem 
was formulated as a quasi‑convex optimization problem, 
which was solved using the bisection method.

The work in [129] proposed an estimate‑and‑forward 
relaying scheme under the ϐlow‑induced diffusive chan‑ 
nel. In this scheme, estimating the number of transmit‑ 
ted molecules at the relay node was done by maximizing 
the joint PDF of all observations. The Newton‑Raphson 
method was used for this purpose. Moreover, the analyti‑ 
cal expression of error probability was derived consider‑ 
ing maximum likelihood and energy detectors at the re‑ 
ceiver. Simulation results demonstrated that the decode‑ 
and‑forward relaying achieves low BER if the relay is lo‑ 
cated close to the source. On the other hand, estimate‑ 
and‑forward relaying works better if the relay is located 
close to the destination. The work in [109] considered 
an amplify‑and‑forward relaying scheme to increase the 
range of communication. Three different detection tech‑ 
niques were presented considering OOK‑based transmis‑ 
sion. In particular, the detection based on mean‑squared 
error, the detection based on MAP, and the decision rule 
which minimized the error probability were considered.

2.2.3 MIMO‑based MC systems
In [130], the MISO system has been considered where 
multiple transmitters were assumed to send information 
in different time slots using OOK modulation. Apart from 
ISI, ILI was also considered while analyzing system per‑ 
formance. In this work, symbol duration and the number 
of transmitted molecules were jointly optimized. For this 
purpose, multi‑objective optimization was transformed to 
a single objective optimization by using the weighted sum 
method. This system was claimed to be useful for drug 
release management where the requirement of various 
drugs in different dosages was present.

Various index modulation schemes utilizing antenna sep‑ 
aration were proposed in [107]. The ϐirst scheme con‑ 
sidered Molecular Space Shift Keying (MSSK) modulation, 
where the transmitter uses each of its antennas to trans‑ 
mit different bit‑streams. The second scheme consid‑ 
ered Quadrature Molecular Space Shift Keying (QMSSK) 
where two different MSSK modulators were used at the 
transmitter and each modulator sent a different type 
of molecule thus providing channels orthogonal to each 
other. The schematic representation of both MSSK and 
QMSSK schemes are given in Fig. 16. Also, a combi‑ 
nation of MSSK and QMSSK was proposed as the third 
modulation scheme. Three different detection schemes 
i.e., maximum‑count decoding, maximum likelihood se‑ 
quence detection, and symbol‑by‑symbol maximum
likelihood detection were studied.

In maximum‑count decoding, one receiver antenna index 
is found that receives the maximum number of molecules. 
Corresponding to that antenna index, an n‑bit sequence
is decoded where n = log2(nt) and nt is the number of 
transmit antennas. In maximum likelihood sequence de‑ 
tection, the likelihood function corresponding to a par‑ 
ticular symbol sequence is maximized. Towards this, 
the maximum likelihood sequence detector generates the
trellis to obtain the likelihood of nr

L antenna index vec‑ 
tors, where nr and L represent the number of receiver an‑ 
tennas and channel memory length, respectively. On the 
other hand, the symbol‑by‑symbol maximum likelihood 
detection decodes the symbol by maximizing the sum of 
likelihood functions at each of the receiver antennas.

2.2.4 Distributed detection‑based MC systems
A distributed detection scheme was proposed in [131] 
and [102], where many sensors sent molecules to an FC 
to decide the presence or absence of a biological agent 
(BA). In this work, the emission by the BA was modeled as 
the Kolmogorov‑Feller diffusion process (colloidal Brow‑ 
nian motion under drift). The weighted log‑likelihood ra‑ 
tio test was the optimal fusion rule for binary hypothesis 
testing. This rule is called the Chair‑Varshney rule under 
both the NP and Bayesian framework. Further, a subopti‑ 
mal fusion rule was also presented therein. Event detec‑ 
tion in anomalous diffusion with drift was studied in [132] 
for an FC‑based distributed nano‑network. Considering 
OOK modulated transmission, the detection at FC was car‑ 
ried out using the binary hypothesis testing with LLR. In 
this work, time‑slot optimization based on reinforcement 
learning was also proposed to increase the throughput of 
the network.

2.2.5 Machine‑learning‑based MC systems
High‑dimensional metric combining was proposed in [30] 
for a non‑coherent detection scheme. In this work, the 
ϐirst metric was constructed using the rising edge prop‑ 
erty of the signal, the second metric was the minimum 
inϐlection considering successive time slots and the third 
metric was the energy difference in successive time slots. 
At the receiver, the sum of these metrics was used for de‑ 
tection, which was shown to be insensitive to ISI and im‑ 
perfect synchronization. Parzen‑probabilistic Neural Net‑ 
work (PNN) was trained using the high‑dimensional met‑ 
ric and corresponding symbols to obtain the approximate 
likelihood PDFs instead of exact likelihood PDFs for de‑ 
tection. Also, Parzen‑PNN was claimed to be less complex 
than the back‑propagation based ANNs and radial basis 
function‑based neural networks.

A non‑linear equalizer, which mitigates ISI and counters 
the non‑linearity of the channel has been proposed in 
[110]. In this work, lower‑to‑higher dimensional map‑ 
ping was carried out using a machine learning algo‑
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rithm, Reproducing Kernel Hilbert Space (RKHS). More‑
over, sparse dictionary learning and the Kernel LMS algo‑
rithm were used by the receiver for detection. Also, the
stochastic Gradient‑Descent approach was used for up‑
dating the weights.

2.3 Performance and complexity comparison
of different detection techniques for static
MC

If Ns denotes the total number of samples taken by the
receiver in a bit interval then the computational complex‑
ity of the linear MMSE method is O(N3

s ). The complex‑
ity of the coherent MAP method [40], [98] isO(2Ns). The
derivative‑based detector [61] offers less complexity and
better BER than the MAP detector [40]. Further, the non‑
coherent detector based on concentration difference in
[49] has a computational complexity of O(N2

s ). Further‑
more, the non‑linear detector in [69] offers less computa‑
tional complexity than the coherent MAP and MMSE de‑
tectors. With the channel coding scheme used in [58], the
complexity of maximum likelihood sequence detection is
O(Klog(log(S))) where K is the codeword length and
S is the number of available symbols at the transmitter.
To reduce the complexity of decoding the convolutional
codes, Viterbi detector with asymmetric distance metric
has been proposed in [108]. The complexity of the re‑
ceiver in [75] isO(K/2).

Both decision feedback and the blind detectors had a lin‑
ear complexity in n in [65] but the blind detector is less
complex than the decision feedback detector since it does
not needs the calculation of the complex decision met‑
ric and the statistical CSI. Here n denotes the sequence
length to be decoded. The CSI free detector proposed
in [69] gives a complexity of O(SNs). The MSSK mod‑

ulation helps to mitigate the ILI while the QMSSK miti‑
gates ISI signiϐicantly in MIMO systems [107]. Further,
a simple maximum count decoding introduced in [107]
offers less computational complexity than other existing
detection schemes for MIMO systems. Also, the complex‑
ity of estimate‑and‑forward relaying is the highest but it
gives improved performance than decode‑and‑forward,
amplify‑and‑forward relaying. The complexity of decode‑
and‑forward relaying increases with the modulation or‑
der [74] while amplify‑and‑forward relaying offers the
least computational complexity.

Further, the non‑linear receiver based on sparse dictio‑
nary learning and the Kernel LMS algorithm [110] gives
a complexity ofO(|Dm|)where |Dm| is the number of ob‑
servations present in the dictionary at convergence. Fur‑
thermore, a low complexity detection ≈ O(N2

s ) was pro‑
posed in [72]. In [111], the non‑coherent detection based
on Fuzzy‑C means clustering gives a computational com‑
plexity ofO(SNk) that is signiϐicantly less than the coher‑
ent MAP detection. HereNk is the number of data points
in a cluster. Time complexity of the ANN based detec‑
tor proposed in [27] was shown as O(

∑d
i=1 ni−1s

2
i fim

2
i )

where i is the index of a layer, d is the number of layers,
ni−1 is the number of input channels of the ith layer, si is
the spatial size of ϐilter, fi is the number of ϐilters in the ith
layer, andmi is the spatial size of the output feature. Fur‑
ther, in the Parzen‑PNN technique proposed by [30], the
complexities related to computation, time and storage are
O(dNs), O(d), and O(dNs), respectively. Here, d denotes
the dimension of the metrics and d = 3 was used in [30].
The Parzen‑PNN‑based detector is less complex than the
ANN‑based detectors. Table 3 summarizes the modula‑
tion and detection techniques in staticMCwith drift in the
channel.
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Further, Table 4 compares the various modulation 
schemes in terms of their ISI mitigation capability and 
the types of molecules required. In traditional OOK, no 
ISI mitigation is possible while the MoSK modulation 
suppresses the ISI moderately. The types of the molecule 
required in MoSK increase with the modulation order 
n. The MTSK [45] modulation also mitigates the ISI but 
the types of the molecule required are larger than MoSK. 
Further, OSK [63] has a good ISI mitigation capability 
and the types of molecules required are only 2. D‑MoSK 
[121] is a modiϐied version of MoSK modulation that 
needs fewer types of the molecule than MoSK for a 
given modulation order. Also, MSSK and QMSSK [107] 
modulations use antenna separation to suppress the ISI 
and the ILI, and the types of the molecule required are 
less than most of the modulation schemes.

2.4 Challenges in detection and possible 
solutions

2.4.1 Noise and ISI in diffusive MC channel
The major challenge in detection arises due to noise 
and ISI experienced in the diffusing MC channel even for 
the static scenario where the distance between transmit‑ 
ter and receiver is constant. The number of received 
molecules Nrx(r, t) at time t and at a distance r from a 
point transmitter is given by [133]

Nrx(r, t) =
NtxVrx

(4πDt)3/2
e−r2/4Dt, (6)

where Ntx represents the number of transmitted
molecules, Vrx is the volume of the receiver, D is the
diffusion coefϐicient of a signaling molecule. Since the
distance r between the communicating nano‑machines is
constant, the time at which Nrx(r, t) is maximum, can be
obtained by differentiating (6)with respect to t and set it
equal to zero, as

tpeak =
r2

6D
. (7)

Also, the peak amplitude can be obtained by substituting
(7) in (6)

[Nrx(r, t)]max =

(
3

2πe

)3/2
Ntx
r3

. (8)

It can be observed from (8) that the peak amplitude is in‑
dependent of the diffusion coefϐicientD; however, varies
inversely as the third power of distance r. For the case
when r andD are constant, and the noise and ISI are ab‑
sent, as shown in Fig. 13, then detection at the receiver
can be easily performed by sampling at a ϐixed peak time
tpeak and comparingNrx(r, tpeak) against a threshold.

The threshold can be obtained by applying MAP‑based
rule [80] to the PDF of the received signals, as shown
in Fig. 17. According to the MAP‑based rule, the opti‑
mal threshold required for detection in jth bit‑interval for

Gaussian distributed signals is given by

λj = 0.5
µj1 + µj0

µj1 − µj0
σ2ln

(P(bj = 1)

P(bj = 0)

)
, (9)

where σ2 is the AWGN variance. Further, for Poisson dis‑
tributed signals, the detection threshold in jth bit‑interval
[133] can also be obtained by substituting PDF/PMF
equations in LRT expression (shown in Fig. 17) as

λj =

ln
(

P(bj=1)
P(bj=0)

)
+ µj1 − µj0

ln(µj1)− ln(µj0)
. (10)

In (9) and (10), the quantitiesµj1 andµj0 denote themean
of received signals corresponding to the transmission of
bit‑1 and bit‑0, respectively. The probabilities P(bj = 1)
and P(bj = 0) represent the a priori probabilities for bit‑
1 and bit‑0, respectively. For the case when the noise and
ISI are present, as shown in Fig. 14, sampling at tpeak can
cause incorrect detection. The received signal including
ISI (for OOK at transmitter) is given as

y(t) =
∞∑
j=0

bjNrx(r, t− jTb) + n(r, t), (11)

where bj ∈ {0, 1} is transmitted bit in jth bit‑interval, Tb

is the bit duration andn(r, t) is the signal dependent noise
whose variance is given as [39]

σ2[n(r, t)] =
3

4πr3rx
Nrx(r, t), (12)

where rrx is the radius of the receiver.

Fig. 14 shows the received signal perturbed by the noise
and ISI for the transmitted bit sequence [1 1 0 1 0]. In
the 3rd and 5th bit‑intervals the transmitted bit was 0,
but themaximum signal in those bit‑intervals is above the
threshold that lead to incorrect decoding if we employ an
asynchronous peak detector. In the MC channel, the noise
can be ϐiltered out, as shown in [34] and maximum like‑
lihood sequence‑based detection can be used at the re‑
ceiver to enhance the systemperformance under ISI. Also,
MMSE equalizer and DFE can be considered for ISI mit‑
igation [40, 45]. It is worth noting that these equalizers
are less complex than the maximum likelihood sequence‑
based detection. Moreover, the detection in the presence
of time varying diffusion coefϐicient8 can also be done by
using a channel estimator proposed in [40].

2.4.2 Unknown channel model
If the channel model is not known at the receiver then
non‑coherent detection schemes such as [52] can be em‑
ployed, which relies on the local geometry of the received
signal and the energy difference between received signals
8A time‑varying diffusion coefϐicient can exist in multilayered channels
such as alveolar‑blood barrier [134].
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in consecutive bit intervals. Further, ANN‑based detec‑
tors can also be very robust [106] under unknown chan‑
nel conditions. These detectors can be trained on the
transmitted bit sequence and the corresponding received
signal or features extracted from the received signal. Also,
unsupervised clustering [111] based on a fuzzy clustering
algorithm can be useful in unknown channel conditions.

3. TRANSMISSION AND DETECTION WITH
MOBILE NANO‑MACHINES

This section presents various transmission and detection
schemes for mobile nodes. Performance and complexity
comparison of the detection schemes are also discussed.
An illustration of mobile nano‑machines inside the blood
vessel is shown in Fig. 18.

3.1 Mobile nano‑machines in pure diffusive
channel

3.1.1 Single transmitter and receiver‑basedmo‑
bile MC systems

A single sample detector at a ϐixed sampling time in each 
bit‑interval was proposed in [117] for diffusion‑based 
MMC, where the OOK modulation scheme was considered 
at the transmitter. In this work, dynamic CIR was mod‑ 
eled by using the effective diffusion coefϐicient value9 in 
the expression of static CIR. No noise and ISI were con‑ 
sidered while analyzing the system performance in terms 
of error rate. The error probability of the order of 10−4

was obtained in the case of the low diffusion coefϐicient of 
the transmitter (i.e., 10−12 m2/s). However, an increase in 
the diffusion coefϐicient by 100 times led to degradation in 
BER performance by approximately 100 times indicating 
that the ϐixed sampling time does not work well for MMC.

A non‑coherent detection scheme based on the local con‑ 
vexity of the received signal has been proposed in [135]. 
In this work, the received signal was ϐiltered using a mov‑ 
ing average ϐilter. Three convexity metrics have been 
found and added together to yield the ϐinal decision met‑ 
ric. This decision metric was compared with a threshold 
to decide in favor of bit‑1 or bit‑0. Note that the convex‑ 
ity metric was higher in the case of bit‑1. Also, the upper 
and lower bounds on the detection threshold were eval‑ 
uated. Finally, the authors showed that the complexity of 
the convexity‑based detector was lower than the MAP and 
MMSE detection schemes, however, the proposed detec‑ 
tion scheme achieved the identical BER values as the MAP 
and MMSE detectors at a higher SNR regime.
9Effective diffusion coefϐicient is calculated as the sum of diffusion coef‑
ϐicients of signaling molecules and the receptors.
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Two methods of adaptive threshold detection for OOK 
transmission were proposed in [118]. The adaptive 
threshold calculation was based on determining the aver‑ 
age distance variation within a symbol interval. The dis‑ 
tance was calculated using the diffusion equation (6). The 
ϐirst adaptive detection scheme was based on a compari‑ 
son of received concentration with the adaptive threshold. 
In this scheme, the adaptive threshold was selected as half 
of the maximum value of the reconstructed signal during 
the interval where the last bit‑1 was detected. Thus, the 
decision rule to detect the transmitted bit in the jth bit 
interval can be expressed as

b̂j =

{
1 if hj,peak ≥ h∗,peak/2,

0 otherwise, (13)

where ∗ denotes the index of the last bit‑1 detected, and
hj,peak is the peak value of reconstructed signal using av‑
erage distance between the transmitter and the receiver
in jth bit interval.

The second detection scheme was peak time‑based de‑
tection in which the peak time of the current bit‑interval
was compared with 1.6 times the peak time of the recon‑
structed signal where the last bit‑1 was detected. More‑
over, ISI mitigationwas also performed by subtracting the
reconstructed signals of previous bit‑intervals from the
total received signal in the current bit‑interval. Simula‑
tion results demonstrated that these detection schemes
performwell if the coherence time of the channel is large,
however they fail to give satisfactory performance if the
coherence time is small (i.e., around 1‑bit interval).

To overcome the limitations of this work, another de‑
tection scheme was proposed in [136] in which mod‑
iϐied concentration shift keying was used where some
molecules for bit‑0 were also transmitted. This could
help the receiver to ϐind the distance using the diffusion
equation even when bit‑0 was transmitted and the adap‑
tive threshold was calculated based on the reconstructed
signals of previous bit duration unlike [118] where the
threshold calculation based on the bit duration in which
the last bit‑1 was transmitted. The detection rule in [136]
is given by

b̂j =

 1 if max(xrk,k[j]) ≥
f1,max(j−1,t)−f0,max(j−1,t)

ln f1,max(j−1,t)

f0,max(j−1,t)

;

0 otherwise. (14)

where xrk,k[j] is the ISI mitigated signal in jth bit inter‑ 
val, rk is the distance between the transmitter and the re‑ 
ceiver at kth sample, f1,max(j −1, t) and f0,max(j −1, t) are 
the peak values of the reconstructed signals for bit‑1 and 
bit‑0 respectively in (j − 1)th bit interval. It is shown that 
the detection scheme in [136] performs well for a coher‑ 
ence time of ≈ 2‑bit duration.

Further, a signal detection scheme with initial distance 
estimation was proposed in [137]. In this scheme, a pi‑ 
lot signal was released before information transmission 
which assisted to estimate the stochastic distance based 
on maximizing the likelihood of the received signal in the 
ϐirst step. In the second step, maximum likelihood esti‑ 
mation was used to ϐind the initial distance by maximiz‑ 
ing the likelihood function based on the PDF of distance. 
Authors employed a MAP‑based detection scheme at the 
receiver and based on this, the expression for optimal 
threshold was obtained. Furthermore, an adaptive detec‑ 
tion scheme for OOK modulation was proposed in [138], 
where the decision threshold in the current bit‑interval 
was selected as the weighted sum of the received signals 
in the previous two bit‑intervals. The weights were ob‑ 
tained by minimizing the error rate at the receiver nano‑ 
machine. Also, a pre‑coding scheme was presented to 
combat ISI, where the transmitter scaled the number of 
released molecules if two consecutive bit‑1 were trans‑ 
mitted. The probability of error was further minimized to 
determine the optimal scaling factor. The proposed tech‑ 
nique outperformed the ϐixed threshold technique and the 
one presented in [47] where the received signal in the pre‑ 
vious bit‑interval was considered as an adaptive thresh‑ 
old.

Optimal LLR based decision rule was derived at the re‑ 
ceiver in [139]. Based on the derived optimal rule, the 
probability of error with respect to the number of trans‑ 
mitted molecules and channel capacity with increasing 
external interference was also evaluated. A detection 
scheme based on slope values within a symbol interval 
was proposed in [140] considering OOK based transmis‑ 
sion at the transmitter. In this work, Einsteins’ law of dif‑ 
fusion was used to ϐind the CIR. Moreover, the detection 
threshold was set to zero as the slope value was positive 
for bit‑1 and negative for bit‑0. Cell‑to‑cell communica‑ 
tion based on calcium signaling was proposed in [141]. 
In this work, intra‑cellular and intercellular calcium sig‑ 
naling was studied for mobile cells in an environment 
composed of cytoplasm. Based on the external diffusion 
model of calcium, the transmission of calcium‑based on 
concentration and waveform was also studied. Moreover, 
the decay of calcium signals in the environment and the 
number of activated cells as a percentage of sender cells 
were analyzed.

The work in [142] studied cluster formation by a set 
of mobile nano‑machines using the attractant molecules. 
This work considered that the angular movement of nano‑ 
machines was in the direction of the maximum concen‑ 
tration gradient and the concentration sensed by nano‑ 
machines was governed by their sensitivity. The number 
and size of clusters were shown to be controlled by the 
sensitivity of nano‑machines to the concentration of at‑ 
tractants. An MMC system for drug delivery was proposed 
in [143] where drug carriers and diseased cells were con‑ 
sidered as transmitters and receivers, respectively. Using 
the PDF of stochastic CIR and the reception probability
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of a single molecule, the authors demonstrated that the
controlled drug release mechanism was shown to be bet‑
ter than the constant drug release. Moreover, the PDF
of the dynamic distance between the transmitter and the
receiver was used to optimize the release proϐile at the
transmitter, the time duration of a frame, and the detec‑
tion threshold at the receiver.

A non‑coherent iterative detection has been proposed in
[144] considering the 1‑D motion of transmitter and re‑
ceiver, where the PDF of ϐirst hitting time was obtained
in terms of effective diffusion coefϐicient [117]. In this
work, ISI mitigationwas also implemented by subtracting
the average ISI concentration from the total received sig‑
nal in the current symbol‑interval. Another non‑coherent
detection scheme for OOK was proposed in [145], where
the decision metric was calculated as the difference of
the signal energies received in current and previous bit‑
intervals. This technique is useful for the scenarios that
experience strong ISI because it makes the energy differ‑
ence positive in the case of bit‑1 and negative in the case
of bit‑0.

In [133], the statistical nature of CIR in the case of MMC
was investigated, where the mean and variance of the
noiseless and noisy received signal were derived. The
noisy received signal was shown to be Poisson‑Log nor‑
mal distributed which could be approximated as Poisson
distributed in some cases. In this work, the PDF of the dy‑
namic distance was also found. Moreover, binary hypoth‑
esis testing was done at the receiver for three different
detection thresholds i.e. ϐixed threshold, half threshold,
and optimal threshold according to MAP rule for Poisson
distributed signals. Simulated results demonstrated that
theMAP‑based optimal thresholding scheme achieved the
lowest BER and on the other hand, the half threshold
scheme performed the worst.

In [146], two transmission techniques based on CSK and
Manchester coding were presented, where bit‑1 and bit‑0
were represented as symbol [1 0] and [0 1], respectively.
Moreover, at the receiver, a concentration difference‑
based detection was proposed which used the maximum
concentration difference within a bit‑interval for detec‑
tion of the transmitted bit using CSK. ForManchester cod‑
ing at the transmitter, the detector employed a decision
metric based on concentration difference between suc‑
cessive bits and the detection threshold was found using
the MAP rule.

In [119], OOK modulation has been used at the transmit‑
ter and an adaptive detection scheme based on local con‑
vexity of the received signal in the case of bit‑1 and con‑
cavity of the received signal in the case of bit‑0 was pro‑
posed for the receiver. In this work, the average of the
received signal was found where the average was calcu‑
lated for the two sampling times within which the signal
was convex. For example, 0.1 s and 0.3 s in Fig. 13. This
average valuewas later subtracted from the peak received

signal within a bit‑interval for designing a convexity met‑ 
ric. Moreover, an adaptive threshold was obtained as the 
weighted sum of convexity metrics of the bit‑intervals in 
which the last, the second last, and the third last bit‑1 
were detected.

3.1.2 Relay‑assisted‑based mobile MC systems

Forster Resonance Energy Transfer (FRET10)‑based MMC 
has been proposed in [147] for detecting tumors. In this 
work, authors considered two different types of network 
conϐiguration: (i) FRET‑based mobile sensor and actuator 
network in which molecular sensing and actuating tasks 
were carried out at the molecular level, (ii) FRET‑based 
mobile ad‑hoc network with source, relay, and destina‑ 
tion nodes, where the source transmits information to the 
relay node or destination in a probabilistic manner. De‑ 
tection probability and detection time of a single message 
were analyzed, where message propagation is modeled 
using the Markov‑chain process.

3.1.3 MIMO‑based mobile MC systems
In [148], MIMO‑MC was proposed for both static and dy‑ 
namic transmitter and receiver scenarios. Before sending 
a block of data, a training sequence was sent for chan‑ 
nel estimation. Channel estimation was done using the 
maximum likelihood CIR and the least square CIR esti‑ 
mators, where the latter was less complex to implement. 
In this work, the training sequence was selected which 
maximized the Cramer‑Rao bound of the CIR. The au‑ 
thors also studied the performance of DFE, MMSE‑DFE, 
and ZF‑DFE equalizers for ISI/ILI mitigation. Moreover, 
to avoid cross‑talk, time interleaving was used, where dif‑ 
ferent gates at the transmitter released molecules at dif‑ 
ferent time intervals within a bit duration. For perfor‑ 
mance evaluation, the authors showed that MSEs for the 
least‑squares CIR estimator and maximum likelihood CIR 
estimator were 16 dB and 14 dB, respectively, at a train‑ 
ing sequence of length 250 bits. Further, with a decrease 
in training sequence length from 250 bits to 16 bits, the 
MSEs for least squares and maximum likelihood CIR esti‑ 
mators increased to 25 and 23 dB, respectively.

3.1.4 Machine‑learning‑based mobile MC 
systems

Various symbol‑by‑symbol and sequence detectors based 
on neural network11 for binary and M‑ary amplitude 
modulation schemes were proposed in [31]. Specif‑ 
ically, Recurrent Neural Network (RNN), Bidirectional 
RNN (BRNN), and Sliding BRNN (SBRNN) with LSTM cells 
were used, where SBRNN was shown to perform 
well for a coherence time of ≈ 1‑bit duration. 
10FRET is an energy transfer mechanism observed in ϐluorophores.
11A signiϐicant advantage of neural network‑based detectors is that they
can performwell in time‑varying channels where CSI is difϐicult to ob‑
tain at the receiving node.
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Besides, a comparison with Viterbi sequence detection 
was also presented in [31].

Further, the work in [149] proposed an ANN‑based detec‑ 
tion scheme using Broyden–Fletcher–Goldfarb–Shanno 
(BFGS) algorithm where received signal was ϐiltered then 
the ϐiltered signal, slope values and the concentration dif‑ 
ference values of the ϐiltered signal were used for training 
and detection by the NN. Filtering the received signal was 
done by partitioning the bit interval into P equal subin‑ 
tervals and averaging the signal in each partition as de‑ 
scribed below.

ϕi =
1

Np

jNs+high∑
k=jNs+low

yj [k], (15)

where i = 0, 1, 2, · · · , P −1 andNp is the number of sam‑
ples within a partition. The low and high parameters are
deϐined as, low = iNp and high = (i + 1)Np − 1 for
ϕi. Using (15), the ϐiltered signal in jth bit interval can be
written as ϕjϕjϕj = [ϕ0, ϕ1, · · · , ϕP−1]. Based on this ϐiltered
signal, the slope vector sjsjsj and concentration difference
[146] vectordjdjdj can be obtained assjsjsj = [s0, s1, · · · , sP−2],
where si = ϕi+1 − ϕi and djdjdj = [d0, d1, · · · , dP−2], where
di = ϕi+1 − ϕ0. Thus, the features zjzjzj (input to the detec‑
tor) for the three different techniques were based on (a)
the ϐiltered signal, (b) slope, and (c) concentration differ‑
ence:

zjzjzj =


ϕjϕjϕj for (a),
[s0, s1, · · · , sP−2, E(sjsjsj), var(sjsjsj)] for (b),
[d0, d1, · · · , dP−2, E(djdjdj), var(djdjdj)] for (c),

(16)
whereE(·) andvar(·)denote the expectation and the vari‑
ance. In this work, the transmitted bits are represented in
the following manner. For bit‑0, pjpjpj = [0 1]T and for
bit‑1, pjpjpj = [1 0]T . Note that the values inside pjpjpj repre‑
sent the Probability Mass Function (PMF) of the transmit‑
ted bit. If L consecutive bits are transmitted then PLPLPL =
[p1p1p1, p2p2p2, · · · , pLpLpL] represents the sequence of transmitted
bits and ZLZLZL = [z1z1z1, z2z2z2, · · · , zLzLzL] be the corresponding fea‑
tures then the trainingdata set is representedby (PLPLPL,ZLZLZL).
The output of the NN is the vector p̂ppjjj = NN(zjzjzj ;WWW ),
whereWWW represents the weights and biases in the NN. Fi‑
nally, the bits are estimated according to the following cri‑
terion

b̂j = arg maxbjϵS p̂ppjjj , (17)

where p̂ppjjj = [Pr(bj = 1|zjzjzj) Pr(bj = 0|zjzjzj)]T is the esti‑
mated PMF vector.

Furthermore, a detection scheme based on Generative‑
Adversarial‑Network (GAN) has been proposed in [150].
This network learned from the channel transition prob‑
ability. For ϐine tuning the transition probabilities, the
scheme in [150] combined the use of pilot symbols and
generating training data in real time to track time‑varying
channels. Most importantly, this scheme avoids re‑
training the network from the beginning.

3.2 Mobile nano‑machines in ϐlow‑induced
diffusive channel

3.2.1 Single transmitter and single receiver‑
based mobile MC systems

A quaternary modulation scheme for reducing ISI was
proposed in [121], where type‑A and type‑B molecules
were used for transmission. In this scheme, no molecules
were sent for symbol [0 0], type‑Amoleculeswere sent for
[0 1], type‑Bmolecules were sent for [1 0], and both types
molecules were sent for symbol [1 1]. This scheme was
termed as Depleted‑MoSK (D‑MoSK). For decoding pur‑
poses, maximum likelihood detection was used at the re‑
ceiver. Individual thresholds for both types of molecules
were used at the receiver e.g. if the number of type‑A
molecules was above a certain threshold ta and the num‑
ber of type‑B molecules was less than the threshold tb
then the transmitted symbol was decoded as [0 1].

On similar lines, other symbols were decoded. Simulation
results showed that the D‑MoSK modulation scheme re‑
sulted in a better BER performance than MoSK. Further,
a novel modulation based on permutation of different
moleculeswas proposed in [153] to achieve better perfor‑
mance than D‑MoSK in the presence of strong ISI. In this
modulation scheme, different types of molecules were
sent at different instants within a symbol duration. If M
different types ofmolecules are chosen thenM ! permuta‑
tions exist and in this case a total ⌊log2M !⌋ bits per sym‑
bol can be sent. At the receiver, maximum likelihood de‑
tectionwas performed. Thismodulation schemeachieved
better BER performance thanMoSK andD‑MoSK schemes
for a large ratio of number of transmittedmolecules to in‑
formation bits per symbol.

In [154], a nano‑sensor network for in‑body applications
has been proposed in which various nano‑machines used
repellent molecules to move away from one another. This
process is suitable for searching a target inside the body.
Further, attractant molecules were used by the nano‑
machines to come closer once the target is detected. In
this work, a non‑diffusion12‑based MC has been assumed
and the gradient of adhesive molecules which could bind
to the inner wall of the blood vessel were used for guid‑
ing the mobile nano‑machines. This kind of coordination
can be useful where loss of molecules due to diffusion is
high. More speciϐically, the aim of this work was to eval‑
uate the number of nano‑machines near to the target and
the number of nano‑machines hitting the target.

Furthermore, a leader follower‑based MMC has been dis‑
cussed in [155]. After ϐinding the target location, the
leader nano‑machines released adhesivemoleculeswhich
could be sensed by the follower nano‑machines for mov‑
ing towards a target (e.g., cancer cells) for various pur‑
poses such as drug delivery etc. Maximum likelihood esti‑
12In non‑diffusion‑basedMC,molecules disperse quickly in the environ‑
ment, which has dominant ϐlow and limited diffusion.
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Table 5 – Summary of transmission and detection in MMC with and without drift

Reference Modulation Detection Symbol‑
by‑symbol
(Sbs)/Sequence
(Seq) detector

Coherent/
Non‑coherent
detection

Complexity

[117] OOK Single sample detection Sbs Non‑coherent Low
[135] OOK Local convexity detection Sbs Non‑coherent Moderate
[118] OOK Adaptive threshold‑based detection

with distance estimation in intervals
with bit‑1 (Valid for large coherence
time)

Sbs Coherent Very high

[136] MCSK Adaptive threshold detection with
distance estimation in every bit‑
interval (Valid for small coherence
time)

Sbs Coherent Very high

[31] Binary and M‑
ary amplitude
modulation

Recurrent neural network detection
schemes

Sbs and Seq Non‑coherent High

[144] OOK Iterative detector Sbs Non‑coherent High
[139] OOK LLR test Sbs Coherent Moderate
[148] OOK (MIMO‑

MC)
i) DFE, ii) MMSE‑DFE, iii) ZF‑DFE, and
iv) Least squares DFE detector

Sbs Coherent i) Very high
ii) High
iii) High
iv) Very high

[138] OOK Adaptive threshold detector Sbs Non‑coherent Moderate
[145] OOK Energy difference based detector Sbs Non‑coherent Low
[133] CSK Binary detector with i) Fixed thresh‑

old, ii) Half threshold, iii) Optimal
threshold obtained using MAP rule

Sbs Non‑coherent i) Low
ii) Low
iii) High

[146] MCSK, Manch‑
ester coded
MCSK

Concentration difference detector
based on i) Difference within a bit‑
interval, ii) Difference in successive
bit‑intervals

Sbs Non‑coherent Low

[137] OOK Single sample detector with initial
distance estimation based on pilot
signal

Sbs Coherent Very high

[119] OOK Convexity detector with detection
threshold as weighted sum of earlier
convexity metrics

Sbs Non‑coherent High

[151] OOK Cooperative detection with OR/AND
fusion rules at FC

Sbs Coherent High

[152] OOK Log LRT Sbs Coherent High
[121] OOK,

Depleted‑
MoSK (D‑
MoSK)

Maximum likelihood detection Sbs Coherent Moderate

mate of various parameters was also obtained. These pa‑
rameters were related to resistance offered to the motion
of nano‑machines, noise effects on themotion and the im‑
pact of gradient of attractants’ concentration.

3.2.2 Relay‑assisted‑based mobile MC systems

In [152], a decode‑and‑forward relaying schemewas pro‑
posed for MMC in the presence of drift. In this work, Log
LRT was used at the receiver and relay to determine the
detection threshold. Also, an optimal number of trans‑
mitted molecules at each of the transmitting nodes was

found to minimize the end‑to‑end error probability. A
relay‑assisted MMC in the presence of drift was studied
in [156]. In this work, optimal LRT‑based detection was
performed at the receiver in each time slot. Further, for
performance analysis through the analytical framework, a
closed‑form expression for channel capacity was also de‑
rived, where a decrease in capacity was reported with an
increase in interference due to other sources of transmis‑
sion and due to an increase in the diffusion coefϐicient of
the receiver.
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Table 6 – BER performance of different detection schemes

Reference Modulation Detection Lowest BER SNR/Number
of transmitted
molecules

Distance
between
transmitter
and receiver

[33] MoSK i) MAP detection without ISI
ii) Viterbi detection with ISI

i) 5× 10−3

ii)≈ 10−5
4 dB/103 100 µm

[34] MoSK MAP detection with noise whitening
ϐilter

7× 10−6 10 dB/2.5× 104 600 µm

[40] Rectangular
pulse based
OOK

Adaptive receiver based on steep‑
est descent algorithm for i) Maxi‑
mum likelihood sequence detection
ii) MMSE equalizer iii) DFE with de‑
cision metric iv) DFE with quantizer

i) 0
ii) 3× 10−5

iii) 10−6

iv) 3× 10−6

16 dB/4× 109 0.05 µm

[45] MTSK i) MMSE equalizer
ii) DFF

i)≈ 10−4

ii) 3× 10−4
500 5 µm

[52] Rectangular
pulsed based
OOK

Non linear adaptive threshold detec‑
tion based on local geometry and en‑
ergy difference of received signal

2× 10−4 8 dB 9 nm

[60] Rectangular
pulsed based
OOK

Two layered detection for reduc‑
ing the number of sequences to be
searched

10−5 9 dB/104 3 µm

[29] OOK ANN detection with LM optimizer ≈ 10−4 31 dB 0.5 µm
[105] OOK MF detector 2× 10−4 4× 104 0.5 µm
[30] OOK Parzen‑PNN based detection 5× 10−4 10 dB 2 µm
[111] CSK Fuzzy C‑means clustering ≈ 10−3 11 dB/3× 104 0.5 µm
[135] OOK Local convexity detection 2× 10−4 31 dB 0.065 µm
[31] Binary and M‑

ary amplitude
modulation

Recurrent neural network detection
schemes

5× 10−4 ‑ ‑

[137] OOK Single sample detector with initial
distance estimation based on pilot
signal

4× 10−3 3 × 104 for pilot
signal and 4 × 104

for information

1 µm

3.2.3 Distribution detection‑based mobile MC
systems

In [157], 1‑D MMC with drift was considered, where mul‑ 
tiple cooperative nano‑machines were used between the 
source and the destination. Channel capacity and the 
probability of bit error expressions were derived at the 
destination using the probabilities of detection and false 
alarm. Authors’ analysis demonstrated that the opti‑ 
mal decision threshold at the destination depends on the 
probabilities of detection and false alarm of the last coop‑ 
erative nano‑machine.

A cooperative detection strategy was presented in [151], 
where several cooperative nano‑machines sent their de‑ 
cisions to an FC about the presence or absence of an ab‑ 
normality inside the blood vessel. In this work, each of 
the nano‑machines and the FC were assumed to be mo‑ 
bile under the inϐluence of both diffusion and drift. For 
performance analysis, the PDF of the ϐirst hitting time of 
molecule at the FC was also described, where the concept 
of effective diffusion coefϐicient was used as described in 
[117]. OR (if one of the nano‑machines sent a positive re‑ 
port) and AND (if all the nano‑machines sent a positive 
report) rules were used at the FC for making the global 
decision about the presence or absence of abnormality.

Authors demonstrated that for a higher probability of 
false alarm, OR rule performed better than AND rule and 
vice‑versa. This is because in case of high chances of er‑ 
ror, all the nano‑machines may not be able to make the 
correct decision, and hence performance of the AND rule 
degrades. Further, to reduce the error probability, a co‑ 
operative abnormality detection scheme was proposed 
in [158]. In this scheme, a sensor could be activated if 
it detects an abnormality itself or it receives signaling 
molecules from other sensors that detected abnormality. 
Finally, an FC collected responses from all the sensors and 
checked the activation ϐlag of all the sensors to decide the 
presence or absence of abnormality. Optimal threshold at 
the FC was derived by minimizing the error probability.

3.3 Performance and complexity comparison
of different detection techniques for  
mobile MC

Computational complexity of the non‑coherent detector 
proposed in [145] is O(Ns) that is much less than the de‑ 
tection schemes such as coherent MAP method and 
MMSE [40], [98]. 
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The complexity of the local convexity detector 
proposed in [135] is given by O(l) + O(l2), where l is the 
length of a convexity metric. O(l) is due to the calcu‑ 
lations of the convexity metric and the threshold, O(l2) 
is the complexity due to the moving average operation. 
Further, the computational complexity of maximizing the 
likelihood in [137] was O(log(N)). This was based on 
the Newton‑Raphson method. This technique for detec‑ 
tion was less complex than [118] (complexity is O(S3)), 
as the CIR reconstruction and threshold determination in 
every bit interval was not required for detection. Instead 
authors in [137] used statistical characteristics of the CIR 
to estimate the initial distance and set the threshold for all 
bit intervals in advance for detection. Furthermore, the 
complexity in [119] was O(S) that is also less than the 
technique presented in [118].

In [148], ZF‑DFE and MMSE‑DFE have computational
complexity of O(BMnt

2), where B is the block length, M 
is the number of channel taps in an nt × nt MIMO sys‑ 
tem. Whereas a least squares DFE detector has a complex‑ 
ity of O(BM2nt ). Thus, a least squares DFE detector has 
higher complexity but better BER performance than ZF‑ 
DFE and MMSE‑DFE. If channel memory is denoted as M , 
n denotes the length of the sequence to be decoded, L is 
the window length of SBRNN. N is the number of states 
with highest log‑likelihood values among 2M states that 
are kept at each time instance in the beam search Viterbi 
algorithm. Then, as discussed in [31], N = 2M . Com‑ 
putational complexities of the Viterbi detector, RNN and 
SBRNN are given by O(Nn), O(n), and O(L(n − L + 1)), 
respectively. It can be observed that RNN is most efϐicient 
in terms of computational complexity. SBRNN and beam 
search VD can have similar complexity. Complexity of tra‑ 
ditional VD grows exponentially with memory length M .

The ANN detector proposed in [29] is less complex than 
the ANN‑based detector in [31] as the number of hidden 
layers’ neurons in the former technique are signiϐicantly 
less compared to the latter technique. Further, DFF pro‑ 
posed in [45] has a complexity of O(M) whereas MMSE 
equalizer has a complexity of O(M3). Table 5 summarizes 
the modulation and detection techniques in MMC with or 
without drift in the channel. Further, Table 6 shows the 
lowest BER obtained in different detection schemes at a 
particular SNR. The distance between the transmitter and 
the receiver is also mentioned.

3.4 Challenges in detection and possible solu‑
tions

3.4.1 Tracking the dynamic distance and deter‑
mining the adaptive threshold

It can be seen from (7) and (8) that both peak time
and peak amplitude depend on the distance between the
transmitter and the receiver. One can also notice in Fig.
19 that the peak time decreases and peak amplitude in‑
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Fig. 19 – Comparison of the received signal without noise at different
distances between the transmitter and the receiver. Respective peak
times are also shown.

creases as the distance between communicating nano‑
machines decreases. When the distance is 1 µm, the peak
time and peak amplitude are around 0.017 s and 735, re‑
spectively. However, when the distance is 2 µm, the peak
time and amplitude are around 0.675 s and 92, respec‑
tively. Hence, sampling at a ϐixed time (c.f. (7)) [117] is
not suitable for detection under varying (or dynamic) dis‑
tance over time, which arises due to mobility. For exam‑
ple, sampling at tpeak in case of r = 1 µm gives maximum
signal but amplitude of signal becomes very less at the
same time for r = 2 µm, as shown in Fig. 19. The impact
of distance on the received signal (perturbed by the noise
and ISI) has been shown in Fig. 20. The received signal is
given by

y(r(t), t) =
∞∑
j=0

bjNrx(r(t), t− jTb) + n(r(t), t). (18)

In (18), the distance r(t) is assumed to be time‑varying, 
unlike (11) where distance r(t) = r ∀t is constant. For 
this simulation, the transmitted sequence is considered 
as [1 1 0 1 0] and the distance in each bit‑interval is pro‑ 
gressively increasing. It can be observed that in the 4th 
bit‑interval, the received signal for the transmitted bit‑1 
goes below the threshold, that causes incorrect detection. 
Hence, the threshold at the receiver should not be ϐixed 
(as considered in static MC). To address this issue, the de‑ 
cision threshold should be adaptive and dependent upon 
the dynamic distance. Moreover, for detection, the esti‑ 
mation of distance at the receiver under static and mobile 
conditions is also an important issue, which has been ad‑ 
dressed in some of the works such as [118], [136], [137],
[159], [160].

Under a mobility condition, as described in [135], the de‑ 
tection based on local convexity of the received signal (in 
case of bit‑1 transmission) can be used since the convexity 
persists even if the peak time and peak amplitude change 
(c.f. Fig. 19). 
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Fig. 20 – Received signal including noise and ISI for the transmitted se‑ 
quence [1 1 0 1 0]. The maximum signal is below the threshold in 4th bit 
duration for bit‑1 leading to incorrect detection.

The detection based on the convexity metric is also 
suitable for the system experiencing only ISI, where 
noise can be ϐiltered by using a moving average ϐilter as 
described in [135]. Further, to improve the perfor‑ 
mance, the ISI mitigation technique described in [118] can 
be considered under mobile scenarios. In this work, dy‑ 
namic distance is estimated using (6) if the number of re‑ 
ceived molecules Nrx(r, t) is known. This estimated dis‑ 
tance is further used to reconstruct the received signal 
(within a bit‑interval) and subtract it from the total re‑ 
ceived signal for ISI mitigation. Note that the distance es‑ 
timation using (6) in [118] is not correct if bit‑0 is trans‑ 
mitted as Ntx is zero for bit‑0.

Hence, in [118], the adaptive threshold for detection in the 
current bit‑interval was calculated using the distance esti‑ 
mated in the bit‑interval when the last bit‑1 was detected. 
If the coherence time of the channel is small then the 
channel can change considerably between the current bit‑ 
interval and the bit‑interval in which the last bit‑1 was de‑ 
tected. Hence, the detection threshold can be wrong. This 
problem can be solved by transmitting some molecules for 
bit‑0, as well [136]. Considering the non‑zero number of 
molecules for bit‑0, the adaptive threshold in the current 
bit‑interval can be obtained using the distance estimated 
in the previous bit‑interval. Also, for MMC in a drift‑based 
environment, threshold determination has been shown in 
[152].

3.4.2 Multiple parameters estimation

If the number of transmitted molecules Ntx and the diffu‑ 
sion coefϐicient D change along with the distance r then 
the estimate of these parameters over time is difϐicult to 
obtain using (6). In [161], a method for estimating multi‑ 
ple parameters has been shown. If we consider that Ntx, 
D, and r are constant within a bit‑interval then three sam‑ 
ples of the received signal within a bit‑interval will be re‑

quired as there are three unknown variables to be deter‑
mined. By solving three different equations similar to (6)
with three samples of the received signal Nrx1 , Nrx2 , and
Nrx3 , three unknown parameters i.e., Ntx, D, r can be es‑
timated. However, for a mobile transmitter and receiver,
as the distance r changes at each sampling time, we can‑
not estimate ϐive unknown variables i.e., Ntx, D, r1, r2, r3
using three samples of the received signal Nrx1 , Nrx2 , and
Nrx3 . Hence, non‑coherent detectors [119] and ANN de‑
tectors [31] are more suitable in this case.

3.4.3 Unknown channel model
If channel model is not known then the adaptive
threshold‑based detection techniques used in [118] and
[136]will not yield good performance because (6) can not
be used for distance estimation. Therefore, to deal with
unknown channel model, non‑coherent detection tech‑
niques proposed in [145], [146], [119] can be considered.
In [146], amplitude difference was used as the decision
metric, whereas energy difference was used as the de‑
cision metric in [145]. Also, the technique proposed in
[145] is suitable for the scenario when the system expe‑
riences strong ISI. Further, to improve the detection per‑
formance in noisy and unknown channel scenarios, ANN
detectors [31] can also be considered as one of the possi‑
ble solutions.

3.4.4 Synchronization
For a static MC scenario, few synchronization techniques
such as blind synchronization [161], [162], synchroniza‑
tion using peak observation time and threshold triggering
[163], and reference broadcast synchronization consider‑
ing molecule synthesis time [164] have been proposed.
Note that these synchronization schemes proposed for
static MC cannot be used in MMC scenarios. Moreover,
synchronization is more challenging in mobile MC due
to the time‑varying distance between the communicat‑
ing nano‑machines. It is also worth noting that joint de‑
tection and synchronization have to be done to realize
practical mobile MC systems. Recently, two synchroniza‑
tion schemes based on the least‑square method and peak
time have been proposed for mobile MC in [165]. How‑
ever, these techniques rely on a known channelmodel and
will not work if extended for unknown channel models
e.g., channel model withmultiple fully‑absorbing receiver
nano‑machines. Considering limited computational re‑
sources for nano‑machines, investigation of novel asyn‑
chronous detection techniques for mobile MC is required.
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4. EXPERIMENTALWORKS

4.1 Microscale experiments
A microϐluidic chip for detecting a Deoxyribonucleic acid 
(DNA) molecule was proposed in [166]. This chip was 
fabricated using multilayer soft lithography, which con‑ 
sists of two layers of silicone rubber i.e., Polydimethyl‑ 
siloxane (PDMS), a ϐlow layer with several micro‑wells, 
and a control layer. Possibilities of nano‑resonators made 
of Graphene sheets and Carbon Nano‑Tubes (CNTs) for 
transportation and detection of molecules at very low 
concentration were explored in [167]. These materials 
detect the shift in wave velocity (inside CNT) and resonant 
frequencies due to the presence of external molecules. 
The motion of water molecules inside the CNT channel 
was demonstrated in this work. Moreover, nano‑pumping 
action to initiate the molecule ϐlow was also shown. This 
setup could be helpful for the design of transmitters in MC.

Silicon‑Nano‑Wire (Si‑NW)‑based biomolecule detection 
was presented in [168]. In [168], a faster response of 
Si‑NW than the Ion‑Sensitive Field Effect Transistor (IS‑ 
FET) was shown. Also, the sensitivity of the Si‑NW sen‑ 
sor was revealed to be dependent upon the pH level of the 
surroundings, the geometry of the sensor, and its doping 
level. In [169], detection of femtograms of mercury‑ion 
was proposed using Bovine Serum Albumin (BSA) pro‑ 
tein conjugated ZnO nano‑sphere (BCZ). In this work, a 
logarithmic variation of conductance of BCZ was demon‑ 
strated with the concentration of mercury‑ions. Further, 
the formation of a complex between BCZ and mercury was 
conϐirmed through ϐluorescence spectroscopy. Note that 
the proposed work in [169] has several biomedical appli‑ 
cations such as detection of diseases related to ingestion 
of mercury and other heavy metals, which are toxic for a 
human body.

A microscale modulator was proposed in [170], which 
converted an optical signal from a Light‑Emitting Diode 
(LED) to a chemical signal consisting of protons. The 
proposed system was similar to one considered in [171], 
where incident light on bacteria released the H+ ions. On 
the other hand, a pH sensor was employed at the receiver. 
For this system, channel estimation schemes based on 
short‑duration pilot signals and long duration previously 
detected data were proposed. Moreover, the optimal 
maximum likelihood detector and suboptimal derivative‑ 
based detector were also derived. Simulation results 
showed that the system can achieve a bit rate of 1 bit per 
minute. A Graphene‑based micro‑resonator for individ‑ 
ual molecule detection of DNA, dopamine, and nicotine 
was proposed in [172]. An ingestible pill with the bidi‑ 
rectional wireless interface was proposed in [173] for in‑ 
body nucleic acid‑sensing. In this work, transmit and re‑ 
ceived powers of the order of micro‑watts was demon‑ 
strated. Also, a receiver mode sensitivity of −59 dBm 
with BER of 10−3 was shown at the speed of 1 megabits 
per second (Mbps).

4.2 Macroscale experiments
An experimental setup was presented in [174] to model 
the diffusive channel. In this setup, a spray of isopropyl 
alcohol was used as a transmitter and a metal oxide sen‑ 
sor was used as a receiver that generates a voltage based 
on the concentration of alcohol received over the air. The 
distance between the transmitter and the receiver was 
considered from 2 to 5 meters and spraying duration was 
also varied from 50 milliseconds to 200 milliseconds un‑ 
der different trials. Moreover, the response of the receiver 
was averaged over these trials and the unknown coefϐi‑ 
cients in the diffusion equation were found by minimiz‑ 
ing the difference between the experimental observations 
and the theoretically expected response.

A 2×2 MIMO‑MC system was developed in [175] and 
[176], where two alcohol sprays and two chemical sensors 
were used at the transmitter and receiver, respectively. 
In this work, a micro‑controller for transmission and two 
micro‑controllers for decoding the text message was used. 
Simulation results showed a data rate improvement of 1.7 
times with respect to the SISO system. Signal‑to‑inter link 
interference of 14.567 was calculated using the MIMO test 
bed when the transmitter and receiver were separated by 
90 cm and antenna separation was 40 cm. Such commu‑ 
nication systems could be useful for structural high speed 
health monitoring for smart cities and also for the trans‑ 
mission of signals to robots in a subterranean (i.e, under 
the earth surface) region where implementing radio fre‑ 
quency communication is challenging.

An experimental setup was demonstrated in [177] in 
which a peristaltic pump is used as a transmitter and a 
pH sensor is employed at the receiver. The peristaltic 
pump used acid to transmit bit‑0 and base to transmit 
bit‑1 over the channel which contains water in a silicon 
tube. In the case of an acidic signal, the receiver gener‑ 
ated positive voltage and for the base signal, the receiver 
generated negative voltage. For detection, two different 
techniques were proposed in which Support Vector Ma‑ 
chine (SVM) and RNN are used. The SVM‑based detection 
scheme uses a linear relationship between the input and 
the output. Also, a slope‑based detector was used which 
measures the rate of change of pH within a symbol in‑ 
terval. It was shown that RNN13 performs better among 
other detectors for a short symbol duration. On the other 
hand, slope‑based detection performed the worst. Hence, 
training based detectors are suitable for cases where the 
channel model is not known.

In [178], the authors used a test bed that was similar to 
[174]. In this setup, isopropyl alcohol spray and metal 
oxide sensor was used for transmission and reception,
13RNN was trained using the slope values and corresponding bit 

patterns.
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respectively. At the transmitter, to control the function
(turn on/off spray), an Arduino Uno microprocessor was
connected. A computer was used for uploading the con‑
trol codes to the microprocessor. On the other hand, the
receiver consisted of an MQ‑3 semiconductor metal ox‑
ide gas sensor and a microprocessor, which was used
to read the sensor data. Finally, for decoding the trans‑
mitted information, the detection algorithm was imple‑
mented on the computer connected to the microproces‑
sor. A modiϐied slope‑based detection was proposed in
[178] in which the number of positive and negative slope
values within a bit duration was counted to decide in fa‑
vor of bit‑1 or bit‑0. It was shown that in the case of bit‑1,
80% of the slope values were positive. In this work, the
number of samples within a bit duration was set as 10
and the detection thresholdwas considered as 8 based on
80% criterion.

An experimental MMC system was proposed in [179] in
which the mobile receiver was able to sense the gradient
of alcoholmolecules formed in the environment. This gra‑
dient was formed by spraying themolecules by the target.
Themobile receiverwas a two‑wheeled vehicle controlled
by an Arduino‑Uno microprocessor. A metal oxide sensor
was mounted on the vehicle to sense the concentration
of alcohol molecules. A bio‑inspired algorithm similar to
bacterial chemotaxis was used by the receiver tomove to‑
wards the target. It was shown that this algorithm was
more efϐicient than a randomwalk process in terms of the
time required to reach the target.

In [180], an ethanol electrical sprayerwas used as a trans‑
mitter. To create a ϐlow‑based channel, a table fan was
used to provide velocity to the transmitted molecules.
Moreover, at the receiver, the detection was based on
an adaptive threshold mechanism where the decision
threshold was calculated using the ϐirst sample of each
time slot. The proposed detection scheme was claimed to
be better than the one proposed in [178], which obtains
the decision threshold in terms of the number of positive
slope values of the received signal. A test bed based on
proton pumping bacteria was proposed in [171], where
incident light on a plasmid inside bacteria generated pro‑
tons which were later sensed by a pH sensor at the re‑
ceiver.

An experimental setup for validating the theoretical mod‑
els was proposed in [181]. In this work, Hydrochloric
acid (HCl) controlled by a solenoid valve was used as the
transmitter and a pH sensor was deployed as the receiver.
Moreover, a glass pipe containing water was considered
as the channel for communication between the transmit‑
ter and the receiver. At the receiver, adaptive threshold‑
based detection was performed considering the channel
memory of the previous one bit or two bits. Interestingly,
COMSOL simulations of the experimental setup were also
carried out to compare against the experimental data. An
experiment similar to [174] was also carried out in [182].
However, in this work, multilevel modulation was pro‑

posed where different symbols were sent by varying the 
time duration of releasing the molecules. A slope‑based 
detection along with experimentally validated channel 
and noise models were also presented. A test bed us‑ 
ing SPIONs as the information particles was proposed in 
[183]. In this work, SPIONs were sent into a pipe contain‑ 
ing the water, and a susceptometer was used for detecting 
the particles. The change in inductance was investigated 
under the various distribution of particles passing. A MAP 
demodulator based on chemical reactions has been pre‑ 
sented in [184]. It was shown that a gene promoter circuit 
DCS2 found in yeast can be used for MAP‑based demodu‑ 
lation.

A transmitter using acetone and methanol for signaling 
with N2 gas as a carrier and a mass spectrometer with 
a quadrupole mass analyzer as detector were used in 
[185]. Tangential and longitudinal diffusion coefϐicients 
were taken into account for the analysis of amplitude, 
energy, and SNR of the received signal. An implantable 
glucose sensor was proposed in [186] in which InGaZnO 
(IGZO)‑based Electrolyte‑Gated Field‑Effect Transistors 
(EGFETs) were considered as the sensor material. This 
material has better ϐield‑effect mobility and a large on‑off 
ratio than previously used materials e.g., Graphene and Si‑ 
NW. The basic principle of sensing in [186] was to sense 
the pH value due to the H+ ions generated by the reac‑ 
tion of glucose (to be sensed) and glucose oxidase (i.e., the 
material immobilized on the sensor). A test bed show‑ 
ing its effectiveness was also implemented. Also, RNN 
and module‑based decoding where each module consists 
of ANN were used for the detection of pH value. Simula‑ 
tion results demonstrated that deep learning‑based algo‑ 
rithms achieve better BER performance in unknown and 
noisy channels.

In [187] a channel coding scheme was proposed to mit‑ 
igate ISI. In the codeword, the following three proper‑ 
ties were used: i) Sending consecutive bit‑1 was not al‑ 
lowed, ii) The codeword always started with bit‑0, and 
iii) At‑least one bit‑1 should be present in each
codeword. Also, an adaptive threshold was used to
decode each codeword, where the threshold scaling
factor was estimated by sending the pilot signal before
information transmission. The proposed technique was
also tested experimentally where alcohol spray and
alcohol sensor was employed as the transmitter and
receiver, respectively. Authors demonstrated that BER ≈
5 × 10−2 can be obtained with this setup. Particle image
velocimetry and planar laser-induced ϐluorescence were
proposed in [188] for tracking the changes in molecular
signals as well as the channel parameters responsible for
a change in the molecular signal.

A cooperative RNN was proposed in [189] in which RNN 
had forward and backward components. A merged layer 
with the time‑varying property was designed to combine 
the outputs of forward and backward RNN components. 
The proposed network was tested experimentally on a
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test bed structure similar to [177]. The BER in train‑
ing and testing data sets was ≈ 0.032 and ≈ 0.074, re‑
spectively. The proposed network achieved BER less than
SBRNN and a simple detector, where pH difference of last
and ϐirst values within a bit‑interval was used as the de‑
cision metric. Table 7 shows a brief description of the
experimental works and concluding remarks on the out‑
comes of the experiments.

5. CHALLENGES IN PRACTICAL DESIGN OF
TRANSMITTER AND RECEIVER, AND
FUTURE RESEARCH DIRECTIONS

5.1 Transmitter design
Most of the existing works consider the transmitter to be
an ideal point source that can release molecules in the di‑
rection of the receiver. This is a very weak assumption,
which has been employed for analytical tractability to an‑
alyze the system performance. However, for realizing a
practical spherical transmitter, the following issues must
be taken into consideration:

5.1.1 Energy

The transmitter requires some energy for its operation
for example encoding the transmitted information, con‑
trolling the number of emitted molecules, etc. There‑
fore, it should have the capability of harvesting energy.
For health applicationswithin IoBNT, this energy harvest‑
ing can be done by using the chemical molecules present
in the environment. For example, glucose is the natural
source of energy in all organisms. Similarly, the transmit‑
ter can also use some chemical to energize itself.

5.1.2 Molecule synthesis

The transmitter is expected to release the signaling
molecules to communicate with the receiver. Hence, the
very ϐirst requirement is the synthesis of molecules in the
required amount. To achieve this, a controlled chemical
reaction is required. On the other hand, the signaling
molecules/drug particles can also be loaded beforehand
so that there is no requirement for molecule synthesis.
Thus, for biomedical applications e.g., drug delivery, the
required number of chemical molecules should be calcu‑
lated before inserting the nano‑machine inside the human
body.

5.1.3 Modulator

As discussed in the previous sections, various types of
modulation schemes have been proposed in the litera‑
ture, e.g., to transmit information, the number of released
molecules is varied, or the release time of themolecules is
varied. Hence, a unit at the transmitter is required to con‑
trol the concentration or release time of the molecules.

5.1.4 Molecule release mechanism
The transmission of molecules requires a pumping action. 
Therefore, nano‑pumps, as described in [167], can be 
used for this purpose. Moreover, by applying mechanical 
loads to the CNTs, molecular ϐlows can also be achieved.

5.1.5 Biocompatibility
Since these nano‑machines are expected to perform their 
task inside the human body, they should be biocompati‑ 
ble and should not produce any immunological response 
or toxic effects while performing their task in an environ‑ 
ment of living cells. For example, a biocompatible poly‑ 
mer like chitosan conjugated with anticancer agents is 
used for gradual drug release in cancerous tissues. Ensur‑ 
ing biocompatibility requires interdisciplinary research.

5.2 Receiver design
The types of receiver considered in the literature are 
mostly passive receiver, absorbing receiver, and reactive 
receiver. Passive receivers are assumed to be a hypothet‑ 
ical sphere transparent to the arriving molecules. This 
implies that the passive receiver can count the number 
of molecules within its closed boundary without affect‑ 
ing their propagation in the environment. In contrast 
to the passive receiver, an absorbing receiver can count 
and absorb the molecules once they hit the surface. On 
the other hand, reactive14 receivers have receptors on 
their surface that can bind to the molecules through a re‑ 
versible reaction. In such a scenario, counting the num‑ 
ber of bound receptors can provide the information of re‑ 
ceived molecules.

Note that passive and absorbing receivers are difϐicult to 
develop in practice. Thus, a reactive receiver can be con‑ 
sidered for the practical design of the receiver. It is also 
important to note that the functioning of the reactive re‑ 
ceiver is similar to the cells which can bind respective lig‑ 
ands and provide transduction of extracellular signals to 
intracellular signals. Bio‑FET can also be used as a re‑ 
ceiver to realize MC.

5.2.1 Receptor design
Since the receiver is expected to bind the signaling 
molecules at its receptor, the design of receptors is im‑ 
portant. The selectivity and sensitivity of the receptors to 
the intended molecule can be done by selecting the proper 
material for the receptor. Selectivity means the receptor 
should bind only that molecule, which is used for signal‑ 
ing. Sensitivity means the response time of the receptors. 
The response time should not be very high otherwise it 
will limit the data rate of the MC system. As discussed in 
[18], aptamers and DNAs can be appropriate to be used 
as receptors. Various types of aptamers and correspond‑ 
ing ligand/signaling molecules are available [190], [191],
[192].
14Binding and unbinding of molecules is possible in such receivers.
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Table 7 – System description and important conclusions in experimental works

Reference System description Conclusion

[168] Silicon‑nano wire (Si‑NW) based biomolecule detection Faster response of Si‑NW than the Ion‑Sensitive
Field‑Effect Transistor (ISFET) was shown.

[169] Detection of femtograms of Mercury‑ion using BSA protein
conjugated ZnO nano‑sphere (BCZ)

i) Logarithmic variation of conductance of BCZ with
the concentration of Mercury‑ions.
ii) Useful for biomedical applications such as detec‑
tion of toxic heavy metals in body.

[170] i) Conversion of optical signal from LED to chemical signal
(H+ ions)
ii) Detection of H+ ions using pH sensor

i) Derivative‑based detectionwas used to obtain a bit
rate of 1‑bit/min.
ii) System can work as microscale modulator.

[174] i) Transmitter ‑ Spray of isopropyl alcohol
ii) Channel ‑ Air
iii) Receiver ‑ Metal oxide sensor

i) Study of diffusion over the air
ii) Determines and validates the channel model ex‑
perimentally.

[176] i) 2×2 MIMO‑MC system using two alcohol sprays and two
chemical sensors

i) 1.7 times data rate improvement w.r.t. SISO sys‑
tem.
ii) Useful for applications like structural high speed
health monitoring in smart cities.

[177] i) Transmitter ‑ Peristaltic pump using acid to transmit bit‑
0 and base to transmit bit‑1
ii) Channel ‑ Water in a silicon tube
iii) Receiver‑ RNN‑based detection

Training‑based detectors are suitable if channel
model is not known.

[179] i) Transmitter ‑ Alcohol spray
ii) Channel ‑ Air
iii)Mobile receiver ‑ Metal oxide sensor mounted on a ve‑
hicle

Better target (transmitter) detection by the receiver
using bio‑inspired algorithm than the random walk
process.

[186] i) Implantable glucose sensor is proposed
ii) InGaZnO‑based EGFET is used as the sensor material
iii)DetectionofH+ ions generatedby the reactionof glucose
using RNN

i) Deep learning‑based detection performs better
than conventional threshold based detectors in un‑
known and noisy channels.
ii) EGFETs have better ϐield‑effect mobility and a
large on‑off ratio than Si‑NW.

[187] i) Transmitter ‑ Alcohol spray
ii) Channel ‑ Air
iii) Receiver‑ Alcohol sensor

i) Channel coding for better ISI mitigation.
ii) Adaptive threshold for decoding of the code‑word.

[189] i) Transmitter ‑ Peristaltic pump using acid to transmit bit‑
0 and base to transmit bit‑1
ii) Channel ‑ Water in a silicon tube
iii) Receiver‑ Cooperative RNN‑based detection

Better BER performance than SBRNN.

5.2.2 Transduction unit

In bio‑FET, the channel between drain and source elec‑ 
trodes is the transduction unit for generating an electri‑ 
cal signal based on the molecular signal at the receptors. 
Single‑Walled CNTs (SWCNTs), Si‑NW [168], 
graphene [167] could be used as the transduction unit. 
The SWCNT for Acetylcholine (Ach) receptor has been 
discussed in [193] to detect Ach. Si‑NW‑based 
transduction unit for re‑ ceptor protein in prostate 
cancer detection has been pre‑ sented in [194]. The 
graphene‑based transducer channel for a glucose oxidase 
receptor in a glucose sensing device has been discussed 
in [195]. The conductivity of trans‑ ducers such as 
SWCNT, Si‑NW and graphene varies with the number of 
molecules bound to the receptors. This in turn changes 
the current ϐlow between source and drain of bio‑FET 
[18] thus providing transduction capability to these
materials. SWCNT and Si‑NW are one dimensional

structures but graphene is a two dimensional material
that can provide large spatial coverage leading to an in‑
crease in the number of receptors that can be functional‑
ized on its surface.

5.2.3 Signal processing unit

After the transduction unit, the processing of the gener‑
ated electrical signal is required for the detection of infor‑
mation. Since a nano‑machine is expected to be a simple
device with limited computational capability, simple and
less‑complex detectors such as derivative‑based detec‑
tion [61], asynchronous detection [50] are more suitable.
However, the limitation of these detectors is that they
cannot perform well under high noise and mobile trans‑
mitter/receiver scenarios. Moreover, the non‑coherent
detector can also be used in challenging environments
where the channel model is difϐicult to obtain. A non‑
coherent detector basedon local convexity [135] that uses
amoving average operation for noise reduction and ANN‑

ITU Journal on Future and Evolving Technologies, Volume 2 (2021), Issue 3

© International Telecommunication Union, 202166



based detection can be robust detectors [31] as they do
not require CSI and are also capable ofworking in the high
noise environment.

5.3 Future research directions

Within IoBNT, multiple transmitters and receivers have
to work together to perform complex tasks, including
sensing and actuation. However, exact analytical chan‑
nel models consideringmultiple fully absorbing receivers
in the medium are not available in the existing literature
due tomathematical intractability of corresponding diffu‑
sion equations. In this context, the work in [196] consid‑
ered two fully absorbing receivers in a 3‑D medium and
derived an approximate ϐirst hitting time distribution to
demonstrate the mutual dependency between receivers.
However, this approximation is only valid when r1 > 3a,
r2 > 3a, and R > 3a, where r1, r2, R, and a denote the
distance between the transmitter and ϐirst receiver, dis‑
tance between the transmitter and second receiver, dis‑
tance between the ϐirst and second receiver, and the ra‑
dius of the receiver, respectively. In this derivation, the
radius of each receiver is assumed to be identical.

The analysis was further extended for an underlay‑based
cognitive paradigm in [197] where both primary and sec‑
ondary link performances were evaluated by employing
a simple molecule control mechanism at the secondary
transmitter. In this work, the radius of each receiver
is assumed to be different and the impact of molecule
degradation over time was also considered while analyz‑
ing the system performance. However, the analyses in
[196] and [197] is restricted only for two fully absorbing
receivers and cannot be easily extended formore than two
receivers. Thus, development of exact analytical channel
models involving multiple fully absorbing receivers in a
3‑D medium is still an open problem.

Further, many MC systems [33], [40], [45], [118], [148],
[136], [144] that are proposed in the literature are co‑
herent. These coherent MC systems require CSI and suf‑
fers from the drawback of complex channel estimation.
Note that the channel in these systems can be very un‑
predictable with very short coherence times. Hence the
MC systems that use pilot signal [137], [148], [187] for
estimating the CSI, are not very suitable. Also, the re‑
ceivers that can detect the information for fast‑varying
channels (i.e., short coherence time) are required to build
practical MC systems. Machine/deep learning‑based MC
systems that do not need CSI and perform well in fast‑
varying channels [31] are suitable in such complex sce‑
narios. Also, machine/deep learning‑based algorithms do
not rely on accurate channel models and can be classiϐied
as non‑coherent schemes. Hence, the possibility of imple‑
menting these algorithms should be explored to address
IoBNT applications with static [30], [186], [189] and mo‑
bile MC [106], [31].

In this context, one of the possible research areas is neural
network detection considering the channel model which
is not known or difϐicult to obtain. Further, the per‑
formance of different ϐirst order and second order algo‑
rithms [198] used for optimizing the neural network de‑
tectors should be investigated.

On the other hand, most of the detection schemes as‑
sume perfect synchronization between the transmitter
and the receiver. However, for practical MC systems, joint
synchronization and detection or asynchronous detection
has to be performed, as shown in [163] and [50], re‑
spectively. In this context, novel low‑complexity schemes
should be devised to perform asynchronous detection or
detection with synchronization at the fully absorbing re‑
ceiver, especially for a ϐlow‑induced mobile MC where
each of the nano‑machines are considered to bemobile in
diffusive channel along with drift. Moreover, the state of
the art detectors [45], [52], [118], [146] considered per‑
fect synchronization while analyzing the system perfor‑
mance. Thus, the performance evaluation of these detec‑
tors considering synchronization error is still lacking in
the current literature.

6. CONCLUSION
For the IoBNT applications such as drug delivery, in‑body
health monitoring, etc, the nanoscale and microscale de‑
vices are expected to perform collaborative tasks using
MC. However, the MC system performance in these ap‑
plications signiϐicantly depends on the transmission and
detection schemes employed at the transmitter and re‑
ceiver nano‑machines (or bio‑nano‑machines), respec‑
tively. This survey, therefore, presented the transmis‑
sion and detection techniques existing in the current lit‑
erature for static and mobile nano‑machines under pure‑
diffusive and ϐlow‑induced diffusive channels. In each
category, different types of MC system such as SISO,
MIMO, relay‑assisted, and FC‑based cooperative detection
scheme have been discussed to support several health
applications within IoBNT. Various coherent and non‑
coherent detection schemes are presented under each
category. The detectors have also been classiϐied based
on symbol‑by‑symbol detection and sequence detection.
Also, theperformanceand the complexities of somedetec‑
tion techniques are discussed. Further, several challenges
in detection have been described under various scenarios.
Experimental works related to MC are also presented. At
the end of this survey, some major challenges related to
the practical design of the transmitter and receiver along
with future research directions have been added.
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Abstract – The Brain-Computer Interface (BCI) is a system based on brainwaves that can be used to 
translate and comprehend the innumerable activities of the brain. Brainwave refers to the bioelectric 
impulses invariably produced in the human brain during neurotransmission, often measured as the action 
potential. Moreover, BCI essentially uses the widely studied Electroencephalography (EEG) technique to 
capture brainwave data. Paralysis generally occurs when there is a disturbance in the central nervous 
system prompted by a neurodegenerative or unforeseen event. To overcome the obstacles associated with 
paralysis, this paper on the brainwave-assistive system is based on the BCI incorporated with Internet-of-
things. BCI can be implemented to achieve control over external devices and applications. For instance, the 
process of cursor control, motor control, neuroprosthetics and wheelchair control, etc. In this paper, the 
OpenBCI Cyton-biosensing board has been used for the collection of the EEG data. The accumulated EEG 
data is executed subsequently to obtain control over the respective systems in real-time. Hence, it can be 
concluded that the experiments of the paper support the idea of controlling an interfaced system through 
the real-time application of EEG data. 

Keywords – Action potential, brain-computer interface, brain wave, central nervous system, 
electroencephalography data 

 

1. INTRODUCTION 

The Brain-Computer Interface (BCI) has 
articulated a phenomenon that bridges the neural 
activities in the human brain with the computer 
system. The study of brainwave oscillations has 
been conducted by pioneers since the early 1900s. 
However, the research on BCI technology 
progresses towards non-traditional advancement 
in recent times due to the availability of wireless 
means of communication [1]. Nonetheless, the 
emerging research on implantation for interfacing 
with the neural system in [2], suggests an 
enhancement in the brainwave data acquisition 
process. In hindsight, the asserted techniques of 
accumulating data through conventional invasive 
methods can be substituted by biomedical 
treatments as discussed in [3]. The application of 
the Internet of Bio-Nano Things (IoBNT), expedited 
the implantation of the electrodes of artificial 
neurons to provide state-of-the-art technological 
facilities. Besides, [4] proposes how a nano-
generated neural network can provide improved 
stimulation of brainwave signals for an optimized 
control system. Nevertheless, the high risk of tissue 
damage might considerably precede the favorable 
features of direct stimulation of prosthesis, 

muscles, and the spinal cord [3]. Provided the 
contingency factors, the non-invasive approaches 
have greater possibilities of being embraced, 
especially in the middle-income countries around 
the world. 

The brainwave impulses generated during 
neurotransmission in the Central Nervous System 
(CNS) can be computed and interpreted using the 
BCI convention. Thus, the plausibility of the system 
is inherently conditioned to the user's brain 
functionality [5, 6]. BCI essentially uses the 
Electroencephalography (EEG) technique for the 
retrieval of the aforementioned signals, in the form 
of frequencies and electric bio-signals [7]. Recent 
studies suggest that the brain's peripheral 
mechanism for motor functionalities is not as 
imperative as anticipated over the years. Generally, 
the EEG data produced in a paralyzed individual is 
indistinguishable from that of a non-paralyzed 
person. Therefore, BCI can be employed to obtain 
Neurofeedback (NFB) of the complex brain 
activities by restoring the envisioned stimulation 
[8]. Consequently, successful task completion can 
be facilitated by utilizing brainwave signals alone, 
without requiring any physical actions. Hence, it 
can considerably assist paralyzed and physically 
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impaired individuals to regain self-sufficiency 
through technological breakthroughs; it can also 
benefit the field of clinical research and studies of 
neuroscience applications.  

Furthermore, the collected ranges of data have 
boundless means of implementation if executed 
diligently. In [9] the primary focus has been the 
interpretation of the correlation between the 
brainwave activities while playing various 
computer games. The fundamental aspect of a 
different study [10] utilizes the Steady-State Visual 
Evoked Potential (SSVEP) based BCI system. 
Whereupon, the control over an automated 
wheelchair has been executed as a response to 
visual stimulation. On the other hand, [11] analyses 
the composition of music in correspondence to 
human feelings by employing the user interface of 
the BCI system. In our paper, the OpenBCI Cyton 
board has been operated as the EEG-based device 
for brainwave activity determination. Generally, 
such devices have been extensively used due to 
their advantageous factors of real-time responses, 
portability, and affordability [12]. Moreover, the 
techniques applied for data acquisition in our 
paper, and the respective ones in [10, 14, 19] were 
comparable, regardless of the indication of the 
stimulus. For instance, [14] coordinated the visual 
functioning alongside the pedaling action of the 
user and interfaced with the system. On the other 
hand, [10, 19] have rather depended on the user's 
response to visual stimulation. On the other hand, 
[18] has suggested a study for improvement in 
stroke patients by implementing the composed 
brainwave data.  

Nevertheless, in this paper, we have accumulated 
the non-invasive EEG readings by placing electrode 
cups throughout the surface area of the scalp. The 
corresponding non-intersecting brainwaves 
exhibited are commonly classified as delta, theta, 
alpha, beta and, gamma frequencies. The delta 
(< 4 Hz) and theta (4-7 Hz) frequencies are 
observed in a relatively calmer state such as in the 
deep-sleep or relaxed state. Alpha (8-12 Hz) waves 
are commonly related to passive awareness and 
perception, they are generally discovered in the 
optical region of the brain. The beta (12-30 Hz) and 
gamma (30-100 Hz) waves are witnessed in the 
higher ranges due to the association with attention, 
cognition, and motor functionalities, related to the 
central and frontal lobes of the brain [12]. For our 
paper, the beta, and gamma ranges of frequencies 
have been exclusively centred for the 
implementation of cognitive functioning and 

control-based operations. Wireless networking 
methodology enables the successful 
communication of the EEG readings with the 
computer system. The OpenBCI Wi-Fi shield and 
RFDuino are both means of wireless 
communication. However, we have interfaced the 
Wi-Fi shield to transmit the gathered data through 
the medium of the Internet. 

2. MOTIVATION AND CONTRIBUTION 

In this paper, the proposed methodology would 
inherently enable the paralyzed people to 
overcome most of the technological barriers. As 
per the World Health Organization, a staggering 
20-50 million individuals suffer from some degree 
of physical impediments caused by injuries and car 
accidents [6]. More often than not, the victims of 
paralysis and physical disabilities exhibit the 
immaculate generation of neuro-electrical 
impulses identical to that of a healthy brain. This 
implies that the brainwave signals obtained from 
the EEG data of an individual can be configured to 
be transmitted as input commands to retain 
control over a designated system. In order to 
ensure the performance of the system, we first 
scrutinized the numerous prospects of the EEG 
data obtained through the BCI technology. The 
continuous stream of data documented the 
ceaseless activity of brainwaves in an individual. 
However, the distinct functionalities of the 
brainwave at certain instances signified the 
constricted ranges of the collected data. Therefore, 
the perceptive administration in the cognitive 
frequency ranges has allowed attaining 
technological control in real-time. Our primary 
objective has been to enable physically impaired 
individuals to subdue certain limitations through 
the implementation of the BCI system. Moreover, 
the secondary objective is to utilize the invoked 
potential from the user's brain activity for different 
real-life implementations similar to that of [10]. 
Unlike the tactile operating system demonstrated 
in [16], which depends on an external control unit- 
our goal is to achieve command through the 
implementation of brainwave signals only.  

Our contributions in this paper are as follows:  

• To investigate the plausibility of the 
incorporation of the accumulated data to gain 
control over the proposed system.  

• To discuss the possibility of the findings 
through the real-time implementation of the 
EEG data in an exploratory approach.  
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The paper holds the anticipation of providing 
ready-to-use technology without any modification. 
Although, the proposed system is yet to undergo 
multiple further steps of trial and error before it 
can be actively used. Nonetheless, the model has 
been partially established in order to 
experimentally incorporate the completion of 
specific tasks. In addition to that, there are 
challenges of managing and operating the 
innumerable brainwave data that is being 
constantly collected. Furthermore, the constricted 
period of data processing might challenge the 
efficiency and complexity during the application, 
which also needs to be considered. The proposed 
methodology of the system of our paper has been 
discussed elaborately in Section 3. This is 
succeeded by, the experimental feedback 
generation is presented in Section 4. Lastly, results 
and discussion are provided in Section 5. 

3. PROPOSED METHODOLOGY 

The proposed methodology section intricately 
represents the intended system architecture of our 
paper, as illustrated in Fig. 1. To ensure ample 
competency of the system, the pathway consists of 
data acquisition, data processing and data 
implementation. The data acquisition segment 
focuses on the processes of receiving the EEG 
signals from the brain. Hence, the accumulated 
data from the subject emphasizes optimizing its 
applications by eliminating any and/or all initial 
errors. Upon the collection of the data, the Wi-Fi 
shield instantly allows the transmission to a 
computer by means of wireless communication. 
The data processing further accumulates data in 
the next phase, whereby it is processed in order to 
filter and minimize external signals, noise, jitters, 
etc. Thus, it ensures that the acquired data can be 
further processed or preserved for future analysis 
and applications. Moreover, the data can be 
configured to be globally accessible at any instance 
through the wireless communication of 5G devices. 
Besides, the signals can also be transmitted to 
assigned wireless systems for the observation of 
the generated NFB. Eventually, the data 

implementation section illustrates how we have 
experimentally implemented the data through 
feedback generation of the control-specific data. In 
our paper, two dissimilar approaches have been 
observed for the experimental feedback of the 
control applications. The detailed discussion has 
been mainly segmented into the three 
aforementioned units which have been associated 
with each other and described henceforth: 

3.1 Data acquisition 

The fundamental component employed in our 
paper is the OpenBCI Cyton board. The board uses 
the EEG technique to extract the data from the 
brain's neural oscillations [17]. The neural 
impulses are initially analyzed as Action Potentials 
(AP) that are commonly measured as microvolts. 
The illustration of the AP, also known as bio-
potential of the brainwave during various activities 
has been compared in association to [17]. The 
8-channels of the board have 8 individual 
electrodes connected to them, which are used for 
the collection of the EEG data. The electrode gold-
cups are placed on the scalp of the user according 
to the 10-20 arrangement as observed in [10, 19], 
this assures the accuracy of the obtained 
brainwave data. Moreover, to guarantee the 
precise transmission of the data, conductive pastes 
are applied along with the electrodes. We have 
accumulated the featured extraction of brainwave 
signals accordingly. Furthermore, in our paper, a 
WiFi-shield has been connected along with the 
Cyton board which allows signal transmission and 
networking. Therefore, the visualization of the 
signals in different instances and domains can be 
possible through the interface with suitable 
applications.  

However, unlike the pedaling technique of 
brainwave stimulation associated in [14], our 
approach required little to no movement but only 
focus control. To ensure the elimination of the 
motor functionalities, the experiments conducted 
in our paper concentrated on the cognitive and 
visual aspects of the user. The number of 
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Fig. 1 – System architecture [20] 

 
experiments we have administered thus far- 
essentially monitors the variations in EEG data 
during the motion of the arm or eye. It aspires to 
justify the objective of our paper by comparing the 
focus state and cognition to the developments in 
physical movement. The experiments directed in 
[21] have a comparable approach to that of ours. 
However, the control of an exoskeleton requires an 
expanded range of focus-control mechanisms 
which employs a considerable number of 
electrodes. In [21], the connectivity of the 
extensive driver circuits is maintained by the 
16-electrodes channels that provide higher 
accuracy of brainwave data. 

As discussed earlier, the inherent performance of 
the brain associated with the intellectual and 
comprehensive features remains consistent 
regardless of the capability of muscle control [6]. 
Although the subject of our paper exhibits the 
functionality of a healthy brain, the constrained 
ranges of the accumulated EEG data has facilitated 
the execution of the applications as designed. 
Consequently, [6] administered the control of 
brainwave frequency in the ranges 0.15-5 Hz in the 
time-span of 300-600ms by the commonly used 
P300 in the BCI system. On a similar account, 
[10, 14, 17-19] represents the manipulation of the 
acquired brainwave data in the targeted 
bandwidth for the respective allocations. 

3.2 Data processing 

As per Fig. 1, the acquired brainwave data requires 
extensive steps of processing and optimization 
before it can be analyzed. Thus, the discussion in 
[10] embodies the construction of the anticipated 
data processing operations through the user 
interface. Our foremost concern is the noise 
interferences associated with the raw brainwave 
data. Ordinarily, the non-invasive method 
contributes to the factors of noise since brainwave 
frequencies are not being directly extracted. 
Natural obstacles existing between the electrodes 
and the brain, i.e. the skull, skin, hair, etc. as well as 
artefacts (muscular movements) contribute to the 
noises [19]. To optimize the data, the user interface 
applies a Signal-to-Noise Ratio (SNR) for 
strengthening the signal that is estimated by 
applying the root-mean-square [10, 18]. 
Furthermore, signal filtering and sampling 
facilitate the selection of the desired ranges of data 
to be executed accordingly. The sampling theory of 
Nyquist-Shannon ensures that the accumulated 
EEG signals are sampled at a frequency of 250 Hz 
by the user interface applications [19]. Upon the 
passage of the frequencies through the 
Butterworth filters, the aspired ranges are 
separated for assigned requisitions. Additionally, 
the presence of electronic devices that emit 
electromagnetic waves of 50-60 Hz can cause 
distortion. Hence, to eliminate the specific 
bandwidth, notch filters are applied in the system. 
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Moreover, the Fast Fourier Transform (FFT) 
approach allows the observation of the brainwaves 
in the frequency-domain corresponding to the AP 
or bio-potential readings [10, 14]. Hence, this 
provides a more transparent comprehension of the 
acquired data when examined. 

3.3 Data implementation 

Henceforth, the accumulated data undergoes 
further networking for implementation purposes. 
For instance, a Lab Streaming Layer (LSL) 
networking protocol is employed to transmit the 
data from one application to another. 
Correspondingly, the optimized brainwave data in 
our paper has been transferred from the OpenBCI 
network to the Python application. This has 
permitted the user for visualization and controlled 
scrolling of newsfeed through EEG data. The 
communication between such applications yields 
the graphical representation of the brainwave AP 
in various domains as illustrated in [19].  

In the case of interfaces with microcontrollers such 
as the Arduino, a serial communication protocol is 
exercised. The streaming of the brainwave signal in 
our paper has been enabled by the networking 
widget of the OpenBCI application. The successful 
serial communication has been sustained through 
the maintenance of the designated baud rate of EEG 
data streaming. Moreover, the transmission is 
implemented for NFB generation through the 
assigned receiving ports of the Arduino. As 
demonstrated in [10], the final implementation of 
controlling a wheelchair has been successfully 
achieved through the interfaced microcontroller. 
Therefore, it can be implemented for numerous 
other purposes such as robotics, neuroprosthetics, 
control of gadgets, appliances, and vehicles. 
Moreover, the use of diverse microcontrollers may 
as well accomplish related applications. For 
example, in [14] the pedaling bike was interfaced 
with the computer through the Raspberry Pi. 
Further discussion of the conducted experimental 
NFB generation in our paper is continued in the 
next section. 

4. EXPERIMENTAL FEEDBACK 
GENERATION 

4.1 Hardware implementation  

The assertion of the earlier experiments depends 
on the support of the outcomes of the feedback 
generation observed. As orchestrated in Fig. 2, the 
Arduino relies on the serial communication 
networking protocol. In our paper, the NFB of EEG 
data was delivered through hardware 
implementation of the Arduino. Hence, it has 
allowed the accumulated data to be used for 
control and observation. Thus far, we have 
retained the motion of a small-scale car by utilizing 
the generated EEG feedback. The authority is 
maintained in the focus-state frequency ranges of 
the brainwave signals. Nonetheless, it is essentially 
a representation of the motion and direction 
control of a large-scale carrier, such as a 
wheelchair. In comparison to the electric 
wheelchair control in [10] and the bike pedaling in 
[14], where the visual stimulation required a 
cue/signal such as LED, stimulation as such was 
not imposed in our paper. Rather, the control of the 
car was perceived at the very instance the user 
accessed their focus-state. The user continued to 
operate the motion of the car upon the period of 
concentration and high cognitive functioning. It 
further enabled the user to control the direction of 
the car by propelling cognitive thought processes 
and absolutely no other means of administration. 
Eventually, the car immediately stopped when the 
focus state was departed. 

4.2 Software control observation  

Furthermore, the feedback generation of our paper 
was further observed through computer software 
applications. As illustrated in Fig. 2, LSL 
networking enables data transmission from the 
user interface to a Python application. Hence, the 
controlling of the newsfeed and computer screen 
has been conceivable. Similarly, in [5], cursor 
control was obtained by using the EEG data from 
the BCI. Suggesting that further precision in 
controlling virtual platforms can be achieved by 
enhancing goal-oriented or high-level 
programming language. For instance, the visual  
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cortex of the occipital lobe can enable the user to 
spell out the visualized words and letters as shown 
in [15]. However, to deliver such precise 
commands in any system, deep learning of the data 
is imperative. As associated in [13], the machine 
learning algorithm of deep learning concentrates 
on the advancements of precision-control in 
automated systems. This can benefit the obtained 
feedback generation of our paper to incorporate 
concrete real-life applications in the future. 

 

Fig. 2 – Experimental feedback generation 

4.3 Parameter settings  

In Section 4.1 and Section 4.2, hardware 
implementation and software control 
implementation were observed by utilizing the 
data streaming of an EEG reading from the person. 
Correspondingly, the EEG data generated from 
mostly the parameter setting depends on the 
pathway taken to filter the signal. Most of the time 

depending on the desired frequency range the filter 
setting changes to bandpass filter. For instance, to 
find out cognitive functioning EEG data, electrodes 
are attached to the frontal lobe, where to get rid of 
external electrical influence a notch filter is used. In 
addition, a bandpass filter of 5-50Hz is used, which 
is the brain activity wave except for the delta which 
is experienced during meditation or dreamless 
sleep and the amount of sample rate varies 
depending on the outcome expectation but mostly 
the used sample rate is 255Hz [18]. Moreover, 
maximum frequency can be opted for according to 
the preference which could be from 20Hz to 400Hz. 
Again, to make the data transmitted to Arduino or 
Python workable mapping of the data is required. 
Moreover to that, mapped data is used in the 
completion of tasks or controlling a system. 

5. RESULT AND DISCUSSION 

Continuing on from the previous discussion, 
motion control of a car with the assistance of 
Arduino has been successfully implemented by 
utilizing the acquired brainwave data exclusively. 
The Arduino-based robotic car has been through 
multiple trials for motion control where the brain 
wave signals were used to enforce the focus and 
concentration state on a real-time basis [20]. 
Looking at Fig. 3, we can see that 3(a) displays the 
bio potential of the brainwave in the frequency 
domain while 3(b) and 3(c) display the head region 
activity at the instances. In Fig. 3(a), 2 channels 
were attached to the frontal lobe while acquiring 
concentration state data. In 3(a) the FFT plot of the 
potential values are majorly active in the alpha 
(8-12 Hz) and beta (13-32 Hz) frequency ranges. 
This information implies that the focus state is 
activated in the aforementioned bandwidths and 
the car gains motion correspondingly. Thus, the 
motion and direction of the car can be controlled 
with concentration. However, the car immediately 
stops moving the very moment the focus state is 
departed. Furthermore, the head region plots 3(b) 
and 3(c), display high activity in the frontal and 
central lobe. The highlighted regions of the 
respective lobes are distinctly represented in the 
event of cognitive and motor functionalities.  
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Experiment-1 

Fig. 3 – Hardware implementation observation 

Additionally, brainwave data has also been 
implemented in [20] for the control system of 
scrolling through computer applications. Thus, the 
user has been able to surf through a news feed or 
webpage while within the focus state as discussed 
earlier. In Fig. 4, 4(a) shows the FFT plot of the EEG 
data, 4(b) and 4(c) shows the head region plots 
during the monitoring and controlling of the virtual 
screen. For Fig. 4(a), on the head scalp near the 
occipital region one channel was attached to 
acquire the visualization data. As indicated in 4(a), 
the ranges of potential spikes are over a wider 
range of frequency. However, the head region plots 
display activity in the occipital region which wasn't 
as visible in the previous section. The mapping of 
the EEG data between the frontal and occipital lobe 
has enabled the opportunity to control the cursor 
by comparison of the action potentials. Further 
precision of the control can be enabled through 
deep learning techniques of the brainwave data. 

The fundamental aspiration of the paper was to 
successfully acquire brainwave data with the 
assistance of the OpenBCI Cyton board in real-time. 
Upon the initial observation of the collected data, it 
emerged as a burst of reading due to the 
continuous brain activity. Since the brain is 
continuously generating signals, the data 
accumulation in the aspired range for application 
has been considerably challenging. 

 

Experiment-2 

Fig. 4 – Software control observation 

Additionally, the noise factors are incorporated in 
the distortion of the quality of the raw data. The 
invariable muscular movements were 
incorporated as noise artefacts that required 
further extensive processing. Hence, the 
constraints over the potential values were 
challenging hindrances while attempting to 
accumulate the desired frequency ranges in order 
to implement certain requirements as per the 
respective cases. 

Furthermore, the motion control of the car 
experiment suggested that the slightest deviation 
of the correspondence between the frontal and the 
parietal lobe can cause a significant disparity in the 
motion of the car. Similarly, the cursor control 
system may lack stability caused by equivalent 
factors. Hence, any inconsistency of focused 
cognitive functioning may disrupt the entire 
control system regardless of the system outcome. 
Nonetheless, our analysis establishes the fact that 
specific tasks can be performed up to a certain 
degree by utilizing EEG brainwave data. For further 
accuracy of the implementation of the feedback 
generation, more precision is required through 
machine learning approaches.  
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Table 1 – Data table for cognitive functioning 

Channel 1 Channel 2 

–8762.24 –1654.23 

–8680.41 –1641.42 

–7665.33 –2408.71 

–7226.03 –2746.78 

–7854.65 –2301.63 

–8755.38 –1620.7 

–8709.45 –1639.95 

–7669.87 –2445.26 

–7241.63 –2752.37 

–7833.17 –2260.28 

–8733.85 –1601.48 

–8707.7 –1643.84 

–7682.54 –2453.39 

–7209.76 –2752.51 

–7824.81 –2268.88 

–8728.29 –1647.03 

–8722.86 –1656.98 

–7701 –2421.3 

–7238.48 –2782.5 

–7821.79 –2314.9 

–8732.8 –1594.57 

Table 1 illustrates the raw data of brainwave 
reading during cognitive functioning. The subject 
was asked to read and concentrate between the 
focus and out-of-focus state. During which, only the 
channels connected to the frontal region of the 
brain were kept activated. The collected data is 
transmitted to Arduino through means of serial 
communication, and thus, the motion of the car is 
controlled.  

Furthermore, Table 2 demonstrates a portion of 
the data table from the acquired brainwave 
connected to a single channel in the occipital region 
of the brain. However, the tables provide the raw 
data that had been initially obtained. Henceforth, 
the use of Python and the lab streaming layer 
allowed the live streaming of the brainwave data, 
which was observed during the software control 
task.  

Table 2 – Data table for occipital functioning 

Channel 7 Channel 8 

–45548 0 

–45529.09 0 

–45505.09 0 

–45511.95 0 

–45524.82 0 

–45539.8 0 

–45550.55 0 

–45539.89 0 

–45545.79 0 

–45539.69 0 

–45525.16 0 

–45503.43 0 

–45484.52 0 

–45492.59 0 

–45491.92 0 

–45496.77 0 

–45506.79 0 

–45513.67 0 

6.  CONCLUSION 

The analysis of the brainwave signals developed 
over the decades has laid the foundation for the 
notion of the BCI-based control system. The 
possibilities of implementing BCI can have a 
profound impact on all branches of science and 
technology, creating opportunities for every 
individual regardless of their physical capabilities. 
The IoT based brainwave assistive system for 
paralyzed individuals is designed to attain 
opportunities as such. The results achieved thus 
far, delivers beneficial analysis and provides 
insights on further potential of the brainwave data. 
However, our future aspects of the paper envisions 
precision control of large-scale automated devices 
such as a wheelchair. Hence, for expanding 
accuracy control through further propagation of 
the data, machine learning propositions will be 
incorporated to the current paper. 
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Abstract – Molecular communication is transmitting and receiving chemical signals using molecules and is an interdisci‑
plinary ϔield between nanotechnology, biology, and communication. Molecular communication can be used for connecting
bio‑nano things. The connected nano‑things build a nano‑network. Transport mechanisms in molecular communication
include free diffusion, gap junction channels, molecular motors, self‑propelling microorganisms like bacteria and random
collision of mobile nano‑things. Free diffusion is the most widely used transport mechanism in the literature. Brownian mo‑
tion is always available and its energy consumption is zero. This paper explores the therapeutic applications of rate control
in the Internet of Bio‑Nano Things and reviews the recent trends and advancements in the ϔield of molecular communication.
Thesemethods aim to guarantee the desired rate of drugmolecules at the target site and overcome the side effects of excessive
emission.

Keywords – Bio‑nano things, molecular communication, release rate control, targeted drug delivery

1. INTRODUCTION
Nanomachines are the most basic operational units with
dimensions of several hundred nanometers to a maxi‑
mum of a few micrometers and have limited capabilities.
They can perform simple tasks such as sensing, stimu‑
lating, calculating and storing information. In order to
increase the capabilities of nanomachines and use them
in real scenarios, a network must be formed between
them. In this way, nanomachines are able to collaborate,
combine or share information. The connection of these
nanomachines is called a nano‑network [1]. In fact, nano‑
networks are a new research branch that results from
the use of nanotechnology in the ϐield of digital commu‑
nications [2, 3]. The very small size of nanomachines
makes the physical telecommunication channels in nano‑
networks signiϐicantly different from traditional wireless
and wired channels. Currently, there are twomethods for
connecting nanomachines: nano‑electromagnetic com‑
munication and molecular communication [1].
Nano‑electromagnetic communication is the sending and
receiving of electromagnetic waves between nanoscale
components. There is ambiguity about how nano‑
antennas can be achieved by shrinking existing antennas.
The frequency released by the antenna comes from the
𝑓 ∝ 𝑣

𝐿 , in which 𝑣 is wave propagation speed and 𝐿 is
antenna length, so in the expected size of a nanomachine,
the frequency released by nano‑antennawill be in the op‑
tical range (hundreds of THz). Although this frequency
leads to a lot of bandwidth, it will also have a lot of loss,
which causes the range of these nano‑antennas to be al‑
most zero, so traditional electromagnetic telecommunica‑
tionmethodsmust be deeply revised before using them in
new scenarios [4].

To overcome these limitations, graphene‑based nano‑
antennas are provided. Graphene is a form of carbon
composed of ϐlat sheets with the thickness of an atom
in which atoms are placed as honeycomb lattices. Due
to its speciϐic properties, graphene‑based nano‑antennas
will radiate at a lower frequency than the Terahertz band,
and the channel attenuation will be much less at this fre‑
quency, therefore, graphene‑based nano‑antennas allow
for nanoscale electromagnetic communication [5, 6].
Molecular communication is a new method that is in‑
spired by the communication between living cells. In
molecular communication, information is transmitted
through message molecules [7]. The advantages of this
solution compared to nano‑electromagnetic communica‑
tion are inherent nanoscale, biocompatibility and low
energy consumption [8]. In molecular communication,
chemical signals or molecules are sent and received.
There are many differences between molecular commu‑
nication and traditional communication: In molecular
communication, the message is encoded in molecules,
whereas in traditional networks, information is encoded
in electromagnetic, audio and optical signals. The rate of
wave propagation in traditional networks is much faster
than the speed of the propagation of molecular messages.
In addition, in molecular communication, most of the en‑
ergy consumed is chemical and power consumption is
low, while electrical energy is used in traditional net‑
works.
Molecular communication can be effective in medical ap‑
plications due to their biocompatibility [9, 10, 11, 12].
The components of molecular communication are: trans‑
mitting nanomachine, receiving nanomachines, messen‑
ger molecules, interface molecules and transport mecha‑
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nisms [13]. There are ϐive transport mechanisms which
include free diffusion, gap junction channels, molecular
motors, self‑propelling microorganisms and random col‑
lision of nanomachines. Molecular communication sys‑
tems can be classiϐied with various criteria as shown in
Fig. 1:
a) Scale: Themolecular communication scale refers to the
distances at which bio‑nanomachines interact with each
other by releasingmolecules and is divided into three cat‑
egories: intracellular, intercellular and inter‑organ [14].
Similarly, bio‑nanomachines are divided into three cate‑
gories, short‑range such as molecular motors, medium‑
range such as ion signaling and transmission through dif‑
fusion, and ϐinally long‑range transmission such as trans‑
mission based on bacteria, neurons and pheromone sig‑
naling [7]. Pheromone is a chemical agent secreted or ex‑
creted, leading to the stimulation of a collective response
in members of a species.
b) Energy consumption: Molecules are either dispersed
in the environment or released directionally by chemi‑
cal energy consumption, which is called Passive Molecu‑
lar Communication (PMC) and Active Molecular Commu‑
nication (AMC) [15, 14], respectively.
c) Communication type: Molecular communications can
be divided into two categories: wired and wireless.
i) Wired: Refers to methods that require a physical link
to transmit signals [8] and they are also called Walkway‑
based methods [16]. For example, microtubules are
provided in micro‑dimensions to connect nanomachines.
Data transfer between nanomachines is done through
the movement of molecular motors that walk on micro‑
tubules. Another example of wired molecular communi‑
cation is neuronalmessaging that is placed in the category
of inactive molecular communication [17].
ii) Wireless: Wireless methods refer to methods that re‑
quire only a ϐluidic medium (such as air, water and blood)
without the need for electrical conductors or physical
links to transmit information [8]. Most current molecular
communication methods mimic wireless communication
samples. This is due to the similarity of natural biologi‑
cal communication systemswithwireless communication
systems. Of course, the fundamental difference is that the
distribution of molecules is slow compared to the propa‑
gation of radio waves. One example of this method is cal‑
cium signaling. In this method, the propagation of waves
between cell junctions is carried out in densely packed
cell tissue. Calcium waves are commonly used to trans‑
mit short‑range information between cells where infor‑
mation is coded in the concentration of calcium ions. An‑
other example of wireless data transmission is the use of
bacteria [17]. The wireless method can be divided into
two categories: A) Flow‑based: In thismethod, molecules
are released through diffusion in a ϐluidic medium such
as blood ϐlow. Intra‑body hormonal communication is
the most important example of this method [16]. B)
Diffusion‑based: In this method, molecules are propa‑
gated by diffusion in a ϐluidic medium andmolecules only
follow the rules of random walk. Pheromonal communi‑

cations, calcium signaling and quorum sensing in bacte‑
ria are examples of this method [16]. Quorum sensing is
a population‑proportional stimulation and response sys‑
tem that bacteria use to coordinate with each other.
Medical applications, such as Targeted Drug Delivery
(TDD), activation of the immune system and tissue engi‑
neering, are one of the most important application cat‑
egories of molecular communication. In such scenar‑
ios, rate control mechanisms play an essential role. In
TDD, rate control is indispensable to maintain the drug
concentration between the Least Effective Concentration
(LEC) and the Maximum Tolerated Concentration (MTC).
Moreover, bio‑nanomachines generally bear a limited re‑
source, therefore releasing the drugmolecules at the opti‑
mal rate is of signiϐicant importance. Controlling the rate
of activators or antagonists is also indispensable in the
immune system activity scenario i.e., to intensify or re‑
duce the activity of the immune system. The rate control
is required as well in tissue engineering scenarios to en‑
sure the prolonged exposure of the damaged tissue to the
growth factors. Considering the importance of rate con‑
trol in therapeutics applications, this paper aims to re‑
view the state‑of‑the‑art literature on rate control using
molecular communication.
The organization of this paper is as follows: Rate con‑
trol in molecular communication with a layer architec‑
ture perspective is investigated in Section 2. Section 3
presents the therapeutic applications of rate control. Sec‑
tion 4 reviews the recent advancements and current re‑
search on releasing rate control in DDS. Research oppor‑
tunities are presented in Section 5. Section 6 concludes
this paper.

2. RATECONTROL INMOLECULARCOMMU‑
NICATION

Molecular communication architecture can be examined
from the perspective of communication networks [18, 14,
19]: molecular physical layer, molecular link layer, molec‑
ular network layer, molecular transport layer and molec‑
ular application layer. Since our paper is focused on rate
control in molecular communication, we review the ex‑
isting works in the transport layer. This layer provides
the functions needed for end‑to‑end transmission and is
responsible for providing reliability, In‑sequence deliv‑
ery, congestion control and ϐlow control. Rate control
in molecular communication is carried out for two pur‑
poses: Flow control and congestion control.

2.1 Flow control
Flow control is a function in which the sender adjusts
the transmission rate of the molecular transmission layer
based on the receiver’s characteristics. Flow control can
be started by the sender or receiver [19]:
i) Transmitter initiated ϐlow control: The easiest form of
ϐlow control is that the sender uses a very low transmis‑
sion rate so that there are no losses. This requires prior
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Fig. 1 – Classiϐication of molecular communication based on scale, energy consumption and communication type

knowledge of the recipient’s processing capabilities. A
more complex shape requires the transmitter to be able
to detect the losses of molecular frames. The transmitter
may feel the existence or absence of expected chemical re‑
actions in the receiver in the environment and adjust the
sending rate accordingly.
ii) Receiver‑initiated ϐlow control: When the recipient’s
molecular storage is ϐilling up, the receiver informs the
transmitter by sending feedback. This form of ϐlow con‑
trol is commonly used in traditional communication. So
far, only one method of ϐlow control initiated by the re‑
ceiver has been studied in [20, 18]. In order to control the
ϐlow of information in traditional networks, the recipient
announces a window size to the sender, meaning that the
unacknowledged number of bytes of the sender should
not exceed that value at any given moment. If the recipi‑
ent reads the information as fast as it reaches, thewindow
will remain open, otherwise, the window size will be re‑
duced by reaching each segment to eventually reach zero.
In [18], 𝑁 senders and 𝑀 receivers are considered.
First, an optimization problem is proposed to ϐind the
maximum throughput and efϐiciency according to the
sender’s transmission rate. Throughput is the number
of molecules processed by receptors per unit time. Efϐi‑
ciency is throughput divided by the number of molecules
sent per unit time. For simplicity, it is assumed that all
transmitters are located at the origin and all receivers
are located at a similar location. With this assump‑
tion, a mathematical expression is obtained for the up‑
per bound of throughput and efϐiciency. Then, the op‑
timal transmission rate that maximizes them is calcu‑
lated numerically. It can be seen that there is a compro‑
mise between throughput and efϐiciency. In the follow‑
ing, [18] presents a method for controlling the transmis‑
sion rate using positive and negative feedback. In this
method, the receiver bio‑nanomachine releases feedback
molecules in the environment in response to the transmit‑
ter. The transmitter bio‑nanomachine then regulates its
transmission rate based on the concentration of feedback
molecules. In the Negative Feedback (NF) the transmit‑
ter bio‑nanomachine reduces the transmission rate by in‑
creasing the concentration of feedback molecules. In the
Positive Feedback (PF), the opposite is true. Simulation

results show that the negative feedback‑based method
provides maximin strategy by changing the number of
transmitters, number of receivers, molecule degradation
rate, diffusion coefϐicient and location, i.e. maximizes the
minimum throughput. The positive feedback method is
also a maximin strategy for efϐiciency by changing the
number of receivers, diffusion coefϐicient and degrada‑
tion rate of molecules, i.e. maximizes the minimum efϐi‑
ciency.
In [12], a TCP‑like protocol is proposed to ϐind the optimal
transmission rate between the transmitter and receiver
and prevent congestion in molecular communication. In
this method, the transmitter is assumed to be very simple
and the receiver acts as a control node and sends the con‑
nection signal to the transmitter. This triggers the trans‑
mitter to release molecules. The transmitted molecules
are released in the environment and are absorbed by the
receptors on the receiver surface. When the receiver ab‑
sorbs the desired amount of the transmitter molecules,
it releases a disconnection signal to prevent the trans‑
mitter from continuing the transmission. Similar to the
TCP transmitter, which is not already aware of the maxi‑
mumnetwork capacity, the transmitter ϐirst increases the
transmission rate. In TCP, this increase is done exponen‑
tially in the ϐirst step and in the stage of avoiding conges‑
tion linearly with the round trip time. In this scenario, for
simplicity, only a linear rate increase is considered. Then,
the receiver decides to halve or stop the transmission rate
according to the round trip time.

2.2 Congestion control
Congestion control is used to regulate the number of
molecular transfer data units in order to prevent conges‑
tion in the middle nodes. This can be done by setting
the sender’s transmission rate. By detecting an error, the
sender’s transmission rate can be reduced to a speciϐied
predetermined value. It is also possible to calculate the
new transmission rate according to the amount of conges‑
tion. Congestion can be detected from the error rate. Af‑
ter the rate decreases, the sendermay start to increase the
sending rate again so that it canuse themaximumchannel
capacity. The amount of this increase can be constant or
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depends on a network parameter (e.g. how long the error
hasn’t occurred), in which case remembering the history
is necessary.
In the past 30 years, the issue of congestion control
in packet networks has been considered by many re‑
searchers. However, little attention has been paid to this
issue in molecular networks [21]. In [21], congestion
is deϐined as the inability of the receiver to accept all
molecules in the receiver space and the congestion con‑
trol problem has been investigated in a drug delivery sce‑
nario. This limitation occurs for two reasons: limited
number of receptors at the receiver surface and signiϐi‑
cant trafϐicking time. Trafϐicking time is deϐined as the
time required for a ligand to bind a receptor plus the time
needed to internalize the complex. In [21], theoretical
analysis of congestion reasons in a diffusion‑basedmolec‑
ular communication is carried out and a receiving model
including a set of queue systems is presented.

3. THERAPEUTIC APPLICATIONS OF RATE
CONTROL

3.1 Targeted drug delivery
In drug delivery applications, if the transmitter sends
molecules at a higher rate thanwhat the receiver can pro‑
cess, these molecules will disperse in the environment
and can lead to adverse side effects in other areas. Also,
since drugmolecules are expensive in some cases, it is im‑
portant to prevent the loss of these molecules.
Molecular communication enables new methods of drug
delivery by creating cooperation between nanomachines.
For example, a large number of bio‑nanomachines can
be injected into a patient’s body to perform massively
parallel searches of the diseased site. When the bio‑
nanomachine detects the signal molecule secreted by the
disease site, it will amplify the signal molecule, thereby
increasing the concentration of the signal molecule in the
environment, causing more bio‑nanomachines to reach
the disease site. A group of bio‑nanomachines at the tar‑
get site can also communicate via quorum sensing to es‑
timate the number of bio‑nanomachines in the environ‑
ment and increase (or decrease) the rate of drug release if
the number of nanomachines is small (or large) to achieve
the continuous release of drug molecules into the envi‑
ronment. A group of bio‑nanomachines with different
functions can also beused todetect different environmen‑
tal conditions, communicate to aggregate sensed condi‑
tions, and perform complex calculations such as logic cal‑
culations to determine whether drug molecules are re‑
leased [14]. Another example of collaboration between
nanomachines using molecular communication is encap‑
sulated drug transmitters that help to increase the life‑
time of a drug delivery system and solve the problem of
limited reservoir capacity, as described in [22]. These
methods are designed tomaximize the therapeutic effects
of drug molecules; therefore, a group of nanomachines
must communicate with each other at the target site to

adjust the rate of release of drug molecules based on dif‑
ferent conditions, such as the spatial distribution of target
cells and bio‑nanomachines.
TDD enables local drug delivery, which is not possible
with systemic drug delivery. By placing the drug deliv‑
ery system near the tumor site, the drug is released only
at the site of the disease and the drug level is low in other
sensitive areas of the body [23]. On the other hand, other
drug delivery systems that are injected intravenouslymay
be rapidly excreted by cleansing organs such as the kid‑
neys, which can lead to healthy tissue being exposed to
toxic levels of the drug. To address these problems, local
methods such as intra‑tumor injection anddrug release in
the vicinity of unhealthy tissue have been studied, includ‑
ing [24, 25] to treat skin cancer and [26] for the treatment
of bladder cancer.

3.2 Immune system
Rate control can also be used to activate the immune sys‑
tem. The immune system is made up of different types
of cells that are able to perform speciϐic functions against
pathogens and threats. Each type of immune cell special‑
izes in ϐighting a speciϐic threat and is stimulated by a se‑
quence of messagemolecules that are released by the im‑
mune cells responsible for detecting pathogens. The im‑
mune system is stimulated to kill bacteria or viruses, heal
diseased cells, and eradicate cancerous tumors. Molecu‑
lar communication and artiϐicial nanomachines can stim‑
ulate the immune system and be used to intensify the re‑
sponse to a variety of threats [11]. In some cases, it is also
necessary to prevent the immune system from respond‑
ing by releasing molecules that can reduce the activity of
the immune system. Synthetic antagonists can also be
used to reduce the immune response. Therefore, similar
to TDD, there is a need to monitor and control the rate of
activators or antagonists.

3.3 Tissue engineering
Another application of molecular communications where
the rate control is required is tissue engineering [14, 11,
27]. Tissue engineering can lead to organ construction
and help patients with tissue or organ failure. By plac‑
ing nanomachines in engineered organs, intelligent or‑
gans can be produced that can diagnose diseases.
Tissue engineering has a role in regenerative medicine.
The goal of regenerative medicine is the replacement of
damaged tissues and organs by using transplanted cells
at the injured site. Cellular signaling plays an essential
role in development of the tissue. This signaling is often
based on diffusion and direct cell‑to‑cell interactions. Un‑
der such conditions, molecules such as peptides and pro‑
teins regulate the absorption of soluble growth factors,
and the adhesion, migration, proliferation and differen‑
tiation of a large number of cell types. All these factors
effectively control the response of the cells and ultimately
the formation of the new tissues.
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There is no doubt that growth factors are essential for the
control of a multitude of biological processes, such as tis‑
sue regeneration; but these factors have a short life; be‑
cause they are eliminated in the body immediately after
release. The success of tissue regeneration depends on
how long the tissuehasbeenexposed to these factors. The
highest rate of regeneration is achievedwhen the tissue is
exposed to these factors throughout thewhole repair pro‑
cess. For this purpose, a set of controlled delivery systems
is considered that is able to release growth factors so that
the tissue is continuously and for a long time exposed to
such factors with an almost constant concentration [11].
Coordination between the nanomachines responsible for
this operation can be done by molecular communication;
In this way, the release and control of the place and time
of growth factors can be done accurately. In this scenario,
we need rate control methods as well to control the rate
of growth factors.

4. CURRENT RESEARCH ON RELEASING
RATE CONTROL IN LOCAL DDS

When the goal of delivering a drug at a target site like a tu‑
mor is considered, the drug should be released at an ap‑
propriate rate in such a way that the level of the drug is
kept within the therapeutic limits during the duration of
treatment [28]. In a sustained drug release system, nano‑
transmitters release drugmolecules over a relatively long
period of time to ensure long‑term treatment of the target
area. In this treatment method, the concentration of the
drug should be placed between the two values of LEC and
the MTC.
If the concentration of the drug at the target site is lower
than the LEC, the drug is not effective enough, and if it is
higher than theMTC, the drug can have harmful effects on
healthy parts [29]. Rate control in this way can be used in
other applications as well, such as tissue engineering, to
control growth factors rates or to control the rate of acti‑
vators in activating the immune system.
In recent years a great deal of research has been devoted
to showing the application of molecular communication
in order to enhance the efϐiciency of a TDD systemby con‑
trolling the release rate of bio‑nanomachines. A compari‑
son of state‑of‑the‑art literature on releasing rate control
for TDD is shown in Table 1. The number of required type
of molecules, nanomachine mobility, nanomachines con‑
ϐiguration, receiver type and the transportmechanismare
represented in this table.
To achieve this goal, in [30], a localmulti‑nanotransmitter
drug delivery system at a constant rate is formulated as
an image processing problem, and the minimum density
required to get enough medicine to all parts of an arbi‑
trary tumor of a certain size is obtained. The effect of
distribution of nanomachines on system performance is
also investigated. In this case, only the nano‑transmitters
located at the target site are activated. Therefore, the
drug is conϐined to the target site and is not propagated
in healthy parts of the body.

In [31], a single and multiple transmitter local drug de‑
livery systemwith limited resources is designed at an op‑
timal release rate. In this case, the nearest transmitters
to a randomly located tumor are activated to provide the
least effective concentration at the target site. In this sce‑
nario, the optimal rate of transmitter nanomachines is de‑
termined in such a way that the total release rate is min‑
imized provided that the least effective concentration is
available at the target site. Drug nano‑transmitters have
limited resources in terms of energy and reservoir and
these limitations should be taken into account when de‑
signing a drug delivery system. Also, drug molecules may
be expensive, and releasing a large number of them can
lead to damage to healthy parts of the body.
A controlled‑release drug delivery system with mobile
drug carrier and absorbing receiver is proposed in [32,
33]. Mobile drug carriers are considered as mobile trans‑
mitters, the targeted disease cells as absorbing receiver
and the channel between the transmitter and receiver as
a time‑variant channel. This leads to a time‑dependent
release rate of drug molecules. Numerical results show
that themobile transmitter controlled‑release drug deliv‑
ery system outperforms constant‑release rate design.
In [34], the problem of joint optimization of molecules al‑
location and relay location is considered to minimize the
error probability. Molecule allocation is necessary be‑
causeof the ϐinite availability ofmolecule synthesizing en‑
ergy and limited storage capabilities of the reservoir.
Another release rate optimization problem is suggested
in [35]. In this paper, an optimization problem is formu‑
lated to optimize the number of transmitters and transmit
power such that the drug concentration at the receiver
site is kept above LEC, while the interference at other re‑
ceivers is maintained below the MTC threshold. The path
loss of the human circulatory system is also taken into ac‑
count.
Authors in [36] proposed a drug release rate optimization
based on M/M/c/c queue for the purpose of local drug
delivery. Drug reception model in this paper is based on
M/M/c/c queue to simulate the interactions between lig‑
ands and receptors. The optimal release rate is derived
from the LEC.
A drug release synchronization issue in a multiple trans‑
mitter local DDS is addressed in [37]. It is assumed that
a trigger source transmits a signal to the transmitting
nanomachines to initiate the drug release. However, the
propagation delay causes the nanomachines to release
molecules in a nonsimultaneous manner. The aim of this
work is to minimize the release‑time error considering
the propagation delay.
In [38], the impact of feedback control is investigated in
an Amplitude Shift Keying (ASK)‑based Molecular Com‑
munication (MC) system, which is of great importance in
DDS. In this paper, a one‑dimensional channel with drift
velocity caused by blood ϐlow is considered. The receiver
is assumed tobe absorbingwith a limit on ligand‑receptor
binding due to saturation. The input is limited by a tox‑
icity constraint of injected molecules. It is shown that,
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Table 1 – Comparison of state‑of‑the‑art research on releasing rate control for TDD

especially for higher values of toxicity constraint and se‑
quence length, feedback, in terms of causal knowledge
of the number of delivered molecules, improves perfor‑
mance of ASK‑based molecular communication.
In [22], a multiple transmitter local drug delivery sys‑
tem associatedwith encapsulated drug transmitters is in‑
vestigated in order to overcome one of the limitations of
drug delivery systems, the reservoir capacity. In order to
improve the lifetime of drug transmitting nanomachines,
and, hence, the longevity of a drug delivery scenario, the
system is associatedwith encapsulateddrug transmitters.
Encapsulated drugs are incapable of reactionwith the en‑
vironment unless they are unpacked in a drug transmit‑
ter nanomachine. Therefore, far‑reaching transmitters do
not have harmful effects on the healthy parts of the body.
The advantage of this protocol is to increase the time in‑
terval between consecutive administrations without in‑
creased toxicity. As a result, it improves themental health
of patients and reduces the costs of treatment. The life‑
time of this drug delivery system depends on the distri‑
bution and topology of encapsulated drug transmitters
rather than their rates. Finally, a lower bound is derived
on the expected lifetime of a Poisson distributed random
network of nanomachines. The performance of this life‑
time improvement protocol is compared with two other
protocols which are the direct extension of the drug de‑
livery system introduced in [31].
A TDD system with intelligent nanomachines which does
not only rely on blood vessel circulation, is presented
in [39]. A big intelligent nanomachine takes small intelli‑
gent nanomachines and drugs to the vicinity of the tumor
area to release drug molecules there. The nanomachines
are assumed to be resource constrained with simple in‑
telligence. They collaborate to ϐind the path between the
home and destination. They then go back to the home,
load the drug again and repeat the delivery process.
In[40], a single receptor ismodeled as anM/M/1/1queue
considering the complementary blocking probability and

the mean service time. Therefore, the stochastic nature
of ligand‑receptor binding, which comes from the incapa‑
bility of a receptor to receive all molecules in its space;
and also known as receptor occupancy is modeled. These
ϐindings can have a crucial role in designing drug deliv‑
ery systems in which determining the optimal rate of the
drug transmitting nanomachines is critical to avoid toxic‑
ity while maintaining effectiveness.

5. RESEARCH OPPORTUNITIES

Researchers are continuously exploring ideas to provide
enhanced healthcare delivery in ways that either comple‑
ments existing solutions or introduce entirely new tech‑
nological solutions. In recent years, considerable re‑
search in the area of molecular communication has been
devoted to design and implement a more effective drug
delivery system. Considering the current research and
advancements in the ϐield of TDD using molecular com‑
munication, a number of research opportunities are sug‑
gested as follows:
1. Considering the dynamic conditions of the environ‑
ment and the tumor in the TDD system so that the amount
of drug released can be controlled according to the envi‑
ronmental conditions, size and activity of the tumor. The
optimal drug delivery rate calculated in many works is
with the assumption of stable environmental conditions
and tumor characteristics. If the environmental condi‑
tions or characteristics of the tumor change, the drug de‑
livery rate of the transmitter nanomachines should be ad‑
justed accordingly automatically or by applying an exter‑
nal stimulus.
2. Investigating the rate control problem in similar ap‑
plications such as tissue engineering and rate control of
growth factors: Although the rate control problem in tis‑
sue engineering applications is very similar to rate con‑
trol in a TDD system, details of the new problem should
be considered in rate control system design.
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3. Considering reϐlective spherical nano‑transmitters in‑
stead of point nano‑transmitters for directional gain in
the TDD scenario: Having a directional gain can increase
the gain of the drug delivery system and prevent the
molecular dispersion in non‑target environments.

6. CONCLUSION
Molecular communications is a promisingparadigm to ex‑
change information among bio‑nanomachines and is re‑
alized through transmission, propagation and eventually
reception of molecules. It is known as a practical solu‑
tion for communication among nano‑networks. This idea
is inspired by nature and by observing successful molec‑
ular transmissions inside cells and between cells.
The transmissionmechanismwhich is widely assumed in
the related literature is free diffusion. Free diffusion is the
most basic transmission mechanism in molecular com‑
munication. The advantages of this mechanism are zero
energy consumption and no need for infrastructure. Of
course, this method requires a large number ofmolecules
and due to the random movement of molecules, the time
needed to reach the destination is high.
In this paper, releasing rate control for therapeutic ap‑
plications such as drug delivery using molecular commu‑
nication is considered. In stable drug delivery systems,
nano‑transmitters must release drug molecules over a
relatively long period of time to ensure target treatment.
Therefore, transmitter nanomachines should use contin‑
uous release instead of instantaneous release of drug
molecules. Also, the concentration of the drug at the tar‑
get site should be between two amounts of minimum ef‑
fective concentration and maximum tolerable concentra‑
tion. Rate control is used in other applications such as tis‑
sue engineering and the immune system.
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Abstract – As a natural formof nanoscale communication, neuro‑spike communication inspires the deployment of nanoma‑
chines inside the human body for healthcare. To this end, the identiϔication of failure mechanisms in normal and diseased
connections of nervous nano‑networks is crucial. Thus, in this paper, we investigate the information transmission through
a single myelinated axon segment. We introduce a realistic multi‑compartmental model for a single myelinated segment
by incorporating the axon’s paranodal regions to the model. Next, we characterize the myelinated segment communication
channel in terms of attenuation over the range of frequencies. Based on this, we derive the rate per channel use and upper
bound on the information capacity. The performance evaluations reveal that our approach provides dramatic correction re‑
garding frequency response. We believe that this result could have a signiϔicant effect on the characterization of demyelinated
axons from the information and communication technology (ICT) perspective.

Keywords – ICT‑based treatment, intra‑body nano‑networks, Internet of Bio‑Nano Things, demyelination, neuro‑spike
communication

1. INTRODUCTION

Advances in nanotechnology have opened the way for the
deployment of nanomachines collaboratingwithin the In‑
ternet of Bio‑Nano Things (IoBNT) framework inside the
human body as a new means of information and com‑
munication technology (ICT)‑based treatment technique
[1, 2]. IoBNT offers both the abstraction necessary for a
deeper look into the evolution of intra‑body communica‑
tions [3] and the foundation for analyzing and interacting
with living organisms. For example, as a large scale intra‑
body nano‑network, the human nervous system bears an
enormous potential to inspire architectures for such sys‑
tems with novel applications in diverse areas, including
smart healthcare [4].

Shannon’s information theory is usually applied to ex‑
isting intra‑body nano‑networks to analyze intra‑body
communicationmechanisms, one of which is neuro‑spike
communication achieved via molecules [5]. Neuro‑spike
communication consists of consecutive stages, namely,
spike generation, axonal and synaptic transmission. Un‑
derstanding of communication failures within any of
these stages due to nervous system diseases such as
spinal cord injury and Multiple Sclerosis (MS) is crucial
to the designs of assistive or replacement nanomachines
[6]. Accordingly, an accurate communication theoret‑
ical analysis of intra‑body communication channels re‑
quires realistic channel modeling of healthy and diseased
connections, which is promising in understanding dis‑
ease mechanisms in biological systems communicating
via molecules [7].

Regarding axonal transmission, communication and com‑ 
putational models of axons exist in the literature. Com‑ 
munication models mostly assume the axon as an ideal 
all‑pass ϐilter [8]. In biologically detailed communication 
models, the axon is modeled as a low‑pass ϐilter, and mod‑ 
iϐied second‑order Butterworth ϐilters [9, 10]. In more 
complex models, axonal propagation is represented with 
several state transitions in the case of hippocampal pyra‑ 
midal neurons [11]. Moreover, an inϐinite transmission 
line model is also available [12]. The limitations of com‑ 
munication models include that they cannot fully capture 
the behavior of axons, which arises from the axon’s phys‑ 
iology. The computational models, on the other hand, 
are accepted as biologically accurate. Thus, computa‑ 
tional models can be used to construct the realistic chan‑ 
nel model of axons, enabling accurate analyses. In this re‑ 
spect, multi‑compartment models successfully describe 
the axonal transmission by dividing an axonal cable into 
compartments, where each compartment has the same 
membrane properties [13]. However, this approach ne‑ 
glects some parts of the axon, e.g., paranodal regions of 
myelinated axons, where the membrane properties are 
not uniform.

In many vertebrates, an insulating substance called 
myelin sheath surrounds axons. The myelin sheath is the 
extension of the plasma membrane of glial cells wrap‑ 
ping the axon, possibly in a multilayered structure. Myelin 
sheaths are formed in periodic segments. The short por‑ 
tions of the axon left uncovered by myelin are called the 
nodes of Ranvier. Axonal transmission is achieved by
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Fig. 1 – Paranodal and nodal regions of the myelin sheath.

impulse‑like potential changes in the neuron membrane, 
called Action Potential (AP). Myelination increases the 
speed of signal propagation along the axon considerably 
by a process called saltatory conduction, which is simply 
the jumping of APs between the consecutive nodes of Ran‑ 
vier. Successful saltatory conduction is strongly related to 
the structure and integrity of the myelin sheath [14]. In 
an intact and sufϐiciently thick sheath, ion leakage from 
the neuron membrane is minimal. As a result, attenua‑ 
tion at the membrane potential is also minimal. However, 
demyelination, which is the loss of myelin sheath, can in‑ 
crease ion leakage from the axon membrane to a level 
that the membrane potential attenuates too much when 
it reaches the next node. In this case, low membrane po‑ 
tential may not be sufϐicient to open Na+ channels in the 
node, and consequently, AP propagation is blocked [15].

The myelin sheaths generally form in multiple layers. The 
sheath is wrapped around the axon starting from its short 
edge as shown in Fig.1. This structure of myelin forms in‑ 
termediary regions called the paranodal regions between 
the nodes of Ranvier and the nodal regions of the myelin 
sheath. Assuming that the n‑fold myelin sheath begins 
abruptly following a node of Ranvier causes inaccuracy 
when modeling the leakage resistance and capacitance of 
the region. Bearing in mind that there may be hundreds, 
even thousands of nodal and paranodal regions in a sin‑ 
gle axon, the importance of inaccuracy caused by oversim‑ 
plistic modeling becomes apparent. Moreover, as shown 
in [16], even minor changes in the structure of paranodal 
regions can affect AP propagation signiϐicantly. This evi‑ 
dence shows that we should also consider paranodal re‑ 
gions to obtain a realistic model of myelinated axons.

In this paper, we propose a detailed model for the intern‑ 
ode in a myelinated axon by taking paranodal regions into 
account, based on experimental evidence from the liter‑ 
ature. Our aim is to investigate the frequency response 
properties of a single internodal channel. We perform

frequency domain analysis of the system to quantify channel 
attenuation and compare the results with the classical ca‑ 
ble model to show the effect of paranodal regions on infor‑ 
mation transmission. Then, we derive the rate per chan‑ 
nel use and channel capacity when different forms of bio‑ 
logical noise sources exist in the environment.

The rest of the paper is organized as follows. First, in Sec‑ 
tion 2, we describe the system model. Secondly, in Sec‑ 
tion 3, we deϐine noise sources affecting the internodal 
channel and derive bounds on rate per channel use and 
capacity. Next, in Section 4, we provide numerical analy‑ 
sis of the channel’s frequency domain properties. Finally, 
in Section 5, conclusions and future directions are sum‑ 
marized.

2. SYSTEM MODEL

A myelinated axon consists of active and passive compart‑ 
ments that sustain the active and passive spread of ac‑ 
tion potential through the axon, respectively. The nodes 
of Ranvier, which contain dense ion channels, are ac‑ 
tive compartments. In contrast, electrically neutral myeli‑ 
nated segments, i.e., internodes, with low ion channel den‑ 
sity constitute passive compartments [17] as shown in 
Fig. 2. Due to the stochastic opening and closing of ion 
channels, which can be described via nonlinear differen‑ 
tial equations of Hodgkin Huxley formalism, membrane 
resistance is time‑varying at the nodes of Ranvier. On 
the other hand, since passive compartments have only a 
negligible number of ion channels, membrane resistance 
does not depend on time, and the axon acts linearly at in‑ 
ternodes.

To investigate the linear response of an internode, we take 
paranodal regions into account. In this respect, classical 
cable theory, which is proven to be successful at explain‑ 
ing the behavior of AP propagation through the cylindrical 
structures such as dendrites and axons, is utilized [18].

2.1 The cable equation

According to cable theory, the membrane voltage is given 
by the following differential equation [13]

1
𝑟𝑓

𝜕2𝑉
𝜕𝑥2 = 𝑐𝑚

𝜕𝑉
𝜕𝑡 + 𝑉

𝑟𝑚
, (1)

where 𝑟𝑚, 𝑟𝑓 and 𝑐𝑚 are the membrane resistance, for‑
ward resistance and membrane capacitance of the axon,
respectively. Using the length constant, 𝜆 = √

𝑟𝑚
𝑟𝑓

and
the time constant, 𝜏 = 𝑟𝑚𝑐𝑚, Eq. (1) becomes

𝜆2 𝜕2𝑉
𝜕𝑥2 = 𝜏 𝜕𝑉

𝜕𝑡 + 𝑉 . (2)
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Fig. 2 – Two‑dimensional diagram of myelinated axon and the circuit corresponding to a myelinated segment. The regions where axon is surrounded
by myelin sheath are called internode and remaining parts without myelin are called Node of Ranvier (NoR). A myelinated segment consists of intern‑
odal region with constant myelin thickness, initial and terminal paranodes, where number of myelin wraps depends on the distance from and to NoR,
respectively.

In the simplistic model of the myelinated axon, leakage
resistance and capacitance are constant. However, due
to the shape of the myelin sheath, paranodal regions do
have different leakage resistance and capacitance values.
Therefore, rather than taking 𝑟𝑚 and 𝑐𝑚 constant, we take
them as a function of the distance from the start of the
myelinated segment. Hence,

𝜆 ∼ 𝜆(𝑥) (3)
𝜏 ∼ 𝜏(𝑥) (4)

The lumped circuit approximation, valid due to the small
dimensions of the myelinated segments compared to the
wavelengths of the dominant components forming the ac‑
tion potential, helps us to assume any ϐield effect is in‑
stantaneous throughout the entire segment. Therefore,
to calculate attenuation values in the steady state, partial
derivative of voltage with respect to the time variable be‑
comes zero, i.e., 𝜕𝑉

𝜕𝑡 = 0. Hence, the resulting equation
becomes

𝑉 = 𝜆2(𝑥)d
2𝑉
d𝑥2 . (5)

This is the inhomogeneous heat ϐlow equation for the 
steady state [19]. Apart from rare simple cases, the 
cable equation cannot be solved analytically but 
numerically [13]. 

Since solving this equation is hard, we employ the ϐi‑ nite 
difference method, by partitioning our model into 𝑁 
patches.

2.2 The discrete axonal cable
We consider a multi‑compartment model of the myeli‑ 
nated axon to solve the inhomogeneous heat ϐlow equa‑ 
tion described in Section 2.1. Since this problem is hard 
to solve analytically, we attempt to solve this problem us‑ 
ing the ϐinite element method. By compartmentalizing 
the myelinated segment, where we assume the resistance 
and capacitance values are constant for the given com‑ 
partment, we obtain a numerical solution to the heat ϐlow 
problem.

Here, we divide a length‑𝑙 myelinated segment into 𝑁 
compartments, where 𝑁 is a large integer [20]. Each of 
these pieces consists of three circuit elements, i.e., a for‑ 
ward resistance, 𝑟𝑓 , leakage resistance, 𝑟𝑚 and leakage 
capacitance, 𝑐𝑚.

The equivalent circuit is shown in Fig. 2. Looking at Fig. 
2, we see the (𝑘 − 1)𝑡ℎ, 𝑘𝑡ℎ and (𝑘 + 1)𝑡ℎ compartments 
of the myelinated segment, which we divided into 𝑁 com‑

partments. The length of each compartment is Δ𝑥 = 𝑙
𝑁 .

Note that the smaller Δ𝑥 is, the more accurate the ϐinite
element method will be.
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2.3 Multilayer cell membrane

In the previous section, we described how the ϐinite el‑ 
ement method transforms the cable theory into a cir‑ 
cuit with 𝑁 different compartments. In this section, we 
present how circuit parameters for each compartment 
are calculated. There are three circuit elements we need 
to investigate, namely, forward resistance, 𝑟𝑓 , leakage 
resis‑ tance, 𝑟𝑚,  and leakage capacitance, 𝑐𝑚.

Forward resistance

The forward resistance for the 𝑘𝑡ℎ compartment is ob‑ 
tained as

𝑟𝑘
𝑓 = 𝑅𝑓

Δ𝑥
2𝜋𝑎 (6)

where 𝑅𝑓 is the speciϐic forward resistance of the axon.
Note that 𝑟𝑘

𝑓 = 𝑟𝑓 ∀𝑘, as forward resistance is only due
to the cytoplasmic resistance of axon, not on the myelin
covers spanning the axon.

Leakage resistance

We calculate the leakage resistance of an unmyelinated
segment of thickness Δ𝑥 as

𝑟𝑚 = 𝑅𝑚
2𝜋𝑎Δ𝑥, (7)

where 𝑎 is the axon radius and 𝑅𝑚 is the speciϐic leakage
resistance.

In order to calculate the leakage resistance of a myeli‑
nated segment, we ϐirst need to use the result in Eq. (7) to
obtain the resistivity of axolemma, i.e.,

𝜌 = 𝑟𝑚
2𝜋𝑎Δ𝑥

1
ln ( 𝑎+𝑑𝑎

𝑎 )
(8)

= 𝑅𝑚
ln ( 𝑎+𝑑𝑎

𝑎 )
(9)

where 𝑑𝑎 is the axolemma thickness and we assumed ax‑
olemma to be cylindrical.

In case axolemma is covered with multiple myelin turns,
we can assume each turn to be cylindrical resistors with
inner thickness 𝑎 + 𝑛×𝑑𝑚 and outer thickness 𝑎 + 𝑑𝑎 +
𝑛 × 𝑑𝑚 where 𝑑𝑚 is the myelin layer thickness. Note
thatmyelin tissue shows remarkable similarities with the
axolemma. Hence, we model myelin as axolemma en‑
capsulating some intracranial ϐluid, where 𝑑𝑚 is the to‑
tal layer thickness including the encapsulated intracranial
ϐluid and the myelin itself, while 𝑑𝑎 is only the thickness
of myelin, equal to the axolemma thickness. The cross‑
sectional view of our model is depicted in Fig. 3. Since all

axoplasm
Schwann 

Cell

intracranial 
fluid

a
da dm dl

axolemma

myelin 
layer

Fig. 3 – Cross‑sectional view of myelinated axon.

myelin layers are connected in series, we can calculate the
total axonal leakage resistance of a segment with length
Δ𝑥 and myelin cover 𝑛 from axoplasm to the intracranial
ϐluid as

𝑟𝑚 =
𝑛

∑
0

𝜌
2𝜋Δ𝑥 ln(𝑎 + 𝑑𝑎 + 𝑛𝑑𝑚

𝑎 + 𝑛𝑑𝑚
). (10)

In theparanodal region,myelin turnswrapping a segment
are not constant. If the last myelin layer is a partial turn,
i.e., not covering the whole axolemma, we can still use Eq.
(10)with a slight modiϐication such that

𝑟𝑚 =
⌊𝑛⌋
∑

0
( 𝜌

2𝜋Δ𝑥 ln(𝑎 + 𝑑𝑎 + 𝑛𝑑𝑚
𝑎 + 𝑛𝑑𝑚

)) + (11)

(𝑛 − ⌊𝑛⌋) 𝜌
2𝜋Δ𝑥 ln(𝑎 + 𝑑𝑎 + ⌈𝑛⌉𝑑𝑚

𝑎 + ⌈𝑛⌉𝑑𝑚
) (12)

where the last part is due to the partial wrap. Note that
here 𝑛 is not an integer. Rather, 𝑛 − ⌊𝑛⌋ gives us the ratio
of the partial cover.

Finally, we can calculate the leakage resistance of the 𝑘𝑡ℎ

piece of a length 𝑙, radius 𝑎 and the paranodal region
length 𝑑 myelinated segment with Eq. (11) by switching
𝑛 to 𝑛𝑘 as

𝑛𝑘 =
⎧{
⎨{⎩

𝑁𝑘Δ𝑥
𝑑 , 𝑘Δ𝑥 ≤ 𝑑

𝑁(𝑑−𝑘Δ𝑥)
𝑑 , 𝑘Δ𝑥 ≥ 𝑙 − 𝑑

𝑁, 𝑒.𝑤
(13)

Leakage capacitance

Here we can pursue an approach similar to leakage resis‑
tance. Leakage capacitance of an unmyelinated segment
of thickness Δ𝑥 calculated as
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𝑐𝑚 = 𝐶𝑚Δ𝑥(2𝜋𝑎). (14)

Using Eq. (25), we can calculate electric permittivity of
axolemma as

𝜖 = 𝑐𝑚
2𝜋Δ𝑥 ln(𝑎 + 𝑑𝑎

𝑎 ) (15)

= 𝐶𝑚𝑎 ln(𝑎 + 𝑑𝑎
𝑎 ) . (16)

Similar to the leakage resistance calculations, we can
reach the leakage capacitance by modeling the myelin
turns as concentric cylindrical capacitors with inner radii
𝑎+𝑛×𝑑𝑚 and outer radii as 𝑎+𝑑𝑎+𝑛×𝑑𝑚. The resultant
capacitance would be

𝑐𝑚 = 2𝜋Δ𝑥
𝑛

∑
0
ln ( 𝑎+𝑑𝑎+𝑛𝑑𝑚

𝑎+𝑛𝑑𝑚
)

. (17)

We can calculate the leakage capacitance of a segment
with length Δ𝑥 in case of partial myelin turns as

𝑐𝑚 = 2𝜋Δ𝑥

(
⌊𝑛⌋
∑
0
ln ( 𝑎+𝑑𝑎+⌊𝑛⌋𝑑𝑚

𝑎+⌊𝑛⌋𝑑𝑚
)) + ln 𝑎+𝑑𝑎+⌈𝑛⌉𝑑𝑚

𝑎+⌈𝑛⌉𝑑𝑚

. (18)

Similar to the leakage resistance, we can ϐind the leakage
capacitance at the 𝑘𝑡ℎ segment by using Eq. (18) with 𝑛𝑘

instead of 𝑛 as in Eq. (13).

Outer resistance

Outer resistance, or extracellular resistance, is the resis‑
tance of the ϐluid between axons [21]. Here, we assume
that outer resistance is due to the extracellular ϐluid en‑
closed by the endoneurium.

We calculate the outer resistance similar to the forward
resistance, i.e.,

𝑟𝑘
𝑜 = 𝑅𝑜Δ𝑥

𝜋(𝑑2𝑒 − (𝑑𝑒 − 𝑑ℎ)2) , (19)

where 𝑅𝑜 is the speciϐic outer resistance, 𝑑𝑒 is the radius 
of the endoneurium and 𝑑ℎ is the thickness of the en‑ 
doneurium. Since endoneurium thickness and radius are 
accepted to be constant through the axon, 𝑟𝑜

𝑘,  similar to 
𝑟𝑓

𝑘,  is independent of 𝑘.

3. INTERNODAL CHANNEL CAPACITY

In this section, we ϐind the rate per channel use in intern‑ 
odal regions of myelinated axons.

Information transmission through axons is affected by
noise sources including channel noise due to random ϐluc‑
tuations of voltage‑gated ion channels at the node of Ran‑
vier, thermal noise (Johnson noise) produced by mem‑
brane resistance, membrane capacitance, and cytoplas‑
mic resistance, and crosstalk noise caused by axon‑axon
interactions such as ephaptic coupling [22, 23]. Concern‑
ing the internodal channel, we do not consider channel
and crosstalk noise, since the former is effective at the
nodes of Ranvier and the latter is speciϐic to neuron types
[24]. Here, thermal noise is the only noise source that af‑
fects the internodal transmission in general; therefore,we
use it to offer an upper bound for the per‑use rate of the
internodal channel. Thus, the power spectral density of
thermal noise voltage is given by

𝑁𝑃 (𝑓) = 2𝑘𝑇Re{𝑍(𝑓)}, (20)

where 𝑘 is the Boltzmann constant, T is the temperature
in Kelvin and 𝑍 is the total impedance of the system [23].
Since, 𝑍 depends on frequency, thermal noise is also fre‑
quency dependent.

Action potential, the input to the channel, is represented
by voltage variable 𝑥(𝑡). The power spectral density of
signal 𝑥(𝑡) over the ϐinite time interval [0, 𝑇 ] is given by

𝑃(𝑓) = lim
𝑇 →∞

1
𝑇 |𝑋(𝑓)|2, (21)

where 𝑋(𝑓) is the Fourier transform of 𝑥(𝑡). The input
signal has power constraint that

∫
𝐵

𝑃 (𝑓) ≤ 𝑃 , (22)

where 𝑃 is the average transmitted signal power over
given bandwidth 𝐵.

Hence, the rate per channel use of a myelinated segment
under thermal noise is bounded by

𝑅 <
𝐵/2

∫
−𝐵/2

log2 (1 + |𝐺(𝑓)|2𝑃(𝑓)
𝑁𝑃 (𝑓) )d𝑓, (23)

where 𝐺(𝑓) is the channel gain function and 𝐵 is chan‑
nel bandwidth. The channel capacity of a myelinated seg‑
ment can be obtained by water‑ϔilling. However, due to
the frequency‑dependent gain function, ϐirst, we need to
calculate the effective noise spectral density, i.e.,

𝑁𝑒𝑓𝑓
𝑃 (𝑓) = 𝑁𝑃 (𝑓)

|𝐺(𝑓)|2 . (24)

Thus, the capacity of the channel is found as

𝐶 = Δ𝑓
𝑀

∑
𝑖=1

log2 (1 + 𝑃(𝑓𝑖)
𝑁𝑒𝑓𝑓

𝑃 (𝑓𝑖)
), (25)
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where 𝑀 is the number of sub‑bands with each having a
width ofΔ𝑓 that is sufϐiciently small. The power distribu‑
tion that maximizes the capacity can be obtained by solv‑
ing the Lagrange multiplier problem. Hence, the solution
is given by [25]

𝑃(𝑓) = {𝐾 − 𝑁𝑒𝑓𝑓
𝑃 (𝑓) 𝑓 ∈ 𝐵

0 𝑓 ∉ 𝐵 (26)

where 𝐾 value satisϐies (22).

4. PERFORMANCE EVALUATION

In this section, we ϐirst present the leakage resistance and 
capacitance trend graphically, and then the results of our 
frequency domain analysis of the internode.

The simulation environment for the results given in this 
section is Python. We choose Python over dedicated sim‑ 
ulators such as Comsol or Neuron due to its ϐlexibility in 
model building.

4.1 Leakage resistance and capacitance
Since the leakage impedance depends on the average 
number of layers, where each layer acts as another 
cell membrane, the leakage impedance in the paranodal 
region must increase linearly, as our model suggests. 
The difference between our model and the conventional 
model [18] is displayed in Fig. 4 and Fig. 5 for leakage 
resistance and leakage capacitance respectively.

Fig. 4 – Leakage resistance trend between two Ranvier nodes.

As we can see in Fig. 4, the resistance gradually increases
in the paranodal region, from 𝑅0, the resistance of naked
axolemma, to (𝑚 + 1)𝑅0, axolemma covered with 𝑚 lay‑
ers of myelin, while the conventional model assumes it to
be constant. For capacitance, however, the conventional
model understates the capacitance, as can be seen in Fig.
5. The capacitance values drop from 𝐶0 to 𝐶0/(𝑚 + 1).
In Fig. 4 and Fig. 5, 𝑑 marks the boundary of the ϐirst

Fig. 5 – Leakage capacitance trend between two Ranvier nodes.

paranodal region, while 𝑙 − 𝑑 marks the start of the end 
paranodal region.

Note that the effects of myelin layers on leakage resis‑ 
tance and leakage capacitance are the same because leak‑ 
age capacitance being inversely proportional to the ca‑ 
pacitance value while leakage resistance being linearly 
proportional to the resistance value.

4.2 Frequency response analysis of internode
In this section, we present the differences between our 
model and the conventional model. In this subsection, un‑ 
less we are testing that speciϐic variable, we use the sim‑ 
ulation parameters given in Table 1. The frequency re‑ 
sponses are simulated for the frequency range of  0− 
6000 Hz.

First, we examine the attenuation depending on fre‑ 
quency over a single myelinated segment. The attenua‑ 
tion values are essential in determining the continuity of 
action potential through the whole axon because the volt‑ 
age levels at the end of the segment determine whether 
the voltage‑controlled channels in the Node of Ranvier are 
activated. Since the conventional method underestimates 
leakage in the paranodal regions by assuming a cylindri‑ 
cal myelin cover, the attenuation values are lower com‑ 
pared to our model. The frequency response of a single 
myelinated region is given in Fig. 6. Even though our solu‑ 
tion traces a very similar path to the conventional method, 
the percent difference increases dramatically for higher 
frequency values, reaching 253% for 𝑓 = 6000 Hz. As 
a result of this extreme difference, propagation of spon‑ 
taneous high‑frequency spikes, a complication related to 
axonal injuries may be underestimated using the conven‑ 
tional method. Furthermore, the discrepancy is not neg‑ 
ligible for 𝑓 < 500 Hz, where most of the spectrum of a 
normal action potential lies. Therefore, our model may 
correct the shape of a healthy action potential measured 
at the end of the myelinated segment.
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Table 1 – Model and simulation parameters

Parameter Value Unit Symbol
Speciϔic forward resistance 100 [26] Ω𝑚 𝑟𝑓
Speciϔic leakage resistance 106 [26] Ω𝑚2 𝑟𝑙
Speciϔic membrane leakage capacitance 10−2 [26] 𝐹𝑚−2 𝑐𝑚
Axolemma thickness 5 × 10−9 [27] 𝑚 𝑑𝑚
Length of myelinated segment 1 × 10−3 [28] 𝑚 𝑙
Length of paranodal region 1 × 10−4 [21] 𝑚 𝑑
Axon radius 10−5 [21] 𝑚 𝑎
Myelin turn number 20 [29] 𝑛

Fig. 6 – Attenuation vs frequency for a single myelinated segment.

Fig. 7 – Percent difference between our model and conventional model 
for different frequency values depending on axon radii.

In Fig. 7, we show the percent difference for attenua‑ 
tion between our model and the conventional solution for 
different axon radii. For larger radii values, the effect of 
leakage is less so that our correction becomes insigniϐi‑ 
cant. However, for typical and smaller radii values, our 
approach offers a dramatic correction over the conven‑ 
tional approach.

Fig. 8 – Percent difference between our model and conventional model 
for different myelin turn values.

In Fig. 8, we analyzed the percent difference between
our model and the conventional solution in attenuation 
for different lengths of myelinated segments. Note that 
here we assumed the length of the paranodal regions are 
of the same ratio. That is, for longer myelinated segments, 
the paranodal regions were also assumed to be longer. As 
the length of the segment decreases, the overall leakage 
diminishes. As a result, our correction becomes less sig‑ 
niϐicant. However, for typical lengths of myelinated seg‑ 
ments, the correction offers a tremendous change over 
the conventional method, especially for high‑frequency 
values.

In Fig. 9, we focused on the effect of changing the ratio 
over the paranodal region length, 𝑑 over the length of the 
whole myelinated segment, 𝑙.  As expected, as the length 
of the paranodal segment diminishes, our correction be‑ 
comes less signiϐicant. However, even for shorter paran‑ 
odal regions, the correction may be important.

Fig. 10 analyzes the relationship between the maximum 
myelin cover, 𝑛,  and the percent difference between our 
solution and the conventional cable theory approach. As 
expected, for low myelin cover, the paranodal regions are 
essentially similar to the rest of the segment. Thus, our 
correction becomes insigniϐicant, especially for the low‑ 
frequency region.
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Fig. 9 – Percent difference between our model and conventional model
for different frequency values depending on the length of the paranodal
region.

Fig. 10 – Percent difference between ourmodel and conventionalmodel
for different frequency values depending on axon length.
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Fig. 11 – Percent difference between our model and conventional model 
for different step size values used for ϐinite element analysis.

Fig. 11 shows the percent difference between our 
model and the conventional solution for different 
partition numbers. For the results presented above, 
we partitioned a single myelinated segment into 104

compartments. Note that, in Fig. 11, the percent 
difference values for 104 compartments and 105

compartments are indistinguishable, proving that our 
ϐinite element method analysis has sufϐicient depth to 
offer accurate results, i.e.,

𝐺Δ𝑥= 𝑙
104

≈ 𝐺Δ𝑥= 𝑙
105

≈ lim
Δ𝑥→0

𝐺Δ𝑥. (27)

5. CONCLUSION AND FUTURE DIRECTIONS

In this work, we developed a compartment‑based model 
for the endpoints of the myelin sheath, i.e., the paranodal 
region, for the ϐirst time in literature. We believe our work 
paves the way to more complicated and realistic models 
to apply ICT‑based treatments to conditions arising from 
deformities in the myelin sheath.

In future work, several issues will be investigated as fol‑ 
lows:

• Incorporating nodes of Ranvier into themodel to ob‑
tain end‑to‑end axonal channel characteristics,

• Extensive examination of axon’s end‑to‑end model
including delay and phase analysis,

• Calculation of digital and analog capacity for the ax‑
onal internodes,

• Modelingmyelin‑related diseases, e.g., paranodal de‑
tachment and demyelination, and determining the
loss in internodal channel capacity due to a disease.
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Abstract – Molecular Communication (MC) is an emerging technology using molecules to transfer information between
nanomachines. In this paper, we approach the resource allocation problem in Molecular Nano‑networks (MCN) from the
perspective of evolutionary game theory. In particular, we consider an MCN as an organism having three types of nodes
acting as a sensor, relay, and sink, respectively. The resources are distributed among the nodes according to an evolutionary
process, which relies on the selection of the most successful organisms followed by creating their offspring iteratively. In this
regard, the success of an organism is measured by the total number of droppedmessages during its life cycle. To illustrate the
evolution procedure, we design a toy problem, and then solve it analytically and using the evolution approach for comparison.
We further simulate the performance of the evolution approach on randomly generated organisms. The results reveal the
potential of evolutionary game theory tools to improve the transmission performance of MCNs.

Keywords – Evolutionary game theory, molecular communication, nano‑networks, resource allocation

1. INTRODUCTION

The Internet of Bio‑Nano Things (IoBNT) is a novel
paradigm based on the interconnection of nanoscale de‑
vices and biological entities. It enables novel applica‑
tions ranging from intra‑body sensing and actuator net‑
works for the treatment and diagnosis of various diseases
to the monitoring and control of environmental pollution
[1, 2]. Molecular Communication (MC), which is inspired
by the natural communication between biological enti‑
ties, emerges as a promising communication technology
to realize nano‑networks for IoBNT applications [3], and
recently recognized as an effective abstraction tool for un‑
derstanding several diseases [4, 5, 6].

Research efforts in MC mainly focused on physical chan‑
nel modeling, modulation, coding, and detection tech‑
niques [7, 8, 9, 10, 11]. Developing MC Nano‑networks
(MCN) acting and communicating cooperatively to per‑
form IoBNT tasks still poses many challenges.

One of the most prominent challenges in MC is resource
allocation. Relying on molecular dispersion instead of
electromagnetic waves, MC devices need to preserve both
energy andmolecules to continue their operation. As a re‑
sult, resource allocation is a more prominent problem for
MC compared to EM, where preserving and/or harvest‑
ing energy is enough to guarantee high transmission efϐi‑
ciency.

Realizing the importance of resource allocation in MC,
several works are proposed to overcome this problem.
In [12], the optimal number of molecules released by the

transmitter and the optimal detection threshold of the re‑
ceiver minimizing the error probability of each hop in a
multi‑hopMCNarederived. In [13], the joint optimization
of molecular resource allocation and relay location is in‑
vestigated to improve the error performance of a cooper‑
ative MC system. Similarly, in [14], the optimal molecule
allocation among molecular receivers is determined for a
cooperative MC system. In [15], information molecules
with different diffusion coefϐicients are considered opti‑
mizing molecular resource allocation in molecular multi‑
ple access networks.

MC is the primary communicationmode for all organisms.
It covers both short ranges as in synaptic communication
and long ranges as in pheromones. It is used for both fast
acting purposes such as adrenaline and slow acting pur‑
poses such as growth. DNA itself is an application of MC
that transfers information through ages. Therefore, we
turn to evolution, the driving factor of the MC utilization
diversity, to ϐind answers relating to the resource alloca‑
tion problem. One way to tap into the power of evolution
is using evolutionary game theory.

Game theory has been used as a tool tomodel networking
problems and to investigate communication efϐiciency of
MCN. Game theory principles can help one explore com‑
munication among molecular nanomachines when it is
hard to obtain analytical solutions because of the size of
MCN. Jiang et al [16] propose a game‑theoretic approach
for distributed research allocation forMCnetworks based
on Nash equilibrium and Nash bargaining schemes. In
[17], evolutionary game theory tools are used to explore
the effect of transmitter behaviors, namely cooperation

ITU Journal on Future and Evolving Technologies, Volume 2 (2021), Issue 3

© International Telecommunication Union, 2021 111



or confrontation, regarding communication efϐiciency in
MCN. Game theory has also been used to describe the be‑
havioral dynamics of natural MCNs for sharing common
resources such as bacteria populations [18] and plant mi‑
crobiomes [19].

To the best of our knowledge, evolutionary game theory
itself has not been considered in the literature for the
MCN resource allocation problem. The success of evolu‑
tionary game theory in application to biological problems,
including resource allocation in organisms [20] shows its
applicability to the nature inspired MCN.

In this paper, we apply evolutionary game theory to the
resource allocation problem in MCNs. The evolution pro‑
cedure relies on selecting successful MCNs, where the
success criterion is the total number of successful trans‑
missions, followed by creating their offspring iteratively.
By this approach, we have a population of MCNs which
is generally better in terms of transmission count as we
increase the iteration number. In a way, this approach re‑
semblesmachine learning. In otherwords, our simulation
behaves as an evolutionary machine learning algorithm
based on mechanisms of evolutionary game theory. To il‑
lustrate the evolutionary approach, we use a toy problem
for resourcemanagement in anMCN and then provide re‑
spective analytical and evolutionary solutions compara‑
tively. We also demonstrate our simulation using a ran‑
domly generated MCN.

The rest of the paper is organized as follows. In Section
2, we describe the systemmodel, i.e., the operation of the
MCNand evolution procedure. In Section 3, wepresent an
analytical and an evolutionary solution for a toy problem
comparatively to illustrate how evolution works. In Sec‑
tion 4, we simulate a randomly generated MCN, using the
evolutionary approach, and then discuss its performance.
Finally, we conclude the paper in Section 5.

2. SYSTEMMODEL
We use an organism as an MCN. The organism consists of
nodes communicating with each other using MC. In Sec‑
tion 2.1 we describe the organism in detail and in Section
2.2 we will present the system model for MC. Finally, in
Section 2.3, we will illustrate the evolution procedure.

2.1 Organism
An organism has three types of nodes: sensor nodes col‑
lecting information about their surroundings, sink(s) op‑
erating as gateways to the Internet, and relay nodes trans‑
mitting the information they received from the sensor
nodes to the sink(s). Because of the extremely small sizes
of the relay nodes, they are randomly distributed in a vol‑
ume. However, sensor nodes and the sink are larger, so
they are not necessarily distributed randomly. Fig. 1 de‑
picts the organism. We made the following assumptions
regarding the operation of the nodes:

• The sensor nodes have an inϐinite number of 
molecules, while the relay nodes have a ϐinite size 
molecule reservoir.

• The nodes have a good knowledge of each other and 
the location of the sinks, i.e., nodes use a localization 
algorithm prior to their operation.

• The existing nodes do not cause any obstruction for 
the nodes behind them.

The general operation of the organism is depicted in Algo‑
rithm 1. Firstly, one of the sensor nodes emits a message
(lines 10‑12). When a relay node receives the message,
it relays the message to another node until the message
reaches the sink (line 26). If several relay nodes receive
the message, a random one among them, which is closer
to the sink than the previously emitting relay node (lines
14‑17), transmits the message (lines 18‑19). The organ‑
ism is considered dead if 𝑋 messages are dropped con‑
secutively or if reservoirs of𝑃% of the relay nodes are ex‑
hausted (line 9). The latter condition is included to sup‑
port the former. Without this condition, if the consecutive
drop cycle is broken by a lucky transmission, at least 𝑋
more attempts aremade, which increases the drop counts
and overall performance parameters are disrupted.

2.2 Molecular communication model
In this work, we use a simplistic model capturing all the
essential mechanisms of MC without the computational
burden. As with any MC model, our model comprises in‑
formation carriers, medium, transmission, and reception,
as described in detail as follows.

2.2.1 Information carrier
As the name suggests, the information carrier is a
molecule that can diffuse andpropagate in amedium. The
molecules do not interact with each other, and they have
a constant, isotropic diffusion constant,𝐷. The half‑life of
the molecules is assumed long compared to the propaga‑
tion timeand short compared to the timebetweenconsec‑
utive transmissions of the nodes. Therefore, themolecule
count does not drop during propagation to other nodes.
Moreover, we assume that the channel is cleared between
consecutive transmissions.

0
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4
5
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8

Fig. 1 – An example of an organism, with sink shown as red and sensors
nodes shown with yellow rings around them. The other nodes are relay
nodes.
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Algorithm 1: Operation of the organism.
1 𝒮 = {𝑠𝑒𝑛𝑠𝑜𝑟_𝑠𝑒𝑡}
2 ℛ = {𝑟𝑒𝑙𝑎𝑦_𝑠𝑒𝑡}
3 ℰ𝒮 = {𝑒𝑚𝑝𝑡𝑦_𝑠𝑒𝑛𝑠𝑜𝑟_𝑠𝑒𝑡} = {}
4 ℛ𝒮 = {𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑_𝑠𝑒𝑡} = {}
5 𝑠𝑖𝑛𝑘
6 𝑑𝑟𝑜𝑝_𝑐𝑜𝑢𝑛𝑡 = 0
7 𝑡𝑜𝑡𝑎𝑙_𝑑𝑟𝑜𝑝𝑠 = 0
8 𝑡𝑜𝑡𝑎𝑙_𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛 = 0
9 while 𝑑𝑟𝑜𝑝_𝑐𝑜𝑢𝑛𝑡 < 𝑋 and

𝒞({ℰ𝒮} < 𝑃 × 𝒞(ℛ)/100) do
10 𝑠𝑒𝑛𝑠𝑜𝑟 = random(𝒮)
11 𝑠𝑒𝑛𝑠𝑜𝑟.transmit()
12 𝑝𝑟𝑒𝑣𝑖𝑜𝑢𝑠_𝑛𝑜𝑑𝑒 = 𝑠𝑒𝑛𝑠𝑜𝑟
13 while 𝑠𝑖𝑛𝑘.received() == 𝐹𝐴𝐿𝑆𝐸 do

14 ℛ𝒮 = {𝑛𝑜𝑑𝑒|𝑛𝑜𝑑𝑒 ∈ ℛ
15 and 𝑛𝑜𝑑𝑒.received() = 𝑇 𝑅𝑈𝐸 and
16 𝑑(𝑛𝑜𝑑𝑒 ∶ 𝑠𝑖𝑛𝑘) < 𝑑(𝑝𝑟𝑒𝑣𝑖𝑜𝑢𝑠_𝑛𝑜𝑑𝑒 ∶ 𝑠𝑖𝑛𝑘)}

17 𝑛𝑒𝑥𝑡_𝑛𝑜𝑑𝑒 = random(ℛ𝒮)
18 𝑛𝑒𝑥𝑡_𝑛𝑜𝑑𝑒.transmit()
19 𝑝𝑟𝑒𝑣𝑖𝑜𝑢𝑠_𝑛𝑜𝑑𝑒 = 𝑛𝑒𝑥𝑡_𝑛𝑜𝑑𝑒
20 if drop then
21 ℛ𝒮 = {}
22 𝑑𝑟𝑜𝑝_𝑐𝑜𝑢𝑛𝑡 + +
23 𝑡𝑜𝑡𝑎𝑙_𝑑𝑟𝑜𝑝 + +
24 break
25 end

26 if 𝑠𝑖𝑛𝑘.received() == 𝑇 𝑅𝑈𝐸 then
27 ℛ𝒮 = {}
28 𝑑𝑟𝑜𝑝_𝑐𝑜𝑢𝑛𝑡 = 0
29 𝑡𝑜𝑡𝑎𝑙_𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛 + +
30 break
31 end
32 end
33 end

2.2.2 Medium

The transmission medium is a 3D medium where 
molecules can diffuse. The medium is isotropic and ho‑ 
mogeneous, i.e., the diffusivity of the molecules does not 
depend on the position or direction.

2.2.3 Transmission

Each node in the organism is capable of receiving and 
transmitting messages. The nodes transmit the mes‑ 
sage by releasing vesicles containing a ϐixed number of 
molecules. The release is assumed to happen in the center 
of the node in an omnidirectional manner.
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Fig. 2 – Reception behavior depending on molecule count in the vicinity.

2.2.4 Reception
Reception occurs when molecules are incident on the 
receptors located on the nodes. Considering a binding 
mechanism following the standard lock‑and‑key model, 
both the molecular concentration in the vicinity of the re‑ 
ceptor and the orientation of molecules according to the 
receptor are important. In other words, while a single 
molecule with the correct orientation can bind the recep‑ 
tor, many molecules without the correct orientation may 
fail to trigger a reception. Hence, to capture the stochastic 
properties of reception, we use the following simple ap‑ 
proach. If the maximum number of molecules exceeds a 
certain threshold, 𝛼, the binding probability approaches 
1, so we assume successful transmission. If the number 
of molecules is below 𝛼, there is a non‑zero chance of suc‑ 
cessful binding. This chance is directly proportional to the 
molecule count in the vicinity. Fig. 2 depicts the reception 
behavior. We can summarize reception with (1),

𝑃1(𝑡) =

⎧{{{
⎨{{{⎩

1, max
𝑡→𝑡+Δ𝑇

𝑀 ≥ 𝛼

0, max
𝑡→𝑡+Δ𝑇

𝑀 = 0

max
𝑡→𝑡+Δ𝑇

𝑀
𝛼 , 0 ≤ max

𝑡→𝑡+Δ𝑇
𝑀 ≤ 𝛼

(1)

where max
𝑡→𝑡+Δ𝑇

𝑀 is the maximum number of molecules in
the vicinity of the node and 𝑃1(𝑡) is probabilities of suc‑
cessfully receiving the emitted signal.

2.3 Evolution
As stated in Section 2.1, the organismdies after it consecu‑
tively drops messages from its sensors. The total number
of droppedmessages during its life cyclemeasures the or‑
ganism’s success.

Themore successful organisms, which are chosen accord‑
ing to the selection process, then produce their offspring,
i.e., the creation. Iterated selection and creation stages
constitute evolution. The evolution procedure is summa‑
rized in Algorithm 2. First, as the generation dies, the
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Fig. 3 – The parent, which has the same reservoir size in each node,
evolves into two children. The radii of the nodes are proportional to the
reservoir size. Note that for illustration purposes, the carried changes
were not inϐinitesimal.

most successful 𝑅 of organisms in the generation of 𝑁
organisms are selected (lines 4‑5). Then, the selections
form their offspring (line 6). The nodes of these offspring
have very similar reservoir distribution among their re‑
lay nodes compared to their parent. The resources are
distributed among the relay nodes onlywith inϐinitesimal
changes compared to the resource distribution of their
parent. Hence, suboptimal distributions are eliminated,
and better nodes are created. A parent with two offspring
is presented in Fig. 3.

Note that during procreation, the resources available to
each node of an organism changes by a random number 𝑘
such that

𝑘 = {−𝑘𝑚𝑎𝑥, −𝑘𝑚𝑎𝑥 + 1 … , −1, 0, 1, … , 𝑘𝑚𝑎𝑥} (2)

If 𝑘 < 0 and the node reservoir becomes smaller than 0,
the resources are set to 0.

Note that the total resources distributed to all nodes are
kept constant. Otherwise, organisms with a higher total
number of resources would dominate the others, and we
could not obtain any information regarding optimum re‑
source distribution.

Selection Creation

Parents

Offsprings

Fig. 4 – In the ϐirst stage, offspring of the previous generation are se‑
lected through the selection rules. In the second stage, selected parents
create the next generation. In our approach, the selection rule is the
higher total transmission count.

Algorithm 2: Evolution Procedure
1 {𝑜𝑟𝑔𝑎𝑛𝑖𝑠𝑚𝑠}
2 𝑖 = 0
3 while 𝑖 < 𝑒𝑣𝑜𝑙𝑢𝑡𝑖𝑜𝑛_𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 do
4 {𝑑𝑟𝑜𝑝𝑠} = {𝑜𝑟𝑔𝑎𝑛𝑖𝑠𝑚𝑠}.selection()
5 {𝑝𝑎𝑟𝑒𝑛𝑡𝑠} = {𝑜𝑟𝑔|𝑜𝑟𝑔 ∈ {𝑜𝑟𝑔𝑎𝑛𝑖𝑠𝑚𝑠} and

𝑜𝑟𝑔.selection() ∈
sorted({𝑑𝑟𝑜𝑝𝑠})[0 ∶ 𝑅 − 1]}

6 {𝑜𝑟𝑔𝑎𝑛𝑖𝑠𝑚𝑠} = {𝑝𝑎𝑟𝑒𝑛𝑡𝑠}.procreate()
7 𝑖 + +
8 end

3. EVOLUTIONARY GAME THEORY

Evolutionary game theory is an application of game the‑ 
ory for evolution and population dynamics. It suggests 
that the collective behavior of the individuals, whether 
they are rational, or not plays a vital role in the survival
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Fig. 5 – Total number of transmissions by the organism through stages
of evolution.

and continuation of the species.

ITU Journal on Future and Evolving Technologies, Volume 2 (2021), Issue 3

© International Telecommunication Union, 2021114



Evolutionary game theory is a two‑stage process. In the 
ϐirst stage, the population members undergo a selection 
process depending on the individual strategies of the 
pop‑ ulation. In the second stage, selected individuals 
create new offspring. The phases of evolutionary game 
theory are depicted in Fig. 4.

In this section, we ϐirst describe the toy problem and then 
present an analytic solution using the simple geometry of 
the toy problem. Then, we demonstrate an evolutionary 
solution for the same problem and compare the results 
with the analytic solution.

3.1 Problem description
To illustrate how evolution works, consider the toy prob‑ 
lem given in Fig. 6. The parent consists of one sink node,
two sensor nodes, 𝒮 = {𝑛4, 𝑛6} and six relay nodes. The 
goal, as described in Algorithm 1, is either to minimize 
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5th Evolution
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T=148
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Fig. 6 – Snapshots of the resource distribution and total transmission,
𝑇 after different evolution counts.

the total number of dropped messages or maximize the total 
number of transmissions. Note that there might be other 
communication‑related goals such as faster communica‑ 
tion or communicating with fewer resources, however, 
for the sake of simplicity, we only focus on the maximum 
number of dropped messages from sensor nodes to the 
sink for this problem. As a result, organisms with a lower 
number of drops are selected to create offspring. Since 
we consider the organisms individually, we assume they 
do not interact with each other.

Without loss of generality, we assume that sensor nodes 
have unlimited resources, i.e., they safely outlast the relay 
nodes. Without this assumption, dried‑up sensor nodes 
might stop creating messages before relay nodes stop 
transmitting them. Hence, such an assumption helps us 
only to focus on relaying the messages instead of their 
creation. This assumption is also justiϐied because sensor 
nodes with extra hardware must be larger than the relay 
nodes.

Our ϐinal assumption is that each node knows the location 
of the sink and other nodes to a reasonable degree. Thus, 
nodes do not relay messages coming from a node closer to 
the sink than they are, as described in Algorithm 1. This 
assumption is justiϐied as well since each node can include 
a stamp on the messages allowing the receiving nodes to 
learn the last transmitting node.

3.2 Analytic solution

Although most resource management problems do not 
have an easy analytic solution, we can attempt to ϐind 
one for this problem because of its simple geometry. To 
this end, we evaluate the resource distribution of an 
optimal organism, using Shapley Values of individual 
nodes for the organism. A Shapley Value is deϐined as the 
performance difference in a system with and without the 
part under in‑ vestigation. In other words, we can ϐind 
the Shapley Value of node 𝑛𝑖 ∈ ℛ using the formula

𝑉 (𝑛𝑖) = 𝑃 (∀𝑛𝑗 ∈ ℛ) − 𝑃(∀𝑛𝑗 ∈ ℛ − 𝑛𝑖), (3)

where 𝑉 (𝑛𝑖) is the Shapley Value of node 𝑛𝑖 and 𝑃(𝒳) is
the cumulative performance of all members of set 𝒳.
Firstly, since they are located to the opposite side of the
sink, i.e., upstream of all sensor nodes, 𝑛7 and 𝑛8 do not
relay any messages. Hence,

𝑉 (𝑛7) = 𝑉 (𝑛8) = 0. (4)

For the remaining relay nodes, we employ the probability
of a drop to measure their performance.

𝑉 (𝑛𝑖) = 𝑝𝑑𝑟𝑜𝑝(ℛ − 𝑛𝑖) − 𝑝𝑑𝑟𝑜𝑝(ℛ), (5)

where 𝑝𝑑𝑟𝑜𝑝(𝒳) is the drop probability within the set 𝒳.
Note that since (5) focuses on drop performance, it ismul‑
tiplied by a factor of −1, i.e., performance is measured as
the negative of the drops.
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Without loss of generality, we assume that transition be‑
tween adjacent nodes is a certainty while there is still a
non‑zero chance of the next node receiving the message,
as depicted in Fig. 2. The simulation parameters are also
chosen to satisfy this assumption. Therefore, we expect
no drop to occur if all nodes are present, which allows us
to ϐind 𝑝𝑑𝑟𝑜𝑝(ℛ) = 0. Hence, only the ϐirst term of (5) re‑
mains.

We know that drops occur only if no other node receives
the message. Otherwise, one of the receiving nodes,
namely, 𝑛𝑖 ∈ ℛ𝒮 relays the message to the sink. Hence,

𝑝𝑑𝑟𝑜𝑝(𝑖) = 𝜆𝑖+1 (1 −
𝑖+1
∏
𝑘=2

(1 − 𝑝𝑘)) , (6)

where 𝜆𝑖 is the activation rate of 𝑛𝑖 and 𝑝𝑘 is the probabil‑
ity of a successful transmissionbetweennode𝑛𝑖 and𝑛𝑖+𝑘.
Note that, 1−∏(1−𝑝𝑘) term gives the probability that no
downstream node including the sink receives themessage
coming from𝑛𝑖+1 and if𝜆𝑖+1 = 0 if𝑛𝑖+1 ∉ 𝒮+ℛ. Here, we
also used the fact that the chosen simulation parameters
ensures transmission between adjacent nodes, which ren‑
ders drops possible only when one‑step upstream node,
i.e., 𝑛𝑖+1 if 𝑝𝑑𝑟𝑜𝑝(𝑖) is investigated, is transmitting.

Activation rates depend on the position of the node.
While sensor node activation occurs independent of other
nodes, relay nodes depend on the activation of sensor
nodes. For example, 𝑛5, which only has the burden of
transmittingmessages from𝑛6, is activated less than𝑛1 −
𝑛3. As a result, 𝜆𝑖s can be solved recursively.
For a given node, we can ϐind 𝜆𝑖+1 as

𝜆𝑖+1 = ∑
𝑗>𝑖+1,𝑗∈𝒮+ℛ

𝜆𝑗
⎛⎜⎜⎜⎜
⎝

∑
𝑛0,𝑛𝑖∉ℛ𝒮
𝑛𝑖+1∈ℛ𝒮

1
𝒞(ℛ𝒮)𝑝ℛ𝒮

⎞⎟⎟⎟⎟
⎠

+ ∑
𝑛𝑗∈𝒮

𝛿𝑖+1,𝑗𝜆𝑆
𝑖+1,

(7)

where 𝛿𝑖𝑗 is the Kronecker Delta, 𝜆𝑆
𝑖 is the sensor activa‑

tion rate of sensor node 𝑛𝑖, 𝑛0 is the sink and 𝑝𝑅𝑆 is the
probability of obtaining the particularℛ𝒮. It is calculated
by

𝑝ℛ𝒮=∏𝑛𝑗∈ℛ𝒮 𝑝6−𝑗 ∏𝑛𝑗∉ℛ𝒮
𝑛𝑗≠𝑛𝑖

(1−𝑝6−𝑗).(8)

Although seemingly complicated, the ϐirst term of (7) de‑
scribes the node acting as a relay probability by summing
over all nodes, whichmight be relaying amessage to node
𝑛𝑖. The second term describes the node acting as a sen‑
sor node. Note that second term becomes non‑zero only
when 𝑛𝑗 ∈ 𝒮.

Table 1 – Percent Shapley Values and resource distribution

Analyic Results Experimental Results
Node Percent Value Percent Value
1 29.72 35.67 21.09 27
2 27.80 33.36 28.91 37
3 28.18 33.82 30.47 39
5 14.30 17.16 14.84 19
7 0 0 4.69 6
8 0 0 0 0

3.3 Evolutionary solution
In the previous subsection, we used the simplicity of ge‑ 
ometry to ϐind an analytic solution to an otherwise com‑ 
plicated problem. In this section, we allow the parent or‑ 
ganism to continuously evolve as described in Section 2.3.

We can see in Fig. 6 that expectedly, the resources allo‑ 
cated to 𝑛7 and 𝑛8 are reallocated to the 𝑛2 and 𝑛3, even 
after a few iterations. 𝑛5, which only has the burden of 
relaying messages originated at 𝑛6, possesses fewer re‑ 
sources than the 𝑛2 and 𝑛3, relaying messages originated 
at both of the sensor nodes.

Inspecting Fig. 5, we observe that evolution does not 
guarantee increased performance after each iteration. 
This observation coincides with the fact that the evolu‑ 
tion of species does not guarantee better offspring at ev‑ 
ery generation. Furthermore, similar to its counterpart in 
biology, evolution may be inϐluenced by successful organ‑ 
isms with suboptimal resource distribution. For exam‑ 
ple, since the sensors are activated randomly, an organ‑ 
ism with higher 𝑛4 sensor activity would require fewer 
resources overall than an organism with higher 𝑛6 sensor 
activity.

Note that there is also a systematic error in our simulation 
method promoting decreased performance in some iter‑ 
ations. We force an inϐinitesimal change in all nodes in 
the organism, i.e., nodes do not die off when they do not 
have any resources in an iteration. As a result, nodes hav‑ 
ing no reservoir either stay at no resources or slightly go 
up, causing the organism to approach a distribution just 
below the optimal.

Table 1 shows the comparison between analytical and 
evolutionary results after 200 iterations. Although they 
all start at resources enough for 20 transmissions, as ex‑ 
pected, 𝑛7 and 𝑛8 lose their resources while other nodes 
thrive during the evolutionary process. However, as ex‑ 
plained above, even though it approaches zero, 𝑛7 is not 
yet quite zero, wasting some resources, which should be 
reallocated to other nodes. The only dramatic discrep‑ 
ancy is 𝑛1 being lower than the expectations by the analyt‑ 
ical solution. We expect that the discrepancy diminishes 
with an increasing iteration count.
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Fig. 7 – Layout for the simulation organism.
Table 2 – Simulation parameters

Name Value Unit
Vesicle size 40000 molecules
Diffusion constant 1 × 10−12 𝑚2/𝑠
Radius 0.5 𝜇𝑚
Exhausted node ratio 0.2
# of Vesicles per node 40
Offsprings 2
Node count 16
Dimensions 1 × 2 × 10 𝜇𝑚 × 𝜇𝑚 × 𝜇𝑚
Change amplitude 3

4. VESICLE COUNT OPTIMIZATION

In this section, we use our approach to optimize a ran‑ 
domly generated organism. The only design constraint 
we have is introducing a separation between the sink and 
the sensors, i.e., the probability of any sensor successfully 
sending information to the sink without the relay nodes 
is small enough to be ignored. The simulation parameters 
and the simulation organism are given in Table 2 and 
Fig. 7 respectively. The selected simulation parameters 
are all arbitrary; however, one can alter the time scale, 
diffusion constant, radii, and the organism size easily to 
ϐit them to an actual organism.

Firstly, we investigate the effect of the number of offspring 
per organism. Since the population is kept constant, the 
selection rate is proportional to the inverse of the off‑ 
spring per organism.

Child count change

Changing the child count for each stage has dramatic ef‑ 
fects on the performance of the organism. These effects 
are visible in Fig. 8. A smaller number of offspring imply 
that more parents join in the creation of the next genera‑ 
tion. As a result, there is less uncertainty in the next gen‑ 
eration. More offspring increase the uncertainty. If one 
of the parents reached their performance mostly due to 
luck, most of the offspring in the next generation becomes 
inferior. This situation leads to huge discrepancies in per‑ 
formance between generations.

Amplitude change

Increasing the amplitude of change inter‑generations has 
a dramatic impact on the system performance. For large 
amplitudes, the evolution fails to reach its potential. Once 
the organism reaches a certain performance, the huge
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Fig. 8 – Performance of evolution with different child numbers.

0 200 400 600 800 1000

Evolution

150

200

250

300

350

400

450
To

ta
l T

ra
ns

m
iss

io
n

Amplitude = 1
Amplitude = 2
Amplitude = 3
Amplitude = 4
Amplitude = 5

changes in the resource distribution set the organism 
back. Fig. 9 displays the performance of evolution with 
different change amplitudes.

Inspecting Fig. 9, we also realise that the performance of 
𝐴𝑚𝑝𝑙𝑖𝑡𝑢𝑑𝑒 = 1 line is inferior for the ϐirst hundred it‑ 
erations of evolution. This is obviously due to the small 
increases due to the limited inter‑generational changes. 
However, the same factor boosts the ϐinal performance of 
the organism, which veriϐies the biological evolution, i.e., 
small changes advance the organisms while huge 
changes are not sustainable.

5. CONCLUSION

In this paper, we simulate the resource allocation in an or‑ 
ganism, having nodes communicating via MC, using evo‑ 
lutionary game theory. We propose a two‑staged evo‑ 
lution process realized by selecting the organisms with

Fig. 9 – Performance of evolution with different amplitude values.
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better transmission count and the creation of their off‑ 
spring. Furthermore, we apply this approach to a simplis‑ 
tic MCN scenario, for which we also obtain an analytical 
solution. We simulate the performance of evolution con‑ 
cerning different parameters. Our work offers a simple 
demonstration of nature’s solution to the resource man‑ 
agement problem.

We believe our approach applies to many problems other 
than resource allocation. It also holds the potential of 
optimizing several different parameters to a reasonable 
degree. As future work, we will employ our method for 
node orientation, vesicle size, and receptor locations on 
the node surfaces.
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Abstract – This paper proposes a fair extension of Keller-Segel equation based in the argument that 
bacteria exhibit proporties electric in their composition. The new mathematical form of this extension 
involves the integer-order Bessel functions. With this one can go through the electrodynamics of the 
representative scenarios in order to understand the social behavior of bacteria. From the theoretical side 
this paper demonstrates that, charged electrically, aggregation of bacteria would give rise to electric 
currents that hypothetically are the reasons for social organization and disruption among them. The 
electrical properties of bacteria from this mathematical proposal might be relevant in a prospective 
implementation of so-called Internet of Bio-Nano Things network, that aims to be characterized for having 
a very high signal/noise. 

Keywords – Bessel, classical electrodynamics, Keller-Segel, nanonetwork

1. INTRODUCTION

Evelyn Keller and Lee Segel in 1971 reported in [1] 
that bacteria exhibit some relative preference to 
move through the highest concentrations of 
substrate instead of the lowest ones. This 
phenomenon was projected onto the equation 
known as the Keller-Segel equation and it is written 
as: 

𝝏 𝒃(𝒙, 𝒕)

𝝏𝒕
=

𝒅

𝒅𝒙
 [𝝁(𝒔)

𝒅𝒃(𝒙, 𝒕)

𝒅𝒙
] −

𝒅

𝒅𝒙
[𝒃(𝒙, 𝒕)𝝌(𝒔)

𝒅𝒔

𝒅𝒙
]  (𝟏) 

whose meaning of elements of this reads as follows: 

• 𝒃(𝒙, 𝒕)= bacteria density,

• 𝒔(𝒙, 𝒕) = substrate density,

• 𝝌(𝒔) = chemotactic coefficient,

• 𝝁(𝒔) = motility parameter.

Eq.1 can be seen actually as a kind of compensation. 
In effect, one can see that by putting 𝝌(𝒔, 𝒕)  and 
𝝁(𝒔)  as constants, then the positive change 
𝝏 𝒃(𝒙,𝒕)

𝝏𝒕
> 0 demands that:

𝒅𝟐𝒃(𝒙, 𝒕)

𝒅𝒙𝟐 >
𝒅𝟐𝒔(𝒙, 𝒕)

𝒅𝒙𝟐  .   (𝟐) 

That is valid over the allowed periods of bacteria 
substrate interaction. This has interesting 
consequences in the discipline of bacteria dynamics 
[2]. Clearly one can see that it encompasses the 

reason of the Keller-Segel equation, in the sense that 
bacteria can deplete substrate in an efficient manner. 
For example, Unluturk, Balasubramanian and Akyildiz 
[3] have used the Keller-Segel model in the study of
social behavior of bacteria inside the framework of
molecular communications as part of the fundamental
postulates of the prospective Internet of Bio-Nano
Things (IoBNT) [4]. Clearly one can appeal to physics
of Eq. 1 for a robust application inside the molecular
and phenomena at the nano-level. Since bacteria is
transporting a net electric charge, then a plethora of
ways to search their behavior represents an option to 
use theoretical scenarios of physics interactions and
the implcations that would rise in a scenario of bio-
nano technology. Thus, Eq. 1 opens various paths to 
understand both the physics and biophysics of
bacteria dynamics. Of course, Eq. 1 can also be seen
as a fair extension of diffusion equation [5].
In effect, Eq.1 to some extent can also be written as
𝝏 𝝆(𝒔,𝒕)

𝝏𝒕
= D 

𝝏𝟐𝝆(𝒔,𝒕) 

𝝏𝒔𝟐 + G(s, t) with D the diffusion

constant and G(s, t) enclosing a set of operations based 
at both spatial and time derivatives. Thus, emerges the 
questions: Are bacteria fully diffusive? What are then 
the physics of this possible diffusion? Here one can 
answer in terms of physics laws in: (i) Electricity, (ii) 
Thermodynamics, and (iii) Space-time propagation. 
The purpose of this paper is to extend Eq.1 when 
bacteria are composed by electrical material such as 
ions for instance, so that concrete electric interactions 
would take place.  
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In this manner a large amount of bacteria density 
might be described by micro-forces so that a 
combined description based in Newton forces and 
electrodynamics can add relevant information to 
the process of substrate degradation. In cases of 
complex dynamics, of course the usage of diffusion 
equation can be obsolete so that an upgraded 
version would have to be needed. For example, one 
can see the work of Rosen in 1984 [6] characterized 
by having differential equations inspired by the 
Navier-Stokes scenario in order to propose a theory 
of bacteria chemotaxis. The contribution of this 
paper is in essence the reformulation of the Keller-
Segel equation containing the integer-order Bessel 
functions. With this an analysis about the 
implications of electrodynamics is derived. The rest 
of this paper is structured as follows: In the second 
section, the Bessel-Keller-Segel equation is derived. 
Once this equation is established then in the third 
section the eletrodynamics equations are derived in 
a closed-form manner. Here the instantaneous 
electric current is presented. It is seen that the 
resulting distributions exhibit a certain similarity 
with the discharge of a typical RC circuit. Finally, in 
fourth section the conclusion of the paper is 
presented. 

2. EXTENSION OF THE KELLER-SEGEL
EQUATION

Actually, one can exploit Eq. 1 in many ways by 
which one can extract the dynamics of any 
aggregation of bacteria in different scenarios while 
under interaction with substrates [7], [8]. Bacteria 
as a biological unit can require particular 
capabilities in order to guarantee an optimal 
colonization. Although it is not clear whether 
bacteria dynamics behave as a linear or nonlinear 
system, throughtout this document it will be 
assumed the linear assumption that allows for exact 
extensions.  

Thus, for instance consider the case where 𝝁(𝒔) =
𝒈(𝒔) ≡ 𝒈(𝒙) and 𝝌(𝒔) = 𝒉(𝒔) ≡ 𝒉(𝒙) acquiring an 
explicit dependence on “ 𝒙  ” then from Eq. 1 one 
arrives at: 

𝝏 𝒃(𝒙, 𝒕)

𝝏𝒕
= 𝒈(𝒙) [

𝒅𝟐𝒃(𝒙, 𝒕)

𝒅𝒙𝟐 ] − 𝒉(𝒔) [
𝒅𝒃(𝒙, 𝒕)

𝒅𝒙

𝒅𝒔

𝒅𝒙
]  

− 𝒉(𝒔) [𝒃(𝒙, 𝒕)
𝒅𝟐𝒔

𝒅𝒙𝟐].   (𝟑) 

One interesting scenario is the stationary one with  
𝝏 𝒃(𝒙,𝒕)

𝝏𝒕
= 𝟎 . In this manner one can assume the 

following: 𝒉(𝒙) 𝒅𝒔/𝒅𝒙 = −𝒙 in the second term in 
the right side of Eq. 3, yielding: 

 𝒅𝒔(𝒙, 𝒕)

𝒅𝒙
 =  

−𝒙

𝒉(𝒔)
 ⟹    𝒔(𝒙, 𝒕) = − ∫

𝒙

𝒉(𝒔)
𝒅𝒙.    (𝟒) 

In this manner the Keller-Segel equation with 
𝒈(𝒙) = 𝒙𝟐 one gets: 

𝒙𝟐 [
𝒅𝟐𝒃(𝒙, 𝒕)

𝒅𝒙𝟐 ] + 𝒙 [
𝒅𝒃(𝒙, 𝒕)

𝒅𝒙
] − 𝒉(𝒙) [𝒃(𝒙, 𝒕)

𝒅𝟐𝒔

𝒅𝒙𝟐] = 𝟎.   (𝟓) 

2.1 Essential Assumptions 

Eq.5 lends itself to being operated towards two 
known differential equations. Although one can 
apply unphysical procedures, it is clear that in a first 
instance the Bessel structure can be a good 
candidate. In this manner, in order to construct an 
integer-order Bessel differential equation [9], one 
needs to impose at the rigth-side the following: 

𝒉(𝒔)
𝒅𝟐𝒔

𝒅𝒙𝟐 = − (𝟏 −
𝒏𝟐

𝒙𝟐),   (𝟔) 

that implies that there is a direct relation between 
the function 𝒉(𝒔) and the integer numbers 𝒏. On the 
other hand one can take the definition of Eq. 4 to be 
inserted in Eq. 6 yielding:      

−𝒉(𝒙)
𝒅

𝒅𝒙
 [

𝒙

𝒉(𝒔)
] = (𝟏 −

𝒏𝟐

𝒙𝟐),   (𝟕) 

where the signs have been canceled in both sides. 
Subsequently by applying the derivative in a 
straightforward manner then Eq. 7 can be read as: 

−𝒉(𝒙) [
𝒉(𝒔) − 𝒙

𝒅𝒉
𝒅𝒔

𝒅𝒔
𝒅𝒙

𝒉𝟐(𝒔)
] = 

− [
𝒉(𝒔) − 𝒙

𝒅𝒉
𝒅𝒔

𝒅𝒔
𝒅𝒙

𝒉(𝒔)
] = (1 −

𝒏𝟐

𝒙𝟐)  (𝟖) 

yielding a first-order differential equation that can 
be written as: 

⟹   𝒙
𝒅𝒉

𝒅𝒔
− 𝒉(𝒔)  =  𝒉(𝒔) (𝟏 −

𝒏𝟐

𝒙𝟐).   (𝟗) 

It was assumed the approximation given by 
𝒅𝒔

𝒅𝒙
 ≈ 𝟏, 

(resulting in a toy model for substrate dynamics 
that appears to be linear with 𝒙). It allows a direct 
solution of first-order differential equation that can 
be written as: 

𝒅𝒉

𝒉
= (

𝟐

𝒙
−

𝒏𝟐

𝒙𝟑)  𝒅𝒔    ⟹    𝒉(𝒔) =  𝐄𝐱𝐩 [𝒔 (
𝟐

𝒙
−

𝒏𝟐

𝒙𝟑)].   (𝟏𝟎) 
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In this manner the chemotactic coefficient is 
expressed in terms of “𝒙”. A direct solution for it 
yields the exponential form and depends directly on 
the substrate density “𝒔”. Therefore, one arrives at: 

 ⟹   𝝌(𝒔) =  𝐄𝐱𝐩 [𝒔(𝒙) (
𝟐

𝒙
−

𝒏𝟐

𝒙𝟑)]  (𝟏𝟏) 

Fig. 1 – The normalized chemotactic coefficient from Eq. 11 for 
up to 4 values of number “𝑛 ”, denoting the order of Bessel 
functions. For this it is assumed the unidimensional 
representation of s(x) = 𝑪𝒐𝒔[𝟐. 𝟓𝒙]𝑺𝒊𝒏[𝟎. 𝟏 ∗ 𝒙𝟐]. 

2.2 Charged Bacteria Density 

In Fig. 1 up to 4 different distributions of the 
normalized chemotactic coefficient are displayed 
under the assumption that the substrate density has 
the quasi-stochastic form given 

by  𝑪𝒐𝒔(𝟐. 𝟓 𝒙) 𝑺𝒊𝒏(𝟎. 𝟏 𝒙𝟐)  [10]. This 

mathematical approach comes from the fact that the 
existence of periodical manifestation of electric 
behavior would exhibit both attraction and 
repulsion, depending the state of pair: bacteria-
substrate. 

Thus, positive and negative values with rapid 
oscillation along the distances are expected to be 
allowed by the motility of bacteria. One can see that 
the higher order exhibits a well-shaped peak.  

2.3 The Bessel-Keller-Segel (BKS) Equation 

Therefore from Eq. 5 to Eq. 9 one arrives at a novel 
version of the Keller-Segel equation called BKS 
(Bessel-Keller-Segel), that is written below as: 

𝒙𝟐 [
𝒅𝟐𝒃(𝒙, 𝒕)

𝒅𝒙𝟐 ] + 𝒙 [
𝒅𝒃(𝒙, 𝒕)

𝒅𝒙
] + (𝟏 −

𝒏𝟐

𝒙𝟐) 𝒃(𝒙, 𝒕) = 𝟎  (𝟏𝟐) 

that is solvable for the bacteria density yielding 
imminently the integer-order Bessel functions: 

𝒃(𝒙, 𝒕) = 𝑩(𝒙, 𝒕) = 𝑱𝒏(𝒙, 𝒕)  (𝟏𝟑) 

Although a solid interpretation of Eq. 13 might not 
be adjusted to the scope of this paper, it is possible 
to some extent to adjudicate a meaning in terms of 

bacteria motility properties such as cooperative 
behavior. It is noteworthy that the negative values 
of Bessel functions are not describing physical 
solutions. Because of this, the positive values of 
bacteria density might be interpreted in terms of 
cooperative and competitive population, depending 
on the width of distribution. Clearly this requires 
the option of square of the Bessel functions that 
provides only physical meaning. Therefore from Eq. 
13 one arrives a the solutions given by: 

𝑩(𝒙, 𝒕)   ∝     |𝑱𝒏(𝒙, 𝒕)|2  (𝟏𝟒) 

Fig. 2 – The normalized bacteria density 𝑩(𝒙, 𝒕) as a function of 
distance (in arbitrary units) for the first 3 orders of Bessel 
functions and their tentative interpretation in terms of 
cooperative population. 

In Fig. 2 up to three possible bacteria density are 
displayed. For this a normalization function was 

opted, and it reads 2.9 𝜆𝐵√𝑥 − 𝑛 × 𝜆𝐴  where 𝜆𝐴  is 

about the 5% of 𝜆𝐵  for this exercise (this is assumed 
both free parameters 𝜆𝐴 and 𝜆𝐵 , to illustrate Fig. 2). 
Clealrly, both can be changed in more analytic 
scenarios. Therefore the density spectra for s fixed 
time “T” reads: 

𝑩(𝒙, 𝑻) = 𝜆𝐵√𝑥 − 𝑛 × 𝜆𝐴  |𝑱𝒏(𝑥 − 𝑛 × 𝜆𝐴, 𝒕, 𝑻)|2  (𝟏𝟓) 

In fact, inspired at the criterion of [3] in which the 
bacteria densities have a steady-state profile 
centered in 𝑥 − 𝑛 × 𝜆𝐴 being this dependent on the 
integer “𝑛 ”. One can see that while the order of 
Bessel function increases then one would expect the 
cooperative population moves with distance; as 
seen in Fig. 2 the distributions moves to the right.   

A compelling argumentation of why one calls 
cooperative population to the distribution (yellow 
color), can be directly seen in the width of each curve. 
Thus, when it is larger than the others, one arrives to 
the fact that bacteria join each other to perform a 
subsequent action ("Many make force”). A short 
width is perceived as The number of individuals 
along the time of interaction can be obtained from a 
simple integration 𝑵(𝒕) = ∫ 𝒅𝒙𝑩(𝒙, 𝒕). Thus one can 

ITU Journal on Future and Evolving Technologies, Volume 2 (2021), Issue 3

© International Telecommunication Union, 2021 123



speculate that from the spatial displacement the 
velocity can be dependent on the Bessel order. In this 
view, from Eq. 13 with the time derivative then one 
arrives at: 

𝒅𝒃(𝒙, 𝒕)

𝒅𝒙

𝒅𝒙

𝒅𝒕
=  𝒗

𝒅𝒃(𝒙, 𝒕)

𝒅𝒙
 =  

𝑑𝑱𝒏(𝒙, 𝒕)

𝑑𝑥 
 (𝟏𝟔) 

and the straighforward usage of the recurrence 
relation of the integer-order Bessel function, then 
one gets  

𝒅𝒃(𝒙, 𝒕)

𝒅𝒙

𝒅𝒙

𝒅𝒕
⇒

𝒅𝒃(𝒙, 𝒕)

𝒅𝒙
 =  

𝟏

𝒗
[𝑱𝒏−𝟏(𝒙) −  𝑱𝒏+𝟏(𝒙)].      (𝟏𝟕) 

Although not any direct interpretation can be 
extracted from Eq. 17, it is emphasized that only  
experimental data can provide a robust 
interpretation and matching if any, from the 
implementation of Bessel functions in the Keller-
Segel scenario. Fig. 2 also exhibits a possible 
competitivity among bacteria along their 
displacements when all of them are under action of 
chemotaxis. This displacement per unit of time 
constitutes the aggregation bacteria velocity “𝒗” as 
written in right-side of Eq. 17. A tentative 
explanation about the origin of motility in certain 
types of bacteria, would be inside the territory of 
electricity where physics laws could explain 
inherent properties that are driven by electric 
forces, either attraction or repulsion. Some studies 
in the past about that have been reported, for 
example the one given in [11]. Under this view, the 
component ionic of bacteria emerges as the main 
point to board the problem of motility and 
chemotaxis. With this property, classic 
electrodynamics emrges as a sustained scenario to 
go through the bacteria motility properties. 

Therefore, one can anticipate that the 
displacements done by aggregations of bacteria is 
dictated by classic physics and its corresponding 
electrodynamics. It is actually not valid for 
distances less than 0.001nm where quantum 
mechanics governs. 

3. ELECTRODYNAMICS ANALYSIS OF
BESSEL-KELLER-SEGEL EQUATION

A first view to be debated is about the BKS equation’s 
solutions as done in Eq. 13 where the integer-order 
Bessel functions appear as the possible solutions of 
bacteria density. One can wonder if the volume 
integration returns the total electric charge. Actually, 
this fits well in electrodynamics in the sense that the 
total charge enclosed in a spherical volumen of 
radius “R” (for example, another spatial geometry 
can be opted as well). A straightforward integration: 

𝑸(𝒕) = ∫  𝒅𝑽 𝒃(𝒙, 𝒕)
𝑹

𝟎
=   ∫  𝟒𝝅𝒓𝟐 𝑱𝒏(𝒙, 𝒕) 𝒅𝒓

𝑹

𝟎
 Is seen as the 

net charge. Below in Fig. 3 the different normalized 
total charge distributions as a function of sphere 
radius "𝑹"  are displayed. One can see that the 
ampitude of distributions increases with the radius. 
For large radius, then one would expect strong 
attractions as well as repulsion forces, having direct 
implications with the highest and lowest levels in 
both cooperativity and competitivity. 

Fig. 3 – The normalized total charge of bacteria against the 
sphere radius exhibiting oscillations due to the Bessel-like 
behavior.  

Thus in those scenarios of high electric charge for 
example, one can consider the role of 
electrodynamics in relation to the level of 
disruption among populations from the fact that 
large accumulation of ions would generate electric 
forces among them. It should be noted that electric 
interactions can be a reason to disturb the purpose 
of colonization. This might affect the “so-called 
cheaters” and other types of social manifestations of 
bacteria when carrying out actions of chemotaxis. 
Furthermore, engineered nanodevices recovered of 
ionic material would constitute an interesting 
window to attack the problem of infection and the 
respective diseases caused by bacteria (or virus).  

With this background, it is feasible to derive a 
theory of classical electrodynamics from a BKS 
equation as expressed in Eq. 12. Thus, it can be 
written below in conjunction with time evolution as: 

𝝏 𝒃(𝒙, 𝒕)

𝝏𝒕
 =  𝒙𝟐 [

𝒅𝟐𝒃(𝒙, 𝒕)

𝒅𝒙𝟐 ] + 𝒙 [
𝒅𝒃(𝒙, 𝒕)

𝒅𝒙
] + (𝟏 −

𝒏𝟐

𝒙𝟐) 𝒃(𝒙, 𝒕).  

(𝟏𝟖) 

As seen in previous works, bacteria can transport 
electrically charged proteins and any type of ions 
that microorganisms can bring on them. This 
constitutes an argument to analyze the Keller-Segel 
equation in terms of electric charge.  

ITU Journal on Future and Evolving Technologies, Volume 2 (2021), Issue 3

© International Telecommunication Union, 2021124



Mathematically speaking, one can integrate the 
volume in both sides of Eq. 18 , so that one gets: 

𝑑

𝑑𝑡
∫ 𝒃(𝒙, 𝒕)𝒅𝑽  =  𝑥2

𝑑2

𝑑𝑥2 ∫ 𝒃(𝑥, 𝑡) 𝒅𝑽 + 𝒙
𝒅

𝒅𝒙
∫ 𝒃(𝒙, 𝒕) 𝒅𝑽

− (𝟏 −
𝒏𝟐

𝒙𝟐) ∫ 𝒃(𝑥, 𝑡) 𝒅𝑽   (𝟏𝟗) 

From the side of electricity, 𝒃(𝒙, 𝒕)  denotes the 
volumetric charge density transported by bacteria, 
fact that implies that its integration over the volume 
containing the charge turns out to be the net charge: 
𝑸(𝒕) = ∫ 𝒅𝑽 𝒃(𝒙, 𝒕). Under this view the left side of 
Eq. 19 is recognized as the instantaneous electric 
current. Thus, one arrives at: 

𝒅𝓠(𝒕)

𝒅𝒕
 = 𝑰(𝒕) =  𝑥2

𝑑2

𝑑𝑥2 ∫ 𝒃(𝑥, 𝑡) 𝒅𝑽 + 𝒙
𝒅

𝒅𝒙
∫ 𝒃(𝑥, 𝑡) 𝒅𝑽

− (1 −
𝑛2

𝑥2) ∫ 𝒃(𝑥, 𝑡) 𝒅𝑽  (𝟐𝟎) 

By assuming the cylindrical coordinates system 
then the variable “x” is now changed to be the radial 
coordinate. Then one gets: 

𝑰(𝒕) =  𝒓2
𝒅𝟐

𝒅𝒓𝟐 ∫ 𝒃(𝒓, 𝒕) 𝒅𝑽 + 𝒓
𝒅

𝒅𝒓
∫ 𝒃(𝒓, 𝒕) 𝒅𝑽 

− (𝟏 −
𝒏𝟐

𝒓𝟐 ) 𝓠(𝒕).   (𝟐𝟏) 

Now special attention is paid on the first term of the 
right side. Since 𝒃(𝑥, 𝑡)  have been defined as the 
density of charge transported by bacteria, then this 
term is processed as follows: 

𝒓2
𝑑2

𝑑𝑟2 ∫
𝓠(𝒕)

𝑨 𝒓
𝒅𝑽 =

𝒓2

𝑨
 𝛁 ∫ 𝛁 (

𝓠(𝒕)

 𝒓
) 𝒅𝑽   (𝟐𝟐) 

where the volume has been assumed to be 𝑽 = 𝒓 𝑨. 
The radial derivatives are actually the gradient 
operator that acts onto the electric potential [12] 
given by: 

𝚽(𝒓)  =  
𝓠(𝒕)

 𝟒𝝅𝜺𝒓
 .   (𝟐𝟑) 

With the balance of units and the incorporation of 
permissivity constant one arrives at: 

𝒓2
𝒅𝟐

𝒅𝒓𝟐 ∫
𝓠(𝒕)

𝑨 𝒓
𝒅𝑽 =

𝟒𝝅𝜺𝒓2

𝑨
 𝛁 ∫ 𝛁 (

𝓠(𝒕)

 𝟒𝝅𝜺𝒓
) 𝒅𝑽

=  
𝟒𝝅𝜺𝒓2

𝑨
 𝛁 ∫ 𝛁 𝚽(𝐫) 𝒅𝑽.   (𝟐𝟒) 

By which one can identify that in the last equation 
one has the field electric, thus one arrives at the 
divergence theorem , yielding that this contribution 
to the BKS equation is proportional to the square of 
cylindric radius. With this one gets that:  

𝟒𝝅𝜺𝒓2

𝑨
 𝛁 ∫ 𝛁 𝚽(𝐫) 𝒅𝑽 =  

−𝟒𝝅𝜺𝒓2

𝑨
 ∫ 𝛁. 𝐄 𝒅𝑽 

=
−𝟒𝒒(𝒕)𝝅𝜺𝒓2

𝑨𝒆
 (𝟐𝟓) 

Where Gauss’s law was employed but in the form of: 

∫ 𝛁. 𝐄 𝒅𝑽 =  
𝒒(𝒕)

𝒆
 (𝟐𝟔) 

With “ 𝒆 ” a permissivity constant different to "𝜺 ” 
because equipotential lines might not be inside the 
region of electric field in some points of space of 
bacteria displacement, so that only a single medium 
is not expected. Instead up two media or more can 
coexist together. A similar procedure can be applied 
to the second term of the right side of Eq. 21: 

𝒓
𝒅

𝒅𝒓
∫ 𝒃(𝑥, 𝑡) 𝒅𝑽 =

𝟒𝝅𝜺𝒓

𝑨
 ∫  𝛁 (

𝓠(𝒕)

 𝟒𝝅𝜺𝒓
) 𝒅𝑽   (𝟐𝟕) 

and again, one can construct the electric potential 
yielding finally that the term of Eq. 27 is linearly 
proportional to the cylindric radius:   

𝟒𝝅𝜺𝒓

𝑨
 ∫  𝛁 (

𝓠(𝒕)

 𝟒𝝅𝜺𝒓
) 𝒅𝑽   = 

𝟒𝝅𝜺𝒓

𝑨
∫ 𝛁 𝚽(𝐫) 𝒅𝑽 =

−𝟒𝝅𝜺𝒓𝑳

𝑨
∫ 𝐄 𝒅𝑨 =  

−𝟒𝒒(𝒕)𝝅𝜺𝒓𝑳

𝑨𝒆
.  (𝟐𝟖) 

It should be noted again that 𝒅𝑽 = 𝑳𝒅𝑨.  Therefore, 
when previous resulting equations done above are 
inserted in Eq. 21 then one arrives at: 

𝒅𝓠(𝒕)

𝒅𝒕
=  [−

𝟒𝒒(𝒕)𝝅𝜺𝒓𝟐

𝑨𝒆
 −  

𝟒𝒒(𝒕)𝝅𝜺𝒓𝑳

𝑨𝒆

− (1 −
𝒏𝟐

𝒓𝟐 )] 𝓠(𝒕).   (𝟐𝟗) 

Thus, one can see that all charges of the right side 
have a negative sign. Putting apart the total charge, 
then one arrives at: 

𝒅𝓠(𝒕)

𝒅𝒕
=  𝓠(𝒕) [−

𝟒𝝅𝜺𝒓𝟐

𝑨𝒆
 −  

𝟒𝝅𝜺𝒓𝑳

𝑨𝒆
− (𝟏 −

𝒏𝟐

𝒓𝟐)].   (𝟑𝟎) 

One can see that the apparition of sign ”-“ on the 
right side is because the possible existence of a type 
of discharge because the straightforward solution 
of Eq. 30 yields the familiar negative exponential.  

Electric interactions between compounds can be 
measured through the electric force as dictated by 
classical electrodynamics. To explore this, the total 
charge of bacteria should be explicitly done, thus 
from Eq. 30, 

𝒅𝓠(𝒕)

𝓠(𝒕)
=  [−

𝟒𝝅𝜺𝒓𝟐

𝑨𝒆
 − 

𝟒𝝅𝜺𝒓𝑳

𝑨𝒆
− (1 −

𝒏𝟐

𝒓𝟐 )] 𝒅𝒕,   (𝟑𝟏) 
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whose integration yields the closed-form solution: 

𝓠(𝒕) = 𝑸𝟎𝑬𝒙𝒑 [− ∫
𝟒𝝅𝜺

𝑨𝒆
(𝒓2   +  𝒓 + 𝜼 [1 −

𝑛2

𝒓2]) 𝒅𝒕
𝑇

0

]  

(𝟑𝟐) 

With 𝜼 =
𝐴𝑒

𝟒𝝅𝜺
 and by specifying the upper limit by 

“T” the net charge that is transported by the bacteria 

with the change 𝑹(𝒓) = 𝒓2   +  𝒓 + 𝜼 [1 −
𝑛2

𝒓2
], then Eq. 32  

can be written in compact form as: 

𝓠(𝑻, 𝒓) = 𝑸𝟎𝑬𝒙𝒑 [−
𝟒𝝅𝜺𝑻

𝑨𝒆
𝑹(𝒓)].   (𝟑𝟑) 

With this result, now the electric current that 
involves a more general electric description of 
bacteria aggregation transporting ions is given by 
the instantaneous derivative of Eq. 33 and written 
as: 

𝑰(𝒕 = 𝑻, 𝒓) = −
𝟒𝑸𝟎𝝅𝜺𝑻

𝑨𝒆

𝒅𝑹(𝒓, 𝒕)

𝒅𝒕
 𝑬𝒙𝒑 [−

𝟒𝝅𝜺𝑻

𝑨𝒆
𝑹(𝒓)].     (𝟑𝟒) 

On the other hand in the simplest case by which "𝒓" 
does not depend on time, then the integration over 
the time variable inside the exponential in Eq. 32 is 
trivial. In this manner the resulting electric current 
can be written in a simplified form as: 

𝒅𝓠(𝒕)

𝒅𝒕
= 𝑰(𝑻) = −

𝟒𝑸𝟎𝝅𝜺𝑻

𝑨𝒆
𝑹(𝒓)𝑬𝒙𝒑 [−

𝟒𝝅𝜺𝑻

𝑨𝒆
𝑹(𝒓)].      (𝟑𝟓) 

Actually the variable “𝑻” can be understood as the 
period in the which the bacteria aggregation 
behaves as an electric current. 

3.1 Biophysics Interpretation of Electrical 
Currents 

Eq. 34 is displayed in Fig. 4 exhibiting a minimum 
for 𝒓 ≈ 𝟐  a.u. For this plotting it was used as a 
numerical expression for Eq. 34 in the form of: 

𝑰(𝒕 = 𝑻, 𝒓) = 𝟎. 𝟎𝟎𝟎𝟏(𝟐𝐫 + 𝟎. 𝟎𝟏 +
𝟖

(𝐫)^𝟑
)𝑬𝒙𝒑[−𝟎. 𝟎𝟏(𝐫^𝟐 +

𝟎. 𝟎𝟏𝐫 + (𝟏 −
𝟒

(𝐫)^𝟐
))].           (36) 

As indicated at Fig. 4, bacteria aggregation would 
exhibit a kind of disruption as seen in the minimum 
value of current distribution. In this manner, one 
can wonder if it is an inherent property of bacteria 
aggregation or if it is a pure speculative theoretical 
result that might not be matched with experiments. 
It should be noted that all these procedures have 
been done under the assumption of a 1-Dimension 
model. Of course, realistic simulations might be 
necessary in order to identify rupture of electrical 
properties. As done in [14], memory-based 
chemotaxis would exibit drift velocities. So that one 
can argue that this drift dynamics might appear 
from electric phenomena more than a pure 

biological reason. 

Fig. 4 – The instantaneous current as a function of radial 
distance (Eq.36), expressed in in arbitrary units. Two phases 
can be perceived. 

Below in Fig. 5 the simplest scenario of Eq. 35 
written as I(t)=tExp(-t) is illustrated. The 
qualitative shape of electric current indicates its 
maximal value. Clearly, it is directly interpreted as 
the inverse scenario of Fig. 4 establishing a kind of 
complementarity with it. This triggers logic 
scenario establishing that organization is first and 
disruption is after.   

Fig. 5 – RC Discharge: The instantaneous current and period of  
electric interaction of bacteria as a function of radial distance, 
both expressed in in arbitrary units. This plot as well as Fig. 1, 
Fig. 2, Fig. 3 and Fig. 4 were done with the usage of Wolfram 
[13]. 

In this manner, one can see that from Fig. 4 and Fig. 
5 the possible existence of well-defined phases. This 
would characterize the BKS model. These possible 
phases would emerge from the fact that the Eq. 5 
exhibits a kind of electric discharge as a RC-circuit. 
It is in accordance to the negative exponential of Eq. 
35. Therefore, bacteria aggregation and their social
manifestations would be disrupted. In Fig. 5 the
instantaneous current falls down as a fact that
bacteria have “finshed” a social action leaving them
to break down the possible molecular
communications between them.
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4. CONCLUSION

In this paper, an extension of the Keller-Segel 
equation has been established. It has taken  
advantage of having a second-order differential 
equation to establish a novel Bessel-Keller-Segel 
equation by which, at a first instance, it would give 
information about the electric behavior of bacteria 
and the possible implications of this in the social 
behavior. This appears to be crucial in prospective 
nanonetworks. Therefore, the electrodynamics of 
an electrically charged bacteria aggregation has 
been derived through closed-form equations. 
Interestingly, the shape of the curve of derived 
current exhibits a kind of discharge. Although a 
tentative interpretation in terms of social 
disruption because social behavior of the bacteria 
population is assumed, simulations and 
experimental studies should be done to corroborate 
the theory of this paper. The assumptions made 
throughout this paper have served to minimize the 
mathematical load that involves a second-order 
differential equation. Indeed the resulting curves 
have kept a close relationship with well-known 
electrodynamics. 

In future work, some well-known families of 
bacteria and their data will be employed to explore 
the possible similarities with the present proposal. 
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